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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure IPsec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and
dynamic connectivity.

Topic 2

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

Topic 3

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Topic 4

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systems (IPS) to monitor and
mitigate threats within enterprise networks.
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Topic 5

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.
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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q67-Q72):
NEW QUESTION # 67 
An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed
that some of the switches in the network continue to send traffic to the former primary unit.
The administrator decides to enable the setting link-failed-signal to fix the problem.
Which statement is correct regarding this command?

A. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.
B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new
master after a failover.
C. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.
D. Sends a link failed signal to all connected devices.

Answer: C

NEW QUESTION # 68 
Refer to the exhibit, which shows a partial troubleshooting command output.

An administrator is extensively using IPsec on FortiGate. Many tunnels show information similar to the output shown in the exhibit.
What can the administrator conclude?

A. The two IPsec SAs, inbound and outbound, are copied to the NPU.
B. IPsec SAs cannot be offloaded.
C. Only the inbound IPsec SA is copied to the NPU.
D. Only the outbound IPsec SA is copied to the NPU.

Answer: A
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Explanation:
The diagnose vpn tunnel list name Hub2Spoke1 command output provides key information about the offloading status of an IPsec
VPN tunnel to the Network Processing Unit (NPU).
npu_flag=20:
This flag indicates that both inbound and outbound IPsec Security Associations (SAs) have been offloaded to the NPU, meaning the
VPN traffic is processed in hardware instead of the CPU.
npu_rgwy=10.10.2.2 and npu_lgwy=10.10.1.1:
These IPs represent the remote gateway (rgwy) and local gateway (lgwy), confirming that the tunnel is successfully offloaded.
npu_selid=1:
This value means the session selector for the NPU offloaded SA is active.
Since both inbound and outbound SAs are offloaded, the administrator can conclude that the FortiGate NPU is handling IPsec
encryption and decryption efficiently, reducing CPU load and improving VPN performance.

NEW QUESTION # 69 
A FortiGate device with UTM profiles is reaching the resource limits, and the administrator expects the traffic in the enterprise
network to increase.
The administrator has received an additional FortiGate of the same model.
Which two protocols should the administrator use to integrate the additional FortiGate device into this enterprise network? (Choose
two.)

A. VRRP with switches
B. FGSP with external load balancers
C. FGCP in active-active mode and with switches
D. FGCP in active-passive mode and with VDOM disabled

Answer: B,C

Explanation:
Whenadding an additional FortiGateto an enterprise network that is already reaching itsresource limits, the goal is to distribute traffic
efficiently and ensurehigh availability.
FGSP (FortiGate Session Life Support Protocol) with external load balancers FGSP allowssession-aware load balancingbetween
multiple FortiGate units without requiring them to be in an HA (High Availability) cluster.
Withexternal load balancers, incoming traffic isevenly distributedacross multiple FortiGate devices.
This approach is useful forscaling outtraffic handling capacity while ensuring that sessions remainsynchronizedbetween firewalls.
FGSP is effectivewhen stateful failover is requiredbut without the constraints of traditional HA.
FGCP (FortiGate Clustering Protocol) in active-active mode and with switches FGCPactive-active modeenables multiple FortiGate
devices toshare traffic loads, increasing throughput and efficiency.
Active-active mode is suitable forbalancing UTM processingacross multiple FortiGates, making it ideal whenresource limits are a
concern.
Usingswitchesensures redundancy and avoids single points of failure in the network.
This mode is commonly used inenterprise networkswhere bothscalability and redundancyare required.

NEW QUESTION # 70 
Examine the output of the 'get router info ospf neighbor' command shown in the exhibit; then answer the question below.

Which statements are true regarding the output in the exhibit? (Choose two.)

A. The interface ToRemote is OSPF network type point-to-point.
B. The OSPF routers with the IDs 0.0.0.69 and 0.0.0.117 are both designated routers for the wan1 network.



C. The local FortiGate is the backup designated router for the wan1 network.
D. The OSPF router with the ID 0.0.0.2 is the designated router for the ToRemote network.

Answer: A,C

NEW QUESTION # 71 
What are valid options for handling DNS requests sent directly to a FortiGates interface IP? (Choose three.)

A. Iterative.
B. Conditional-forward.
C. Non-recursive.
D. Recursive.
E. Forward-only.

Answer: C,D,E

NEW QUESTION # 72
......
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