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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q20-Q25):
NEW QUESTION # 20 
The BIG-IP Administrator needs to update access to the Configuration Utility to include the172.28.31.0/24and
172.28.65.0/24networks.
From the TMOS Shell (tmsh), which command should the BIG-IP Administrator use to complete this task?

A. modify /sys httpd allow add { 172.28.31.0 172.28.65.0 }
B. modify /sys httpd permit add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
C. modify /sys httpd allow add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
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Answer: C

Explanation:
Access to the BIG-IP Configuration Utility (TMUI) is controlled through the/sys httpd allowlist.
This list defines which IP addresses or subnets are allowed to connect to the management web interface.
To allow two new subnets-172.28.31.0/24and172.28.65.0/24-the administrator mustaddboth subnets to the existing list without
removing current entries.
In tmsh, subnet entries must be specified innetwork/netmask format, for example:
172.28.31.0/255.255.255.0
The correct tmsh command to append these networks is:
modify /sys httpd allow add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 } Why the other options are incorrect:
Option B:
* IPs are listed without masks, which is invalid for subnet-based access control.
* The system requiresnetwork/netmaskformat.
Option C:
* The command uses permit instead of allow, which is not a valid attribute of /sys httpd.
* The correct keyword must beallow.
Thus, onlyOption Acorrectly adds both permitted subnets in the proper tmsh format.

NEW QUESTION # 21 
A BIG-IP Administrator needs to install a HotFix on a standalone BIG-IP device, which hasHD1.1as the Active Boot Location.
The administrator has already re-activated the license and created a UCS archive.
In which sequence should the administrator perform the remaining steps?

A. Install HotFix in HD1.1, Reboot the BIG-IP device, Install UCS Archive
B. Install base Image in HD1.2, Install HotFix in HD1.2, Activate HD1.2
C. Activate HD1.2, Install base Image in HD1.2, Install HotFix in HD1.2
D. Install HotFix in HD1.2, Install base Image in HD1.2, Activate HD1.2

Answer: B

Explanation:
When installing a HotFix on a BIG-IP device, F5 best practices require:
* Installing the base TMOS image on a new, unused boot volume (HD1.2)
* This ensures the upgrade happens on a clean volume.
* The existing active boot location remains untouched for rollback.
* Installing the HotFix onto the SAME new boot volume (HD1.2)
* HotFixes must be applied on top of a base version.
* They cannot be installed on an empty volume.
* They must match the base image version.
* Activating the new boot volume (HD1.2)
* The system reboots into the updated software stack.
* Activation happensafterbase + HotFix installation is complete.
This sequence is exactly shown inOption C:
Install base Image in HD1.2
Install HotFix in HD1.2
Activate HD1.2
Why the other options are incorrect:
A). Install HotFix before base image
* Impossible.
* HotFix requires an installed base version first.
B). Installing HotFix on HD1.1 (active boot volume)
* Not recommended.
* Upgrading in-place removes rollback safety.
* HotFix cannot be applied cleanly without applying base image first.
D). Activate HD1.2 before installing anything
* You cannot activate an empty boot volume.
* Activation only occurs after the base + HotFix software is installed.



NEW QUESTION # 22 
A BIG-IP Administrator discovers malicious brute-force attempts to access the BIG-IP device on the management interfacevia
SSH.
The administrator needs to restrict SSH access to the management interface.
Where should this be accomplished?

A. Network > Self IPs
B. System > Platform
C. Network > Interfaces
D. System > Configuration

Answer: D

Explanation:
The BIG-IPmanagement interface (MGMT port)is controlled throughSystem settings, not through the Network menu.
SSH access on the management interface is configured here:
System # Configuration # Device # General # SSH Access / SSH IP Allow
This section allows the administrator to:
* Enable or disable SSH service
* Restrict SSH access to specific IP addresses or subnets
* Apply security policies to the management interface
Why the other options are incorrect:
A). Network > Interfaces
* Used for data-plane physical interface settings, not management plane SSH restrictions.
B). Network > Self IPs
* Controls in-band management or data-plane access, not the dedicated management port.
D). System > Platform
* Used for hostname, time zone, LCD contrast, hardware settings - not SSH security on the management port.
Therefore, restricting SSH access to themanagement interfacemust be done under:
#System # Configuration # Device # General
Which corresponds toOption C.

NEW QUESTION # 23 
Which one of the following is aport and protocol combination allowedby theAllow Defaultsetting for Port Lockdown?

A. UDP 8443
B. TCP 443
C. TCP 80

Answer: B

Explanation:
Port Lockdown controls which ports and protocols aSelf IPwill respond to.
TheAllow Defaultsetting permits only a predefined set of BIG-IP internal and required service ports.
The Allow Default listincludes:
* TCP 443# HTTPS (Management/TMUI access via Self-IP)
* TCP 4353 # CMI (device sync)
* TCP/UDP ports related to HA communication
* Other essential internal F5 ports
Why TCP 443 is correct:
* It is one of the officially allowed ports underAllow Default.
* It enables HTTPS/TMUI access through a Self IP.
Why the other options are incorrect:
A). TCP 80 (HTTP)
* Not allowed under Allow Default
* HTTP via Self-IP is blocked unless placed under Allow Custom
B). UDP 8443
* Not an F5 default service
* Not part of the Allow Default ports



NEW QUESTION # 24 
When is theLicense Service Check Dateenforced on a BIG-IP system?

A. After editing a virtual server
B. During a software install
C. During system startup

Answer: B

Explanation:
TheService Check Datedetermines whether a particular software version is allowed to run under the device's license.
* When installing or upgrading TMOS, the installer checks theService Check Datestored in the BIG-IP license file.
* If the license date isolderthan the minimum required for the target version, the software installation is blocked.
* This check happensspecifically during a software install, not during routine device operations.
Editing virtual servers or system startup do not trigger this validation.
Thus, the enforcement happensduring software installation.

NEW QUESTION # 25
......
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