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environment. You can take the SC-100 practice exam many times to evaluate and enhance your Microsoft SC-100 Exam
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Microsoft Cybersecurity Architect Sample Questions (Q236-Q241):
NEW QUESTION # 236 
You have an Azure subscription.
You have a DNS domain named contoso.com that is hosted by a third-party DNS registrar.
Developers use Azure DevOps to deploy web apps to App Service Environments- When a new app is deployed, a CNAME
record for the app is registered in contoso.com.
You need to recommend a solution to secure the DNS record tor each web app. The solution must meet the following requirements:
* Ensure that when an app is deleted, the CNAME record for the app is removed also
* Minimize administrative effort.
What should you include in the recommendation?
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A. Microsoft Defender for DNS
B. Microsoft Defender foe App Service
C. Microsoft Defender for Cloud Apps
D. Microsoft Defender for DevOps

Answer: C

NEW QUESTION # 237 
You are evaluating an Azure environment for compliance.
You need to design an Azure Policy implementation that can be used to evaluate compliance without changing any resources.
Which effect should you use in Azure Policy?

A. Modify
B. Deny
C. Disabled
D. Append

Answer: C

Explanation:
Before looking to manage new or updated resources with your new policy definition, it's best to see how it evaluates a limited subset
of existing resources, such as a test resource group. Use the enforcement mode Disabled (DoNotEnforce) on your policy assignment
to prevent the effect from triggering or activity log entries from being created. https://docs.microsoft.com/en-
us/azure/governance/policy/concepts/evaluate-impact

NEW QUESTION # 238 
Your company is preparing for cloud adoption.
You are designing security for Azure landing zones.
Which two preventative controls can you implement to increase the secure score? Each NOTE: Each correct selection is worth one
point.

A. Microsoft Defender for Cloud alerts
B. Azure Web Application Firewall (WAF)
C. Azure Firewall
D. Microsoft Sentinel
E. Azure Active Directory (Azure AD Privileged Identity Management (PIM)

Answer: B,C

Explanation:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls

NEW QUESTION # 239 
For a Microsoft cloud environment, you are designing a security architecture based on the Microsoft Cybersecurity Reference
Architectures (MCRA). You need to protect against the following external threats of an attack chain:
* An attacker attempts to exfiltrate data to external websites.
* An attacker attempts lateral movement across domain-joined computers.
What should you include in the recommendation for each threat? To answer, select the appropriate options in the answer area.

Answer:

Explanation:
Explanation:

NEW QUESTION # 240 
You have a multi-cloud environment that contains an Azure subscription and an Amazon Web Services (AWS) account.



You need to implement security services in Azure to manage the resources in both subscriptions. The solution must meet the
following requirements:
* Automatically identify threats found in AWS CloudTrail events.
* Enforce security settings on AWS virtual machines by using Azure policies.
What should you include in the solution for each requirement? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 241
......
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