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A 27
o Storage: It explains storage classes, persistent volumes, volume mode, access modes, persistent volume
=x 1 claims primitive, and reclaim policies for volumes. Furthermore, this topic deals with configuring

applications with persistent storage.

e Workloads & Scheduling; Its sub-topics are manifest management and common templating tools,
FH 2 primitives, scaling apps, ConfigMaps, and performing rolling update and rollbacks.

¢ Troubleshooting: This topic discusses cluster and node logging, monitoring applications, managing container’
=x 3 stdout, and stderr logs. It also deals with troubleshooting application failure, cluster component failure, and
networking,
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o Services & Networking: This topic tests you understandings of host networking configuration, connectivity

between Pods, ClusterIP, NodePort, LoadBalancer service types and endpoints. It also explains how to
M 4 use Ingress controllers and Ingress resources, configure and use CoreDNS. Lastly, it discusses choosing a
suitable container network interface plugin.

¢ Cluster Architecture, Installation & Configuration: In this questions about role-based access control
(RBAC), highly-available Kubernetes cluster, deployment of a Kubernetes cluster, etcd backup, and

=A 5
T .
restore are included.
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HE#7

You are working with a Kubernetes cluster that has been configured with RBAC. You need to create a deployment for a new
application, but you are encountering permission issues. You have verified that your user account belongs to the "developers" group,
which should have sufficient permissions to create deployments. However, you are receiving an error message indicating insufficient
privileges.

Investigate the potential causes for the permission issue and provide solutions to resolve the problem

He:

MH.
See the solution below with Step by Step Explanation.

A2 #72

You have a deployment named 'wordpress-deployment' that runs a WordPress application. The deployment is configured to use a
PersistentVolumeClaim (PVC) for its data storage. However, you need to change the access mode of the PVC to 'ReadWriteMany
to allow multiple pods to share the same dat a. How would you modify the Deployment and PVC to achieve this?

He:

dE:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Update the PVC Access Mode:

- Modify the access mode in the PersistentVolumeClaim YAML file to 'ReadWriteMany'.

2. Update the Deployment: - Update the Deployment YAML to reflect the change in access mode:

3. Apply the Changes: - Apply the updated PVC and Deployment YAML files using 'kubectl apply -f wordpress-pve.yaml' and
'kubectl apply -f wordpress-deployment.yan , respectively. 4. Verify the Changes: - Use 'kubectl describe pve wordpress-pve' to
verify that the access mode has been updated to ReadWriteMany'. - Check the deployment status using 'kubectl get deployments
wordpress-deployment' to confirm that the deployment is running with the updated PVC.

AE#73
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A Deployment named "my-app-deployment' is experiencing frequent crashes. You suspect that a specific container within the
Deployment is causing the crashes. How would you use Kubernetes tools and techniques to isolate and debug the problemmatic
container?

-

Y.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Examine Pod Logs:

- Use "kubectl logs ' (where is the name of a crashing pod) to examine the logs from all containers within the pod. Look for error
messages, unusual patterns, or indications of failing processes.

- Analyze the log messages carefully to identify which container is likely causing the crashes.

2. Investigate Pod Events:

- Use "kubectl describe pod ' to view the pod's events.

- Look for events that might indicate a specific container is crashing or encountering issues during startup. Events will include
timestamps and reasons for the events.

3. Check Container Resource Limits:

- Use 'kubectl describe pod to check the resource requests and limits defined for each container within the pod.

- Ifthe limits are too low, the containers might be being throttled or running out of resources, leading to crashes.

4. Use a Debugger:

- Ifyou have access to the application code and a debugger (like a remote debugger in your development environment), you can
attach to the problematic container to get more detailed nformation about its state and execution.

- Use the 'kubectl exec' command to access a container's shell, and then run the debugger.

5. Consider Health Checks:

- Ensure that the containers have proper health checks defined (e.g,, liveness probes or readiness probes).

- Health checks can help Kubernetes identify failing containers and restart them or remove them fiom service.

6. Isolate the Container:

- If'you suspect that the container itself'is faulty, try isolating it by temporarily disabling the problematic container from the pod. You
can do this by either:

- Removing the container from the Pod definition: Temporarily modify the Deployment to remove the problematic container.

- Stopping the container: Use 'kubectl exec' to access the pod's shell, and then stop the container.

7. Monitor and Repeat:

- After isolating the container, monitor the Deployment to see if the crashes stop.

- Ifthe crashes are resolved, the isolated container was likely the cause. You can then focus on troubleshooting the container itself.

A2 #74
Create a redis pod, and have it use a non-persistent storage
(volume that lasts for the lifetime of the Pod)

e A vimredis-pod-vol.yaml
apiVersion: vl
kind: Pod
metadata:
name: redis
spec:
containers:
- name; redis
image: redis
ports:
- containerPort: 6379
volumeMounts:
- mountPath: /data
name: redis-storage
volumes:
- name: redis-storage
emptyDir: {}
kubectl apply -fredis-pod-vol.yaml
¢ B. vimredis-pod-vol.yaml



apiVersion: vl

kind: Pod

metadata:

name: redis

spec:

containers:

- name: redis

image: redis

ports:

- containerPort: 6679
volumeMounts:

- mountPath: /data
name: redis-storage
volumes:

- name: redis-storage
emptyDir: {}

kubectl apply -fredis-pod-vol.yaml

HE: A

HE#75
You have a Deployment named 'nginx-deployment running an Nginx server. The Nginx configuration file is stored in a ConfigMap
named 'nginx-config. You need to dynamically update the Nginx configuration file without restarting the Nginx pods.

He:

MH.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1 . Create the ConfigMap (if not already existing):

- Define a ConfigMap named 'nginx-config' containing the Nginx configuration file. For example, create a file 'nginx.conf with the
desired configuration and then create the ConfigMap using 'kubectl create configmap nginx-config --from-file=nginx.conf.
kubectl create configmap nginx-config --from-file=nginx.conf

2. Configure Nginx Deployment:

- Modify the "'nginx-deployment’ Deployment to mount the 'nginx-config ConfigMap as a volume.

- Use 'volumeMounts' to specify where the ConfigMap should be mounted (e.g,, '/etc/ngnx/conf.d/ ) and 'volumes' to define the
ConfigMap as a volume source.

- Update the Nginx container's configuration to use the mounted configuration file (e.g., 'nginx -g daemon off').

3. Update the ConfigMap: - Modify the 'nginx-config ConfigMap with the new configuration content. This can be done using
'kubectl patch' or 'kubectl edit': kubectl patch configmap nginx-config -p '{"data" {"nginx.conf™ "new nginx configuration"} }' 4.
Observe Nginx Pods: - Monitor the Nginx pods in the "'nginx-deployment' Deployment. Since the ConfigMap is mounted as a
volume, Nginx will automatically reload the configuration file without restarting the pod. 5. Verify the Update: - Use 'kubectl logs' or
'kubectl exec' to examine the Nginx pod's logs and confirm that the new configuration is being used.
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