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CompTIA SecAl+ Certification Exam Sample Questions (Q13-Q18):

NEW QUESTION # 13
Which of'the following helps in managing potential security issues related to model training?

A. General Data Protection Regulation (GDPR)

B. Organization for Economic Co-operation and Development (OECD)

C. International Organization for Standardization (ISO) 27001

D. National Institute of Standards and Technology (NIST) Al Risk Management Framework (RMF)

Answer: D

Explanation:

The NIST AI RMF provides structured guidance for identifying, assessing, and managing risks specific to Al systens, including
those arising during model training, It addresses issues like bias, security, and data integrity, making it the best framework for
managing training-related security concerns.

NEW QUESTION # 14
A SOC analyst notices a sudden spike in outbound traffic froma server. The traffic is being sent continuously to an unknown
external [P address. Which of the following BEST describes this behavior?

e A Brute-force attack
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e B. Lateral movement
o (. Data exfiltration
e D. Failed command-and-control commumnication

Answer: C

Explanation:
A sudden and sustained outbound transfer to an unknown IP is a common sign of data exfiltration.

NEW QUESTION # 15
User experience is declining since the launch of a large language model (LLM) in internal networks. Which of the following should be
the highest priority for the prompt engineers?

A. Quality control

B. Sales life cycle

C. Business objectives

D. Customer success management

Answer: A

Explanation:
When user experience is declining after an LLM launch, the top priority for prompt engineers is quality control. Ensuring prompts
produce accurate, relevant, and safe outputs directly improves usability and restores user trust.

NEW QUESTION # 16

SIMULATION

Instructions

Click the (+) to assign each threat category into its appropriate framework.

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.
An architect is modeling an agentic system to meet security standards.

Answer:

Explanation:

Explanation:

MAESTRO: Overreliance, Insecure plug-in design

OWASP Top 10: Broken access control, Identification and authentication faitures OWASP Top 10 LLM: Prompt injection, Model
denial of service STRIDE: Elevation of privilege, Repudiation, Supply chain vulnerabilities, Insecure design MAESTRO addresses
Al-specific misuse such as excessive trust in outputs (overreliance) and unsafe plug-in design.

OWASP Top 10 maps to classic web threats: broken access control and authentication failures are key risks.

OWASP Top 10 LILM focuses on LLM-related threats like prompt injection and denial of service targeting the model.

STRIDE categories cover privilege escalation, repudiation (denying actions), supply chain risks, and insecure design flaws.

NEW QUESTION # 17
Which log type is MOST useful for detecting DNS tunneling?

A. Netflow logs only
B. Firewall allow logs
C. DNS query logs
D. Authentication logs

Answer: C

Explanation:
DNS logs reveal abnormal query lengths and frequencies typical of tunneling.
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