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HP Aruba Certified Campus Access Mobility Expert Written Exam Sample
Questions (Q113-Q118):

NEW QUESTION # 113

A network administrator attempts to improve multicast traffic flow and performs some packet captures for validation. What can the
network administrator conclude from the results?

¢ A The data rate increased from 6 Mbps to 300 Mbps because Broadcast Multicast Optimization (BCMCO) was
configured.

¢ B. The data rate increased from 6 Mbps to 300 Mbps because Dynamic Multicast Optimization (DMO) was configured.

e C. The type field remains consistent because Dynamic Multicast Optimization (DMO) was configured.

¢ D. The capture taken after optimization does not show a packet length because Multicast Transmission Optimization was

configured.
Answer: B

Explanation:

The packet decode excerpt shows a QoS Data frame, not a nulticast-control low-rate frame.

Frame control flags indicate:

* Subtype: QoS Data # This is unicast, not broadcast/multicast

* From DS bit = 1, To DS bit = 0 # Wireless unicast from AP to client

* High-rate MCS data present # Indicates optimized transmssion speed

This behavior aligns directly with Dynamic Multicast Optimization (DMO).

Aruba DMO Overview - Official Behavior

ArubaOS Wi-Fi optimization guides state:

"Dynamic Multicast Optimization converts multicast packets into unicast transmissions and sends them using the highest supported
data rate, improving delivery reliability and efficiency." This means:

Before DMO

After DMO

Multicast sent at lowest basic rate (e.g,, 6 Mbps)

Converted to unicast # can use high PHY rates (e.g., 300 Mbps+)

High drop probability

Reliable delivery

Poor performance

Optimized throughput

The packet remaining a Data/QoS Data subtype is correct - DMO does not change the 802.11 frame Type field; it changes
transmission handling and rate control.

Why the Other Options Are Incorrect

Option

Why Incorrect

A BCMCO does not exist - incorrect feature name

B Type consistency is not the key validation point - rate increase is

D Packet length always appears in frame decode; optimization never hides it

# Final Verified answer: C

The data rate increased firom 6 Mbps to 300 Mbps because Dynamic Multicast Optimization (DMO) was configured.

NEW QUESTION # 114

In a campus topology using VSX with two aggregation switches and downlinks to access switches, which LAG interface
configuration at the aggregation layer is correct based on the parameters below?

* ZTP VLAN 1001

* access switch MGMT VLAN 2002

* access switch MGMT VLAN is tagged

* connectivity to the access switch should be maintained before and after the ZTP operation is complete

e A
e B
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e C
e D

Answer: B

NEW QUESTION # 115

An existing AOS-10 wireless deployment is expanding its zero-trust wireless network to multiple locations.

The requirement is to propagate role information to enforce group-based policies for wireless client traffic across all locations.
To achieve this goal, which must be configured in this infrastructure?

e A Tunneled SSIDs with gateways

¢ B. Configure "use switch fabric for role propagation” under Security # Client Roles in HPE Aruba Networking Central

e C. Configure the gateways to mobility type and configure the Roles under System# Client Roles in HPE Aruba Networking
Central

¢ D. Overlay campus switch fabric with CX switches

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of HPE Aruba Networking Switching:

In AOS-10 deployments using Zero Trust network architecture, user and device identities are enforced through roles assigned by
ClearPass or Aruba Central policies. For muilti-site environments, maintaining consistent policy enforcement requires role
propagation between gateways across different locations.

To propagate user roles and policies across sites, tunneled SSIDs with gateways are required. This design ensures that wireless
client traffic is tunneled fiom the access point (AP) to the Aruba gateway, where role- based access control (RBAC) and policy
enforcement occur. The gateway acts as the policy enforcement point (PEP) for both local and remote traffic.

Exact Extract from HPE Aruba Networking AOS-10 and Switching Documentation:

"In AOS 10, tunneled SSIDs are used to extend centralized policy enforcement to gateways. Gateways apply user roles, firewall
policies, and dynamic segmentation consistently across distributed sites."

"For zero-trust designs requiring cross-site role propagation, all wireless traffic must terminate on gateways through tunneled SSIDs.
Gateways then synchronize role information through the overlay tunnel or mobility framework." Thus, the only way to propagate role
information between multiple sites in a zero-trust deployment is through tunneled SSIDs that terminate at the Aruba gateways. This
ensures consistent policy enforcement across locations.

Why the Other Options Are Incorrect:

* A. Configure the gateways to mobility type and configure the Roles under System # Client Roles in Central: While mobility type
configuration is used for roaming, it does not enable role propagation across sites. Roles must be tied to tunneled SSIDs terminating
on gateways for centralized enforcement.

"Gateway mobility enables seamless roaming, not centralized role propagation."

* B. Configure "use switch fabric for role propagation” under Security # Client Roles:This option applies to AOS-CX switch fabrics
(Campus Fabric design) and not wireless AOS-10 environments.

Wireless role propagation uses gateway tunnels, not switch fabric propagation.

"Use switch fabric for role propagation applies to CX switch-based VXLAN fabrics, not wireless gateway deployments."

* C. Overlay campus switch fabric with CX switches:While Aruba CX fabrics can propagate roles in wired environments, this does
not fulfill the requirement for wireless role propagation between remote sites.

"Role propagation over CX fabric applies to wired clients and does not substitute for tunneled SSID gateways in wireless networks."
References of HPE Aruba Networking Switching Documents or Study Guide:

* Aruba AOS 10 Network Design Guide - "Zero-Trust Design and Role Propagation in Mullti- Site Deployments."

* Aruba Campus Wireless and Gateway Deployment Guide - "Tunneled SSIDs and Centralized Role Enforcement."

* Aruba Policy Enforcement and Role-Based Access Control Guide - "Role propagation over gateway tunnels."

NEW QUESTION # 116

A campus topology uses VSX with a collapsed core topology. The customer added redundant SFP+ transceivers and reconfigured
their mobility gateways from a single link to an aggregate Link. You are asked to verify the CLI output for the link aggregation
configuration for one of the mobility gateway cluster members below.

What is a valid configuration?

e A
e B



o C.
e D.

Answer: D

Explanation:

The configuration shown in Option A is a valid configuration for a multi-chassis link aggregation (MC-LAG) setup. It specifies the
use of LACP (Link Aggregation Control Protocol) with a fast rate of LACP PDUs exchange, which is appropriate for creating a
resilient and high-throughput link aggregation. The 'vian trunk allowed all command allows all VLANSs across the trunk, and 'vlan
trunk native 100" sets VLAN 100 as the native VLAN for untagged traffic.

NEW QUESTION # 117
‘Which option shows the correct Banawidth Control for 1024 kbpsdown and 2048 Kops up for the SSID?

A
B.
C.
D.

Answer: A

Explanation:

The correct Bandwidth Control settings for 1024 Kbps down and 2048 Kbps up for the SSID are shown in Option D. In Option
D, the downstreamis set at 1024 Kbps and the upstream at 2048 Kbps, both configured per user, which matches the requested
configuration. This setup ensures that each user has a guaranteed bandwidth allocation of the specified rates when connected to the
SSID, providing a controlled and predictable user experience.

NEW QUESTION # 118
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