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Manage access and permissions based on membership: This section of the exam measures skills of
DevOps Engineers and reviews how to manage organizations, teans, and repository permissions. It
includes default permission settings, team synchronization through AD, scripting across muiltiple
organizations, and aligning enterprise policies with trust requirerments. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

fEY 72

Manage GitHub Actions: This section of the exam measures skills of DevOps Engneers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains
configuring organization-level policies, managing self-hosted and GitHub- hosted runners, controlling access
through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

Y 73

Enable secure software development and ensure compliance: This section of the exam measures skills of
GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

FEY 74

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
mvolves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.
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B #25
Which of the following actions can a user with Write permissions perform in a GitHub repository?

A. Manage repository settings, such as labels and GitHub Pages.
B. Delete the repository.

C. Configure branch protection rules.

D. Push code to non-protected branches.

IEf@E: D
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Users granted Write permission can push commits to non-protected branches, allowing them to update code without needing
administrative rights.

HF #26
What is a key characteristic of GitHub Enterprise Server (GHES) compared to GitHub Enterprise Cloud (GHEC)?

e A. GHES users cannot integrate with external identity providers for authentication.

e B. GHES is hosted by GitHub and offers automatic scaling, while GHEC requires self-hosting,

e (. GHES allows enterprises to have complete control over their hosting environment, including data storage and network
security policies.

¢ D. GHEC offers data residency options in regions that GHES does not support.

IEfE: C
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GitHub Enterprise Server is a self-hosted product you install and manage on your own infrastructure - giving you full control over
data storage, network security policies, and the underlying environment.

B #27
You are an administrator and need to enforce a policy on forking private and internal repositories. Which options are available for

configuring the policy at the enterprise level? (Each answer presents a complete solution. Choose three.)

A. Allow specific people or teans to fork private and internal repositories.

B. Disallow repository owners from administering the setting at the repository level.

C. Allow organization owners to administer the setting at the organization level.

D. Disallow forking of private and internal repositories.

E. Allow people who have access to private and internal repositories to fork these repositories.

Eﬁ: C\ D\ E
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‘You can configure the enterprise policy toallow organization owners to administer the forking setting at the organization level, giving
them control over how repos fork within their orgs.

You can choose toallow any user who already has access to a private or internal repo to fork it.

You can also set the policy tonever allow forkingof private or internal repositories across all organizations.
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H #28
You are planning GitHub account management for a healthcare organization with strict compliance requirements. Which THREE of
the following statements accurately describe GitHub Enterprise Managed Users (EMU) accounts? (Choose three.)

A. EMU accounts can be used for both personal and enterprise repositories.
B. EMU accounts are managed through an identity provider such as Azure AD.
C. EMU accounts are owned by the organization and cannot be unlinked.

D. EMU accounts restrict users to enterprise-related activities only

E. EMU accounts allow users to create and manage their own credentials.

F. EMU accounts are created and managed by individual users.

IEf#: B. C. D
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Enterprise Managed User accounts are provisioned and authenticated exclusively through your identity provider (for exanple,
AzureAD), so the IdP handles their creation, attribute updates, and deprovisioning.

Managed user accounts cannot create public content or interact with repositories outside your enterprise; they're confined to private
and internal repos within the enterprise.

EMU accounts are owned and controlled by the enterprise (via the IdP) and cannot be converted into or unlinked as personal
accounts outside that enterprise.

H #29
Which feature is unique to self-hosted runners?

A. Dynamic scaling

B. Execute scripts before and after a job

C. GPU support

D. Automatic updates to the operating system

IEf#: B
e«

Self-hosted runners support custom pre- and post-job scripts via runner hooks, letting you run arbitrary scripts before a job starts
and after it finishes - capabilities not available on GitHub-hosted runners.
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