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F5 FSCABI1 Exam Syllabus Topics:

Topic Details

¢ BIG IP Administration Install Initial Configuration and Upgrade: This section of the exam measures skills of|
System Administrators and covers the lifecycle tasks for deploying and maintaining a BIG IP system. It

Topic 1 includes installing the platform, performing initial setup, applying licenses, configuring basic networking, and

planning and executing software upgrades and hotfixes.

¢ BIG IP Administration Data Plane Configuration: This section of the exam measures skills of System

Administrators and covers configuring BIG IP objects that control data plane behavior. It focuses on
Topic 2 setting up virtual servers, pools, nodes, monitors, and profiles so that applications are delivered reliably and
efficiently according to design requirements.
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¢ BIG IP Administration Data Plane Concepts: This section of the exam measures skills of Network

Administrators and covers how BIG IP handles application traffic on the data plane. It includes
Topic 3 understanding flow of traffic, key data path components, basic concepts of load balancing, and how
security and performance features affect user traffic.

¢ BIG IP Admmistration Support and Troubleshooting: This section of the exam measures skills of Network

Administrators and covers identifying and resolving common issues that affect BIG IP operation. It focuses
Topic 4 onusing logs, statistics, diagnostic tools, and basic troubleshooting methods to restore normal traffic flow
and maintain stable application delivery.

¢ BIG IP Administration Control Plane Administration: This section of the exam measures skills of System

Administrators and covers managing the control plane where BIG IP is configured and administered. It
Topic 5 includes working with user accounts, roles, device settings, configuration management, and using the
graphical interface and command line for daily administrative tasks.

F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q44-Q49):

NEW QUESTION # 44

The BIG-IP Admmistrator wants to manage the newly built F5 system through an in-band Self-IP.

The administrator has configured a VLAN and Self-IP and can ping the IP from their workstation, but cannot access the system via
SSH or HTTPS.

‘What port lockdown settings should the BIG-IP Administrator use to allow management access on the Self-IP? (Choose two.)

A. The Self-IP port lockdown behavior could be adjusted to Allow All

B. The SelfIP port lockdown behavior could be adjusted to Allow Management
C. The Self-IP port lockdown behavior could be adjusted to Allow Mgmt

D. The Self-IP port lockdown behavior could be adjusted to Allow Default

Answer: B,C

Explanation:

Self-IPs include a security feature called Port Lockdown, which restricts which services respond on that Self-IP.
By default, Self-IPs block management access (SSH and HTTPS/TMUI), meaning an administrator cannot manage the device
through in-band Self-IPs unless explicitly allowed.

Allow Mgnt / Allow Management

These settings enable only the management services required for administrative access, specifically:

SSH (22)

HTTPS/TMUI (443)

These options allow secure administration without opening unnecessary ports.

Why these are correct:

They provide only the essential access for management.

They follow F5 security best practices when using in-band admin access.

They do not expose all services, reducing the attack surface.

NEW QUESTION # 45

The Configuration Utility of a BIG-IP device is currently accessible via its management IP10.53.1.245from all VLANSs.

The BIG-IP Administrator needs to restrict access so only hosts from the10.0.0.0/24subnet can access the Configuration Utility.
Which TMSH command acconplishes this?

A. (tmos)# create /net acl MGMT.HTTP rule add { (permit tcp 10.0.0.0/24 10.53.1.245 http) (deny ip any any http) }
B. (tmos)# create /net acl MGMT.HTTP rule add { (permit tcp 10.0.0.0 0.0.0.255 host 10.53.1.245 http) }

C. (tmos)# modify /ltm httpd allow replace-all-with {10.0.0.0/24}

D. (tmos)# modify /sys httpd allow replace-all-with {10.0.0.0/24}

Answer: D

Explanation:



BIG-IP controls access to the web-based Configuration Utility (TMUI) through the/sys httpd allowlist. This parameter specifies
which client IPs or subnets may mitiate HTTP/HTTPS connections to the management interface.

To restrict TMUI access toonlythe 10.0.0.0/24 subnet:

* The correct method is tomodify the HTTPD allow listso that it contains only this subnet.

* This requires replacing the entire current list with the new subnet using:

modify /sys httpd allow replace-all-with {10.0.0.0/24}

This ensures thatonlyclients within 10.0.0.0/24 can reach the Configuration Utility.

Why the other options are incorrect:

* Options A and Ccreate network ACL objects under /net acl, which apply to data-plane traffic, not management-plane TMUI
access. TMUI access is not controlled by LTM ACLs but by the HTTPD allow directive.

* Option Bis incorrect syntax and references /ltm httpd, which is not the proper object; the correct hierarchy is /sys httpd.
Thus, only modifying the/sys httpd allowlist achieves the required restriction.

NEW QUESTION # 46

An F5 BIG-IP Administrator is asked to report which modules areprovisionedon the BIG-1P.
In which two ways can this be done?

(Choose two.)

A. Via the GUI atSystem # Resource Provisioning # Module Allocation
B. Via TMSH withlist /sys provision

C. Via TMSH withshow /sys provision

D. Via the GUI atStatistics # Module Statistics # System

Answer: A,B

Explanation:

Provisioning determines:

* Which BIG-IP modules are enabled (LTM, ASM, APM, AFM, DN, etc.)
* Their provisioning levels (None, Minimal, Nominal, Dedicated)

Two accurate ways to view provisioning settings are:

A). GUI - System# Resource Provisioning # Module Allocation

This is the primary GUI screen showing:

* All modules

* Their provisioning level

* System resource distribution impact

Administrators commonly use this page to confirm or change module provisioning,
D). TMSH - list /sys provision

This tmsh command displays each module and its provisioning level:

sys provision Itm { level nominal }

sys provision asm { level none }

This is the authoritative CLI method for checking module provisioning configurations.
Why the other options are incorrect:

B). show /sys provision

* Showsruntimeinformation butnot the actual configuration levels.

* list is the correct command for configuration details.

C). Statistics # Module Statistics

* Shows performance statistics, NOT provisioning status.

Therefore, the correct responses areAandD.

NEW QUESTION # 47
A BIG-IP Admmnistrator plans to upgrade a BIG-IP device to the latest TMOS version.
‘Which two tools could the administrator leverage to verify known issues for the target versions? (Choose two.)

A. F5 Bug Tracker

B. F5 University

C. F5 End User Diagnostics (EUD)
D. F5 iHealth

E. F5 Downloads



Answer: AD

Explanation:

Comprehensive and Detailed Explanation (Paraphrased from F5 BIG-IP Admmnistration Install, Initial Configuration, and Upgrade
concepts) When performing a TMOS upgrade, F5 recommends validating the target software version to ensure that the release does
not contain defects that may impact system behavior. The upgrade preparation process includes checking for known issues,
validating compatibility, and reviewing advisory information for the intended version. Two primary F5 tools serve this purpose:

B). F5 iHealth

iHealth is a cloud-based diagnostic and analysis platform used to evaluate the operational state of a BIG-IP system

Administrators upload a QK View file to iHealth to receive an automated assessment of the system. As part of upgrade planning,
iHealth provides:

* Version-specific issue analysis, comparing the system's configuration and hardware against F5's internal catalog of published
issues.

* Upgrade advisories, identifying potential risks such as deprecated features, module compatibility concerns, or changes in behavior
between TMOS versions.

* Checks against known defects, allowing administrators to determine whether the target TMOS version contains issues relevant to
their deployment.

This aligns with F5's recommended upgrade workflow, where iHealth is used before upgrading to confirm system readiness and
detect software-level concerns.

D). F5 Bug Tracker

The Bug Tracker is F5's dedicated nterface for reviewing software defects across TMOS releases.

It enables administrators to:

* Search forknown bugs by TMOS version, module, severity, or defect ID.

* Review thestatus of defects(open, resolved, fixed i later releases).

* Identify whether high-impact or security-related issues are associated with the target upgrade version.

F5 documentation emphasizes reviewing known defects prior to installation of new software images, making the Bug Tracker a
critical resource for upgrade validation.

Why the other options are not correct

A). F5 End User Diagnostics (EUD)

EUD is used exclusively forhardware diagnostics(ports, memory, fans). It does not provide software-related issue verification and is
not used for upgrade planning,

C). F5 University

This is atraining platform, not an operational tool. It does not provide defect listings or upgrade-specific warnings.

E). F5 Downloads

Although it provides access to software images and release notes, it isnot a tool for identifying known bugs.

Release notes summarize general fixes and features, but systematic bug verification requires iHealth or the Bug Tracker.

NEW QUESTION # 48
Refer to the exhibit.

An organization has purchased a BIG-IP license that includes all available modules but has chosen to provision only the modules
they require.

The exhibit displays the current resource allocation from theSystem # Resource Provisioningpage.

Based on the information provided, which F5 modules have been provisioned?

A. LTM, APM
B. DNS, APM

C. LTM, DNS, APM
D. TMM, DNS, APS

Answer: C

Explanation:

The exhibit shows theCurrent Resource Allocationfor:

*CPU

* Disk

* Memory

In particular, theMemory Allocationbar displays the modules that are currently provisioned.

Memory is the most reliable indicator because BIG-IP allocates memoryonlyto modules that are actively provisioned.
From the exhibit:

* MGMT(Management) - always present



* TMM(Traffic Management Microkernel) - indicatesLTM is provisioned

* GTM- this label indicates that theDN'S moduleis provisioned (GTM = Global Traffic Manager, now called DNS)
* APM- explicitly shown, indicatingAccess Policy Manageris provisioned

Therefore, the provisioned modules are:

* LTM(implied by TMM allocation)

* DNS/GTM

* APM

This matchesOption C: LTM, DNS, APM.

NEW QUESTION # 49
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