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Cisco Securing the Web with Cisco Web Security Appliance Sample
Questions (Q72-Q77):

NEW QUESTION # 72
What is the purpose of using AMP file analysis on a Cisco WSA to continuously evaluate emerging threats?

A. to take appropriate action on new files that enter the network

B. to send all files downloaded through the Cisco WSA to the AMP cloud

C. to remove files from quarantine by stopping their retention period

D. to notify you of files that are determined to be threats after they have entered your network

Answer: D

Explanation:
Explanation/Reference: httpsy/www.cisco.com/c/en/us/td/docs/security/wsa/wsal 1-5/user_guide/
b WSA UserGuide 11 5 1/b. WSA UserGuide 11 5 1 chapter 01110.html

NEW QUESTION # 73
Which two log types does the Cisco WSA provide to troubleshoot Cisco data security and external data loss prevention policies?
(Choose two.)

A. data security
B. default proxy
C. data access
D. external data
E. upload data

Answer: B,D

NEW QUESTION # 74
‘Which method is used by AMP against zero-day and targeted file-based attacks?

A. analyzing behavior of all files that are not yet known to the reputation service
B. obtaining the reputation of known files

C. implementing security group tags

D. periodically evaluating emerging threats as new information becomes available

Answer: B

Explanation:
Explanation/Reference: https//www.cisco.conyc/en/us/solutions/collateral/enterprise-networks/advanced-malware-
protection/solution-overview-c22-734228 html

NEW QUESTION # 75
‘Which command is used to flush a single user from authentication memory?

A. authcache
B. isedata
C. clear

D. diagnostic

Answer: A

Explanation:
Explanation/Reference: https:/www.cisco.com/c/en/us/support/docs/security/web-security-appliance/1 1 8259-technote- wsa-
00.html



NEW QUESTION # 76
‘Which command is used to flush a single user from authentication memory?

A. authcache
B. isedata
C. clear

D. diagnostic

Answer: A

Explanation:
httpsz//www.cisco.comy'c/en/us/support/docs/security/web-security-appliance/ 1 1 8259-technote- wsa-00.html

NEW QUESTION # 77
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