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(Q408-Q413):
NEW QUESTION # 408 
Company XYZ is designing the IS-IS deployment strategy for their multiarea IS-IS domain. They want IS-IS neighbor relationships
minimized on each segment and the LSDB size optimized. Which design can be used?
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A. Design all routers as Level 2 routers. Set the links between the routers as Level 1 with the area
B. Design the network so that the routers connecting to other areas are Level 2 routers and internal routers are Level 1
C. Design the network so that all routers are Level 1 routers
D. Design the network so that the routers connecting to other areas are Level 1/Level 2 routers and internal routers are Level
1

Answer: D

Explanation:
* D (L1/L2 for ABRs and L1 for internal routers):This hierarchical approach minimizes LSDB size inside areas (L1 routers only
maintain intra-area routes) while L1/L2 routers handle inter-area route propagation, reducing neighbor adjacencies and improving
scalability.
Other options explained:
* A: Level 2 everywhere results in larger LSDBs across all routers.
* B: Only L2 routers at ABRs would isolate L1 domains improperly.
* C: Pure L1 design prevents inter-area reachability.

NEW QUESTION # 409 
Agile and Waterfall are two popular methods for organizing projects. What describes any Agile network design development
process?

A. Following a plan over responding to change
B. Processes and tools over individuals and interactions over time
C. Contract negotiation over customer collaboration
D. Working design over comprehensive documentation

Answer: D

Explanation:
* A (Working design over documentation):Agile prioritizes functional working solutions over exhaustive documentation, allowing
continuous delivery and adaptability during the project lifecycle.
Other options explained:
* B: Agile favors customer collaboration over contract negotiation.
* C: Agile favors responding to change over rigid planning.
* D: Agile favors individuals and interactions over processes and tools.

NEW QUESTION # 410 
Drag and drop the design use cases from the left onto the correct uRPF techniques used to prevent spoofing attacks Not all options
are used.

Answer:

Explanation:



NEW QUESTION # 411 
An IT service provider is upgrading network infrastructure to comply with PCI security standards. The network team finds that
802.1X and VPN authentication based on locally-significant certificates are not available on some legacy phones. Which
workaround solution meets the requirement?

A. Enable phone VPN authentication based on end-user username and password.
B. Replace legacy phones with new phones because the legacy phones will lose trust if the certificate is renewed.
C. Temporarily allow fallback to TLS 1.0 when using certificates and then upgrade the software on legacy phones.
D. Use authentication-based clear text password with no EAP-MD5 on the legacy phones.

Answer: A

Explanation:
* B (Enable phone VPN authentication based on end-user username and password):When legacy devices don't support certificate-
based authentication, fallback to username/password provides a temporary workaround while maintaining PCI compliance,
assuming strong credentials and secure tunnels are used.
Other options explained:
* A: Immediate hardware replacement may not be feasible.
* C: TLS 1.0 fallback violates PCI standards, which prohibit deprecated protocols.
* D: Clear text authentication is non-compliant with PCI requirements.

NEW QUESTION # 412 
Refer to the exhibit.



An engineer has been asked to redesign the traffic flow toward AS 111 coming from AS 500. Traffic destined to AS 111 network
91.7.0.0/16 should come in via AS 100, while traffic destined to all other networks in AS
111 should continue to use the existing path. Which BGP attributes are best suited to control this inbound traffic coming from BGP
AS 500 into the 91.7.0.0/16 network?

A. Use local preference on R1 for the networks that AS 500 advertises to AS 111.
B. Prepend AS path for the 91.7.0.0/16 network and set it for neighbor in AS 200.
C. Set higher MED for neighbor in AS 100 to influence incoming traffic for the 91.7.0.0/16 network.
D. Use extended community for the 91.7.0.0/16 network, not advertising it to the bi-lateral peer.

Answer: B

Explanation:
* Inbound traffic engineering is best controlled by manipulating how external ASes view your routes.
* AS path prepending on the 91.7.0.0/16 prefix towards AS 200 makes AS 500 prefer the less-prepended path through AS 100.
* This allows granular inbound control for that specific prefix while leaving the rest of the traffic unchanged.
Why other options are incorrect:
* B: Extended community is not used for direct inbound path manipulation.
* C: Local preference affects outbound traffic, not inbound path selection by remote ASes.
* D: MED is only compared between the same AS; it won't affect AS 500's choice.
-
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