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User Management and Security: The User Management and Security section focuses on controlling user
access and securing the Splunk environment. It covers how to set up roles and permissions to manage
access to Splunk features and data. This includes user authentication methods, such as integrating with
external systems and managing user accounts. The section also discusses security best practices to protect
against unauthorized access and ensure data confidentiality and integrity.

fEY 72

Data Management and Indexing; The Data Management and Indexing section explores how Splunk
processes data ingestion and indexing. It details the data pipeline, covering the stages of data collection,
parsing, and indexing, This section also includes configuring data inputs and indexing settings, as well as
managing indexing performance and data retention policies.

ey 73

Monitoring and Performance Tuning; The Monitoring and Performance Tuning section addresses strategies
for overseeing and optimizing the performance of'a Splunk deployment.

ey 74

Installation and Configuration: In the Installation and Configuration section, the focus is on the procedures
for installing and setting up Splunk Enterprise. This includes the installation process across different
operating systems and the configuration of necessary components to ensure proper functionality. Key
topics include mstalling the Splunk software, setting up the Deployment Server, and configuring Data Inputs
for data collection and indexing.

fEYZ5

Splunk Architecture and Deployment: The Splunk Architecture and Deployment section offers a detailed
understanding of Sphunk’s structure and deployment methods. It covers the core components of Splunk
Enterprise, such as the Indexer, Search Head, and Forwarder. This section involves examining the design
of Splunk deployments, including how these components interact and their specific roles.
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H #134
A network security tool that continuously monitors a network for malicious activity and takes action to block it is known as which of
the following?

A. SIEM

B. Packet Sniffer

C. Intrusion Detection System
D. Intrusion Prevention System

Ef#: D

A :
An Intrusion Prevention System (IPS) not only monitors network traffic for malicious activity but also automatically takes action,
such as dropping or rejecting packets, to block threats in real time. An IDS, by contrast, only detects and alerts without actively

blocking,

R #135
Which unit of a Security Operations team is focused on collaboration and the integration of defensive tactics and offensive results?

A. Orange team
B. Purple team
C. Green team
D. Blue team

EfE: B

R -

The Purple team is responsible for integrating the efforts of both the Blue team (defensive operations) and the Red team (offensive
operations). Their focus is on collaboration, ensuring that insights from offensive testing directly enhance defensive strategies and
capabilities.

M #136
In Splunk, what feature would an analyst leverage to drilldown on an IP address field to query third-party intelligence for that IP?

A. Alert action

B. Adaptive Response action
C. Notable drilldown

D. Workflow action

IEf#: D
A -

Workflow actions let you click on a field value, like an IP address, in search results or dashboards and invoke external lookups or
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queries (for example, sending the IP to a threat-intel service) directly from the Sphunk UL

HA #137
In Splunk Enterprise Security, annotations can be added to enrich correlation search results with security framework mappings.
Which of'the following security frameworks is not available as a default annotation option?

A.CIS

B. OWASP Top 10

C. Lockheed Martin Cyber Kill Chain
D. MITRE ATT&CK

H
®

: B

M #138
This technique is used by attackers to hide the presence of components like programns, files, and network connections by hooking

into the OS and intercepting system API calls. It can reside at the user or kernel level. What technique is this?

A. Spear phishing
B. Guardrails

C. Session hijacking
D. Rootkit

Ef#: D
fERL:

A rootkit embeds itselfat the user or kernel level, intercepting and tampering with operating-system API calls to conceal files,
processes, registry keys, and network connections from standard system utilities.
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