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HE#72
Multiple Application Control Events are being displayed in Deep Security after a series of ap-plication updates and the admmistrator

would like to reset Application Control. How can this be done?

¢ A. Onthe Deep Security Agent computer, type the following command to reset Application Control: dsa_control -r
¢ B. Application Control can not be reset.
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¢ C. Application Control can be reset by disabling the Protection Module, then enabling it once again. This will cause local
rulesets to be rebuilt.

¢ D. Click "Clear All' on the Actions tab in the Deep Security Manager Web console to reset the list of Application Control
events.

¥e: C

EE#73
Which of the following statements is true regarding Deep Security Manager-todatabase com-munication?

¢ A. Deep Security Manager-to-database traffic is not encrypted by default, but can be en-abled by modifying settings in the
ssl.properties file.

¢ B. Deep Security Manager-to-database traffic is encrypted by default, but can be disabled by modifying settings in the
dsm.properties file.

e C. Deep Security Manager-to-database traffic is not encrypted by default, but can be en-abled by modifying settings in the
dsm.properties file.

¢ D. Deep Security Manager-to-database traffic is encrypted by default but can be disabled by modifying settings in the
db.properties file.

Y. C

AR #74
A Deep Security administrator wishes to monitor a Windows SQL Server database and be alerted of any critical events which may
occur on that server. How can this be achieved using Deep Security?

¢ A This can not be achieved using Deep Security. Instead, the administrator could set up log forwarding within Window SQL
Server 2016 and the administrator could monitor the logs within the syslog device.

¢ B. The admmistrator could install a Deep Security Agent on the server hosting the Windows Server 2016 database and
enable the Log Inspection Protection Module. A rule can be assigned to monitor the Windows SQL Server for any critical
events, with Alerts enabled.

e (. The admnistrator could install a Deep Security Agent on the server hosting the Windows Server 2016 database and
enable the Integrity Monitoring Protection Module. A rule can be assigned to monitor the Windows SQL Server for any
modifications to the server, with Alerts enabled.

e D. The administrator could install a Deep Security Agent on the server hosting the Windows Server 2016 database and
enable the Intrusion Prevention Protection Module. A Recommendation Scan can be run and any suggested rule can be
assigned to monitor the Windows SQL Server for any vulnerabilities, with Alerts enabled.

e B

ME.

The Log Inspection Protection Module is designed to monitor log files and generate alerts based on log content. Deep Security
offers pre-made and custom Log Inspection rules specifically for SQL Server events and errors.

From the official documentation:

"The Log Inspection module enables you to monitor and alert on database events by parsing SQL Server logs using custom or built-
m rules. Install the agent, enable Log Inspection, and assign appropriate rules to detect and alert on critical SQL Server events."
References:

Trend Micro Deep Security Log Inspection Guide

Deep Security Help: Log Inspection Use Cases (SQL Server)

HEE#75
Which of the following file types would not be evaluated by the Application Control Protection Module?

A. .exe files
B. .class files

C. .py scripts
D. .docx files

g: D

0



HE #76
Policies in Deep Security can include a Context value. Which of the following statements re-garding Context is correct?

e A. The Context provides Deep Security Agents with location awareness and are associated with Log Inspection and Integrity
Monttoring Rules.

e B. The Context provides Deep Security Agents with location awareness and are associated with Firewall and Intrusion

Prevention Rules.

C. The Context provides Deep Security Agents with location awareness and are associated with Web Reputation Rules only.

D. The Context provides Deep Security Agents with location awareness and are associated with Anti-Malware and Web

Reputation Rules.

He: B

Y.

Contexts are designed to be associated with Firewall and Intrusion Prevention Rules. Ifthe condi-tions defined in the Context
associated with a rule are met, the rule is applied. To link a security rule to a Context, go to the Options tab in the Properties
window for the rule and select the Context from the menu.

Explication: Study Guide - page (165)
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