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ECCouncil EC-Council Certified DevSecOps Engineer (ECDE) 312-97
Priifungsfragen mit Losungen (Q50-QS55):

50. Frage

(Richard Branson has been working as a DevSecOps engineer in an I'T company since the past 7 years. He has launched an

application in a container one month ago. Recently, he modified the container and would like to commit the changes to a new image.
Which of the following commands should Branson use to save the current state of the container as a new image?.)

e A contamner commit.
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¢ B. container push.
e C. docker commit.
¢ D. docker push.

Antwort: C

Begriindung;

The docker commit command is used to create a new Docker image from the current state of a running or stopped container. This is
useful when changes have been made interactively inside a container and need to be preserved as a reusable image. Commands such
as docker push are used to upload images to a registry, not to create them, and container commit or container push are not valid
Docker CLI commands. While docker commit can be helpful for quick snapshots or debugging, it is generally recommended to use
Dockerfiles for reproducible builds in production pipelines. In the Build and Test stage, understanding docker commit helps
DevSecOps engineers capture container changes for analysis, testing, or troubleshooting,

51. Frage

(Jayson Smith is working as a DevSecOps engineer in an MNC company located in Tampa, Florida. The senior software developer
of his company, Sandra Oliver, has uploaded an application in her GitHub repository that might contain security vulnerabilities and
has provided the URL to the DevSecOps team

Jayson would like to analyze the application developed by Sandra to detect and mitigate the security issues in the application code;
therefore, he would like to clone Sandra's GitHub repository to his computer. Which of the following commands should Jayson use
to clone the repository of another user to his computer?)

A. $ git clonehttps?/github.com/REPOSITORY/USERN AME . git.
B. $ git clonehttps/github.com/USERNAME/REPOSITORY . git.
C. $ github clonehttps/github.com/REPOSITORY/USERNAME . git.
D. $ github clonehttps/github.com/USERNAME/REPOSITORY . git.

Antwort: B

Begriindung;

Cloning a GitHub repository requires the standard Git command git clone followed by the correct repository URL format. GitHub
repositories are structured as https://github.com/USERNAME/REPOSITORY . git, where USERNAME represents the account or
organization name and REPOSITORY represents the project name.

Option B follows this exact structure. Options using github clone are invalid because github is not a Git CLI command. Options that
reverse the order of USERNAME and REPOSITORY do not match GitHub's repository structure and will fail. Cloning repositories
during the Code stage allows DevSecOps engineers to run static analysis, dependency scanning, and other security checks locally
without modifying the original repository, supporting secure and controlled analysis workflows.

52. Frage

(Andrew Gerrard has recently joned an IT company that develops software products and applications as a DevSecOps engineer.
His team leader asked him to download a jar application from the organization GitHub repository and run the BDD security
framework. Andrew successfully downloaded the jar application from the repository and executed the jar application; then, he
cloned the BDD security framework. Which of the following commands should Andrew use to execute the authentication feature?.)

A. /gradlew -Dcucumber.options="-tags (@authentication -tags @skip".
B. ./gradlew -Dcucumber.options="-tags (@authentication -tags ~@skip".
C. /gradlev - Deucumber.options="-tags (@authentication -tags ~@skip".
D. /gradlev -Decucumber.options="-tags (@authentication -tags (@skip".

Antwort: B

Begriindung;

The BDD Security framework is executed through Gradle wrapper commands, and the correct wrapper script on Unix-like systens
is ./gradlew (dot-slash indicates "run the wrapper from the current directory"). Options using /gradlew or /gradlev imply an absolute
path at filesystem root and are typically incorrect for a cloned project. Also, the wrapper name isgradlew, notgradlev. For executing
only the authentication feature (or scenarios tagged for authentication), Cucurmber tag expressions are used through the -
Dcucumber.options system property. The command must include --tags (@authentication to select authentication-tagged scenarios.



To skip scenarios tagged "skip," the exclusion operator is used as --tags ~@skip (meaning "exclude @skip").

Options A and B incorrectly include --tags @skip which wouldincludeskipped tests rather than exclude them.

Therefore, ./gradlew -Decucumber.options="--tags (@authentication --tags ~@skip" is the correct choice to run authentication
scenarios while excluding anything marked to skip.

53. Frage

(SinCaire is a software development company that develops web applications for various clients. To measure the successful
implementation of DevSecOps, the organization enforced U.S. General Service Administrator (GSA) high-value DevSecOps
metrics. Which of the following metrics implemented by SinCaire can measure the time between the code commit and production,
and tracks the bug fix and new features throughout the development, testing, and production phases?)

A. Change volume (for application).

B. Mean time to recovery (for applications).
C. Change lead time (for application).

D. Tire to value.

Antwort: C

Begrindung;

Change lead time measures the duration between a code commit and its successful deployment into production. This metric tracks
how efficiently new features, bug fixes, and changes move through development, testing, and release stages. It is a key DevSecOps
performance indicator used to assess pipeline efficiency and the effectiveness of automation and security integration. Mean time to
recovery focuses on restoring service after incidents, change volume measures the number of changes rather than delivery speed, and
time to value is a broader business metric. Change lead time directly reflects how well DevSecOps practices enable rapid yet secure
delivery, making it the correct metric for measuring commit-to-production flow across all phases.

54. Frage

(Joyce Vincent has been working as a senior DevSecOps engineer at MazeSoft Solution Pvt. Ltd. She would like to integrate Trend
Micro Cloud One RASP tool with Microsoft Azure to secure container-based application by inspecting the traffic, detecting
vulnerabilities, and preventing threats. In Microsoft Azure PowerShell, Joyce created the Azure container instance in a resource
group (ACT) (named "aci-test-closh) and loaded the container image to it. She then reviewed the deployment of the container
instance. Which of the following commands should Joyce use to get the logging mformation from the container?.)

A. az container logs -resource-group ACI -name aci-test-closh.

B. az container logs --resource-group ACI --name aci-test-closh.

C. azure container logs --resource-group ACI --name aci-test-closh.
D. azure container logs -resource-group ACI -name aci-test-closh.

Antwort: B

Begriindung;

Azure Container Instances (ACT) exposes container logs via the Azure CLI using the az container logs command. To retrieve logs,
you must provide the resource group and the container group name using the long- form parameters --resource-group and --name.
Option A matches the correct CLI structure and parameter format: az container logs --resource-group ACI --nane aci-test-closh.
Options B and D incorrectly use single- dash forms (-resource-group and -name), which are not valid for these long option names.
Options C and D incorrectly use azure istead of az the Azure CLI command group is invoked with az, not azure. Getting logs after
deployment review is a critical Operate and Monitor activity: it helps confirm the container started correctly, diagnose runtime errors,
and validate that runtime protection (such as a RASP/micro-agent) is functioning, This visibility supports faster incident response and
helps ensure the containerized workload remains secure and stable in its runtime environment.
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