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AE #150

Infralink is a mediumsized IT consultancy firm headquartered in Dublin, Ireland. It specializes in secure cloud infrastructure,
software integration, and data analytics, serving a diverse client base in the healthcare, financial services, and legal sectors, including
hospitals, insurance providers, and law firms. To safeguard sensitive client data and support business continuity, Infralink has
implemented an information security management system (ISMS) aligned with the requirements of ISO/IEC 27001.

In developing its security architecture, the company adopted services to support centralized user identification and shared
authentication mechanisis across its departments. These services also governed the creation and management of credentials within
the company. Additionally, Infralink deployed solutions to protect sensitive data in transit and at rest, maintaining confidentiality and
integrity across its systems.

In preparation for implementing information security controls, the company ensured the availability of necessary resources, personnel
competence, and structured planning. It conducted a cost-benefit analysis, scheduled implementation phases, and prepared
documentation and activity checklists for each phase. The intended outcomes were clearly defined to align security controls with
business objectives.

Infralink started by implementing several controls from Annex A of ISO/IEC 27001. These included regulating physical and logical
access to information and assets in accordance with business and information security requirements, managing the identity life cycle,
and establishing procedures for providing, reviewing, modifying, and revoking access rights. However, controls related to the secure
allocation and management of authentication information, as well as the establishment of rules or agreements for secure information
transfer, have not yet been implemented. During the documentation process, the company ensured that all ISMS- related documents
supported traceability by including titles, creation or update dates, author names, and unique reference numbers. Based on the
scenario above, answer the following question.

Based on scenario 5. was the approval process of the ISMS scope statement handled co'rectly?

¢ A. No, because the scope statement was too simple.
¢ B. Yes, as the top management gave the final approval.
¢ C. No, because the scope statement should have been developed entirely by top management.

He: B

MH.

The correct and verified answer is Option A.

ISO/IEC 27001:2022 places clear responsibility on top management for approval ofkey ISMS elements, including the ISMS
scope.

Under Clause 5.1 - Leadership and commitment, top management must demonstrate leadership by ensuring the ISMS is established
and compatible with the organization's strategic direction. Additionally, Clause 4.3 requires the ISMS scope to be documented and
maintained as documented nformation.

While the standard does not explicitly state "top management must author the scope," it is expected that top management approves
it, as part of governance and accountability.

* Option B is incorrect because simplicity of scope wording is not a nonconformity if'it is accurate and complete.

* Option C is incorrect because the scope does not need to be developed entirely by top management- only approved by them.
Conclusion: Since top management gave final approval, the ISMS scope approval process was handled correctly and i full
alignment with ISO/IEC 27001:2022, making Option A the correct answer.

AR #151

Scenario 10: NetworkFuse develops, manufactures, and sells network hardware. The company has had an operational information
security management system (ISMS) based on ISO/IEC 27001 requirements and a quality management system (QMS) based on
ISO 9001 for approximately two years. Recently, it has applied for a j
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