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HM #48
Which statement when you are upgrading the firmware on an HA cluster made up of three FortiAnalyzer devices is true?

e A First, upgrade the secondary devices, and then upgrade the primary device.

¢ B. Enabling uninterruptible-upgrade prevents normal operations from being interrupted during the upgrade.
e C. All FortiAnalyzer devices will be upgraded at the same time.

¢ D. You can perform the firmware upgrade using only a console connection.

EfE: A
fEEL:
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‘When upgrading firmware on an HA cluster of FortiAnalyzer devices, it is recommended to upgrade the secondary devices first, and
then upgrade the primary device to minimize downtime and maintain continuity in log collection and other HA functions. This ensures
that the primary device continues to handle operations while the secondary devices are being upgraded, and once the secondary
devices are updated, the primary device can be upgraded with minimal service disruption.

HA #49
An admmistrator has moved a regjstered logging device out of one ADOM and into a new ADOM.
‘What is the purpose of running the following command: execute sql-local rebuild-adom <new- ADOM- name>?

A. To remove the analytics logs of the device from the old database

B. To migrate the archive logs to the new ADOM

C. To populate the new ADOM with analytical logs for the moved device, so you can run reports
D. To reset the ADOM disk quota enforcement to its default value

EfE: C

B #50
Refer to the exhibit.

Event Status Event Type Count Severity

FRAFE §
~151.101 . 5S4.62 (1)
(] | Insecure SSL. Connection blocked from 10 .0.32.20 Mitigated LF SSL 1 ¥ Loww

HEvd

Which statement is correct regarding the event displayed?

A. An incident was created from this event.
B. The risk source is isolated.

C. The security event risk is considered open.
D. The security risk was blocked or dropped.

Ef#: C

R -

Events in FortiAnalyzer will be in one of four statuses. The current status will determine if more actions need to be taken by the
security team or not.

The possible statuses are:

Unhandled: The security event risk is not mitigated or contained, so it is considered open.

Contained: The risk source is isolated.

Miitigated: The security risk is mitigated by being blocked or dropped.

(Blank): Other scenarios.
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HH #51
Which process is responsible for enforcing the log file size?

A. sqlplugind
B. miglogd
C. logfiled
D. oftpd

Ef#: C
i

The logfiled process is responsible for enforcing log file size and managing log rotation on FortiAnalyzer. It ensures that log files do
not exceed the configured size limits and handles the creation and rotation of new log files when necessary.

HR #52



Refer to the exhibit.

FortiGate

199111 10.1.1.254

Laptop1
10.1.1.100

|
h;i%i;ﬂ
|

FortiAnalyzer
| 10.1.1.210

Laptopt is used by several adlmnstrators to manage FortlAmlyzer You want to configure a generic text filter that rmtches a]l logm
attenpts to the web mterface generated by any user other than "admin" and coming from Laptop1:
Which filter will achieve the desired result?

A. operation-login & performed or—"GUI(10.1.1.210)' & user!=admin

B. operation-login & performed on—="GUI(10.1.1.100)" & user!=admin

C. operation-login & srcip=10.1.1.100 & dstip—=10.1.1.210 & user—admin
D. operation-login & dstip—10.1.1.210 & userl-admin

IEf#: B

fiE L.

On there the task was to create a filter for failed logins from any other location but the local computer: "Add the text
performed_on!~10.0.1.10. This includes any attempts coming from devices with an IP address that is not the one configured on the
Local-Client computer."

B #53
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