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H #46
‘What happens when the XDR Collector is uninstalled from an endpoint by using the Cortex XDR console?

e A The files are removed immediately, and the machine is deleted from the system without any retention period

e B. It is uninstalled during the next heartbeat communication, machine status changes to Uninstalled, and the configuration data
is retained for 90 days

e (. The associated configuration data is removed from the Action Center immediately after uninstallation

e D. The machine status remains active until manually removed, and the configuration data is retained for up to seven days
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TheXDR Collectoris a lightweight agent in Cortex XDR used to collect logs and events from endpoints or servers. When uninstalled
via the Cortex XDR console, the uninstallation process is initiated remotely, but the actual removal occurs during the endpoint's next
commumnication with the Cortex XDR tenant, known as the heartbeat. The heartbeat interval is typically every few minutes, ensuring
timely uninstallation. After uninstallation, the machine's status in the console updates, and associated configuration data is retained for
a specific period to support potential reinstallation or auditing,

* Correct Answer Analysis (C):When the XDR Collector is uninstalled using the Cortex XDR console, it is uninstalled during the
next heartbeat communication, themachine status changes to Uninstalled, and theconfiguration data is retained for 90 days. This
retention period allows admmnistrators to review historical data or reinstall the collector if needed, after which the data is permanently
deleted.

* Why not the other options?

* A. The files are removed immediately, and the machine is deleted from the system without any retention period: Uninstallation is
not immediate; it occurs at the next heartbeat.

Additionally, Cortex XDR retains configuration data for a period, not deleting it immediately.

* B. The machine status remains active until manually removed, and the configuration data is retained for up to seven days: The
machine status updates to Uninstalled automatically, not requiring manual removal, and the retention period is 90 days, not seven
days.

* D. The associated configuration data is removed from the Action Center immediately after uninstallation: Configuration data is
retained for 90 days, not removed immediately, and the Action Center is not the primary location for this data.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains XDR Collector uninstallation: "Whenuninstalled via the console, the XDR Collector
is removed at the next heartbeat, the machine status changes to Uninstalled, and configuration data is retained for 90 days"
(paraphrased from the XDR Collector Management section). The EDU-260: Cortex XDR Prevention and Deploymentcourse
covers collector management, stating that

"uninstallation occurs at the next heartbeat, with a 90-day retention period for configuration data" (paraphrased from course
materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes

"post-deployment management and configuration” as a key exam topic, encompassing XDR Collector uninstallation.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.comyservices/education

/certification#xdr-engineer

R #47
How are dynamic endpoint groups created and managed in Cortex XDR?

¢ A. After an endpoint group is created, its assigned security policy cannot be changed without deleting and recreating the
group

¢ B. Each endpoint can belong to multiple groups simultaneously, allowing different security policies to be applied to the same
device at the same time

e C. Endpoint groups are defined based on fields such as OS type, OS version, and network segment

¢ D. Endpoint groups require intervention to update the group with new endpoints when a new device is added to the network

EfE: C

AR

In Cortex XDR,dynamic endpoint groupsare used to organize endpoints for applying security policies, managing configurations, and
streamlining operations. These groups are defined based on dynamic criteria, such asOS type,OS version,network
segment,hostname, or other endpoint attributes. When a new endpoint is added to the network, it is automatically assigned to the
appropriate group(s) based on these criteria, without manual intervention. This dynamic assignment ensures that security policies are
consistently applied to endpoints matching the group's conditions.

* Correct Answer Analysis (D):The optionDaccurately describes how dynamic endpoint groups are created and managed.
Administrators define groups using filters based on endpoint attributes like operating system (e.g., Windows, macOS, Linux), OS
version (e.g., Windows 10 21H2), or network segment (e.g., subnet or domain). These filters are evaluated dynamically, so
endpoints are automatically added or removed from groups as their attributes change or new devices are onboarded.

* Why not the other options?

* A. Endpoint groups require intervention to update the group with new endpoints when a new device is added to the network: This
is incorrect because dynamic endpoint groups are designed to automatically include new endpoints that match the group's criteria,



without manual intervention.

* B. Each endpoint can belong to mutltiple groups simultaneously, allowing different security policies to be applied to the same device
at the same time: This is incorrect because, in Cortex XDR, an endpoint is assigned to a single endpoint group for policy application
to avoid contflicts.

While endpoints can match multiple group criteria, the systemuses a priority or hierarchy to assign the endpoint to onegroup for
policy enforcement.

* C. After an endpoint group is created, its assigned security policy cannot be changed without deleting and recreating the group:
This is incorrect because Cortex XDR allows admnistrators to modify the security policy assigned to an endpoint group without
deleting and recreating the group.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains endpoint group management: "Dynamic endpoint groups are created by defining
filters based on endpoint attributes such as OS type, version, or network segment.

Endpoints are automatically assigned to groups based on these criteria” (paraphrased from the Endpoint Management section).
TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers endpoint group configuration, stating that "groups are
dynamically updated as endpoints join or leave the network based on defined attributes" (paraphrased from course materials).
ThePalo Alto Networks Certified XDR Engineer datasheetincludes "endpoint management and policy configuration” as a key exam
topic, which encompasses dynamic endpoint groups.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.conyservices/education

/certification#xdr-engineer

HM #48
What is the earliest time frame an alert could be automatically generated once the conditions of a new correlation rule are met?

A. Between 30 and 45 minutes
B. Immediately

C. Between 10 and 20 minutes
D. 5 minutes or less

IEf#: D

it A

In Cortex XDR,correlation rulesare used to detect specific patterns or behaviors by analyzing ingested data and generating alerts
when conditions are met. The time frame for alert generation depends on the data ingestion pipeline, the processing latency of the
Cortex XDR backend, and the rule's evaluation frequency.

For a new correlation rule, once the conditions are met (i.e., the relevant events are ingested and processed), Cortex XDR typically
generates alerts within a short time frame, often5 minutes or less, due to its near-real- time processing capabilities.

* Correct Answer Analysis (C):Theearliest time framefor an alert to be generated is5 minutes or less, as Cortex XDR's architecture
is designed to process and correlate events quickly. This accounts for the time to ingest data, evaluate the correlation rule, and
generate the alert in the system

* Why not the other options?

* A. Between 30 and 45 minutes: This time frame is too long for Cortex XDR's near-real-time detection capabilities. Such delays
might occur in systems with significant processing backlogs, but not in a properly configured Cortex XDR environment.

* B. Immediately: While Cortex XDR is fast, "immediately" implies zero latency, which is not realistic due to data ingestion,
processing, and rule evaluation steps. A small delay (within 5 minutes) is expected.

* D. Between 10 and 20 minutes: This is also too long for the earliest possible alert generation in Cortex XDR, as the systemis
optimized for rapid detection and alerting,

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains correlation rule processing; "Alerts are generated within 5 minutes or less after the
conditions of a correlation rule are met, assuming data is ingested and processed in near real-time" (paraphrased from the
Correlation Rules section). TheEDU-262: Cortex XDR Investigation and Responsecourse covers detection engineering, stating that
"Cortex XDR's correlation engine processes rules and generates alerts typically within a few minutes of event ingestion"
(paraphrased from course materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "detection engineering” as
a key exam topic, encompassing correlation rule alert generation.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-262: Cortex XDR
Investigation and Response Course Objectives Palo Alto Networks Certified XDR Engneer
Datasheethttps//www.paloaltonetworks.comyservices/education



/certificatior#xdr-engineer
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Log events froma previously deployed Windows XDR Collector agent are no longer being observed in the console after an OS

upgrade. Which aspect of the log events is the probable cause of this behavior?

A. They are in Filebeat format

B. They are less than IMB

C. They are in Winlogbeat format
D. They are greater than SMB

IEf#: D

TR

TheXDR Collectoron a Windows endpoint collects logs (e.g., Windows Event Logs) and forwards them to the Cortex XDR
console for analysis. An OS upgrade can impact the collector's functionality, particularly if it affects log formats, sizes, or
compatibility. If log events are no longer observed after the upgrade, the issue likely relates to a change in how logs are processed or
transmitted. Cortex XDR imposes limits on log event sizes to ensure efficient ingestion and processing.

* Correct Answer Analysis (A):The probable cause is thatthe log events are greater than SMB. Cortex XDR has a size limit for
individual log events, typically around SMB, to prevent performance issues during ingestion. An OS upgrade may change the way
logs are generated (e.g., increasing verbosity or adding metadata), causing events to exceed this limit. If log events are larger than
5SMB, the XDR Collector will drop them, resulting in no logs being observed in the console.

* Why not the other options?

* B. They are n Winlogbeat format: Winlogbeat is a supported log shipper for collecting Windows Event Logs, and the XDR
Collector is conpatible with this format. The format itselfis not the issue unless misconfigured, which is not indicated.

* C. They are in Filebeat format: Filebeat is also supported by the XDR Collector for file-based logs. The format is not the likely
cause unless the OS upgrade changed the log source, which is not specified.

* D. They are less than 1MB: There is no minimum size limit for log events in Cortex XDR, so being less than 1MB would not cause
logs to stop appearing.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains log ingestion limits: "Individual log events larger than SMB are dropped by the XDR
Collector to prevent ingestion issues, which may occur after changes like an OS upgrade" (paraphrased from the XDR Collector
Troubleshooting section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers log collection issues, stating that
"log events exceeding SMB are not ingested, a common issue after OS upgrades thatincrease log size" (paraphrased from course
materials).

ThePalo Alto Networks Certified XDR Engineer datasheetincludes "maintenance and troubleshooting” as a key exam topic,
encompassing log ingestion issues.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.convservices/education

/certification#xdr-engineer

E R #50
A new parsing rule is created, and during testing and verification, all the logs for which field data is to be parsed out are missing. All
the other logs from this data source appear as expected. What may be the cause of this behavior?

A. The filter stage is dropping the logs

B. The parsing rule corrupted the database
C. The Broker VM is offline

D. The XDR Collector is dropping the logs

EfE: A

A -

In Cortex XDR parsing rulesare used to extract and normalize fields fiom raw log data during ingestion, ensuring that the data is
structured for analysis and correlation. The parsing process includes stages such as filtering, parsing, and mapping. If logs for which
field data is to be parsed out are missing, while other logs from the same data source are ingested as expected, the issue likely lies
within the parsing rule itself, specifically in the filtering stage that determines which logs are processed.



* Correct Answer Analysis (C):The filter stage is dropping the logsis the most likely cause. Parsing rules often include afilter
stagethat determines which logs are processed based on specific conditions (e.

g., log content, source, or type). If the filter stage of the new parsing rule is misconfigured (e.g., using an incorrect condition like
log_type != expected_type or a regex that doesn't match the logs), it may drop the logs intended for parsing, causing themto be
excluded from the ingestion pipeline. Since other logs from the same data source are ingested correctly, the issue is specific to the
parsing rule's filter, not a broader ingestion problem

* Why not the other options?

* A. The Broker VM is offline: If the Broker VM were offline, it would affect all log ingestion from the data source, not just the
specific logs targeted by the parsing rule. The question states that other logs from the same data source are ingested as expected, so
the Broker VM is likely operational.

* B. The parsing rule corrupted the database: Parsing rules operate on incoming logs during ingestion and do not directly interact
with or corrupt the Cortex XDR database. This is an unlikely cause, and database corruption would likely cause broader issues, not
Jjust missing specific logs.

* D. The XDR Collector is dropping the logs: The XDR Collector forwards logs to Cortex XDR, and if it were dropping logs, it
would likely affect all logs from the data source, not just those targeted by the parsing rule. Since other logs are ingested correctly,
the issue is downstream in the parsing rule, not at the collector level

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains parsing rule behavior: "The filter stage in a parsing rule determines which logs are
processed; misconfigured filters can drop logs, causing them to be excluded from ingestion" (paraphrased from the Data Ingestion
section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers parsing rule troubleshooting, stating that "if specific
logs are missing during parsing, check the filter stage for conditions that may be dropping the logs" (paraphrased from course
materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "data ingestion and integration” as a key exam topic,
encompassing parsing rule configuration and troubleshooting.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.comyservices/education
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