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Priifungsfragen mit Losungen (Q21-Q26):

21. Frage
Which benefits of Symantec's SASE solution directly address the shortcomings of traditional perimeter firewalls?

A. Route-based IPsec mesh tunneling

B. Inline CASB shadow-IT discovery

C. Identity-centric access decisions

D. Cloud-native scalability without back-haul

Antwort: C,D

Begrindung;
SASE shiffs to identity-driven, cloud-native enforcement; CASB discovery is part of SWG, and IPsec meshes belong to legacy SD-
WAN, not core SASE.
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22. Frage
What advantage does Health-Check Web-hooks offer over traditional email alerts?

A. Avoids TLS overhead in outbound notifications

B. Enables programmatic remediation workflows in SOAR tools
C. Allows alerts to bypass SIEM parsing

D. Encrypts notifications with Connector secrets

Antwort: B

Begriindung;
Web-hooks feed incident data directly into autormation pipelines.

23. Frage
During a quarterly review, auditors request proof that deleted Policies cannot be recovered by malicious actors.
Which feature satisfies this control?

A. Immutable Admin Audit Trail with deletion hashes
B. Disabling SIEM log export during deletion

C. Forcing password resets for all admins

D. Rotating shared secrets for Connectors

Antwort: A

Begrindung;
The immutable trail records and secures evidence of policy deletions.

24. Frage
What result occurs if an Access Policy includes a TIS risk score threshold that is set too low?

A. Connectors enter safe-mode throttling

B. Legitimate traffic may be erroneously blocked (false positives)
C. Risk scores are ignored and default Permit applies

D. DLP inspection is bypassed to offset risk sensitivity

Antwort: B

Begrindung;
Aggressive thresholds trigger false positives, denying benign sessions.

25. Frage
The Connector Firewall Whitelist is primarily used to:

A. Enable ESMTP emnil relay

B. Establish GRE tunnels to SASE core

C. Permit outbound TCP 443 and UDP 123 to Symantec PoPs
D. Block mbound ICMP to reduce noise

Antwort: C

Begriindung;
Outbound control traffic must reach Symantec infrastructure.
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