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NEW QUESTION # 46
What are two benefits of deploying secure private access with SD-WAN? (Choose two.)

A. a direct access proxy tunnel from FortiClient to the on-premises FortiGate
B. inline security inspection by FortiSASE

C. ZTNA posture check performed by the hub FortiGate

D. support of both TCP and UDP applications

Answer: C,D

Explanation:
Deploying secure private access with SD-WAN enables the hub FortiGate to perform ZTNA posture checks, and supports both
TCP and UDP applications over the tunnel, allowing for flexible and secure access to internal resources.

NEW QUESTION # 47
What are the key differences between the FortiSASE BGP per overlay and BGP on loopback routing design methods? (Choose
one answer)

e A. BGP per overlay simplifies hub configuration without mode-cfg, while BGP on loopback establishes multiple iBGP
sessions for each tunnel to increase advertised routes.

¢ B. BGP per overlay establishes a single BGP session per hub on a loopback mterface, while BGP on loopback requires
mode-cfg for IP address assignment and uses multiple iBGP sessions per tunnel.

e C. BGP per overlay can use separate iBGP sessions for each spoke-to-hub tunnel with mode-cfg enabled for IP address
assignment, while BGP on loopback uses a single iBGP session per hub terminating on a loopback interface to simplify
configuration and reduce advertised routes.

¢ D. BGP per overlay is used for loopback mterfaces to reduce routes, while BGP on loopback is the default method requiring
separate iBGP sessions for each spoke.

Answer: C

Explanation:

FortiSASE supports two main routing design methods for Secure Private Access (SPA) when connecting to a FortiGate SD-WAN
hub:

* BGP per Overlay (Traditional/Default Method): In this configuration, a separate iBGP session is established over every individual
[Psec overlay (tunnel) between the FortiSASE PoP and the hub. These sessions terminate on the tunnel interface IP addresses. To
facilitate this, the hubs typically use the IPsec VPN mode-cfg feature to dynamically assign tunnel IP addresses to the SASE PoPs.
For every LAN prefix, the system generates multiple BGP routes-one for each overlay-which increases the total number of routes
advertised across the network.

* BGP on Loopback (Modern Alternative): This newer design establishes only a single iBGP session between the spoke and the
hub, regardless of how many physical or logical overlays (tunnels) connect them. The session is terminated on a loopback interface
on both sides.

* Key Advantages of BGP on Loopback:

* Reduced Complexity: It significantly simplifies the BGP configuration because there are fewer neighbors to manage.2

* Tmproved Scalability: It greatly reduces the volume of routes advertised, as only a single BGP route is generated for each LAN
prefix, making it the preferred choice for large-scale deployments.

* Resiliency: The BGP session remains active as long as the loopback is reachable via any of the available overlays, meaning no
BGP convergence is required if a single overlay fails.

NEW QUESTION # 48
An organization wants to block all video and audio application traffic but grant access to videos from CNN Which application
override action must you configure in the Application Control with Inline-CASB?

A. Permit
B. Exenpt
C. Pass
D. Allow

Answer: B



Explanation:

To block all video and audio application traffic while granting access to videos from CNN, you need to configure an application
override action in the Application Control with Inline-CASB. Here is the step-by- step detailed explanation:

* Application Control Configuration:

* Application Control is used to identify and manage application traffic based on predefined or custom application signatures.

* Inline-CASB (Cloud Access Security Broker) extends these capabilities by allowing more granular control over cloud
applications.

* Blocking Video and Audio Applications:

* To block all video and audio application traffic, you can create a policy within Application Control to deny all categories related to
video and audio streaming,

* Granting Access to Specific Videos (CNN):

* To allow access to videos from CNN specifically, you must create an override rule within the same Application Control profile.
* The override action "Exempt" ensures that traffic to specified URLs (such as those from CNN) is not subjected to the blocking
rules set for other video and audio traffic.

* Configuration Steps:

* Navigate to the Application Control profile in the FortiSASE interface.

* Set the application categories related to video and audio streaming to "Block."

* Add a new override entry for CNN video traffic and set the action to "Exempt." References:

FortiOS 7.6 Admmnistration Guide: Detailed steps on configuring Application Control and Inline-CASB.

Fortinet Traning Institute: Provides scenarios and examples of using Application Control with Inline-CASB for specific use cases.

NEW QUESTION # 49
Which policy type is used to control traffic between the FortiClient endpoint to FortiSASE for secure internet access?

A. thin edge policy

B. private access policy

C. secure web gateway (SWG) policy
D. VPN policy

Answer: C

Explanation:

The Secure Web Gateway (SWG) policy is used to control traffic between the FortiClient endpoint and FortiSASE for secure
nternet access. SWG provides comprehensive web security by enforcing policies that manage and monitor user access to the
internet.

* Secure Web Gateway (SWG) Policy:

* SWG policies are designed to protect users from web-based threats and enforce acceptable use policies.

* These policies control and monitor user traffic to and from the internet, ensuring that security protocols are followed.

* Traffic Control:

* The SWG policy intercepts all web traffic, inspects it, and applies security rules before allowing or blocking access.

* This policy type is crucial for providing secure internet access to users connecting through FortiSASE.

References:

FortiOS 7.6 Administration Guide: Details on configuring and managing SWG policies.

FortiSASE 23.2 Documentation: Explains the role of SWG in securing internet access for endpoints.

NEW QUESTION # 50

Refer to the exhibits.

WiIMO-Pro and Win7-Pro are endpoints from the same remote location. WiMO-Pro can access the internet though FortiSASE,
while Wm7-Pro can no longer access the internet Given the exhibits, which reason explains the outage on Wm7-Pro?

A. The Win7-Pro device posture has changed.

B. The Win7-Pro FortiClient version does not match the FortiSASE endpoint requirement.
C. Win7-Pro cannot reach the FortiSASE SSL VPN gateway

D. Win-7 Pro has exceeded the total vulnerability detected threshold.

Answer: D

Explanation:
Based on the provided exhibits, the reason why the Win7-Pro endpoint can no longer access the internet through FortiSASE is due



to exceeding the total vulnerability detected threshold. This threshold is used to determine if a device is compliant with the security
requirerments to access the network.

* Endpoint Compliance:

* FortiSASE monitors endpoint conpliance by assessing various security parameters, including the number of vulnerabilities
detected on the device.

* The compliance status is indicated by the ZTNA tags and the vulnerabilities detected.

* Vulnerability Threshold:

* The exhibit shows that Win7-Pro has 176 vulnerabilities detected, whereas Winl0-Pro has 140 wvulnerabilities.

* Ifthe endpoint exceeds a predefined vulnerability threshold, it may be restricted from accessing the network to ensure overall
network security.

* Tmpact on Network Access:

* Since Win7-Pro has exceeded the vulnerability threshold, it is marked as non-compliant and subsequently loses internet access
through FortiSASE.

* The FortiSASE endpoint profile enforces this compliance check to prevent potentially vulnerable devices from accessing the
mternet.

References:

FortiOS 7.6 Admmnistration Guide: Provides information on endpoint compliance and vulnerability management.

FortiSASE 23.2 Documentation: Explains how vulnerability thresholds are used to determine endpoint compliance and access
control.
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