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AE #131

After a recent email attack, Harry is analyzing the incident to obtain important information related to the incident. While investigating
the incident, he is trying to extract information such as sender identity, mail server, sender's IP address, location, and so on.

Which of'the following tools Harry must use to perform this task?

A. Yesware
B. Logly
C. Sharp
D. Clanwin

HE: A

HAE #132
Your company holds a large amount of customer PH. and you want to protect those data from theft or unauthorized modification.
Among other actions, you classify and encrypt the data. In this process, which of the following OWASP security risks are you

guarding against?
A. Security misconfiguration

B. Sensitive data exposure
C. Broken authentication
D. Insecure deserialization

He: B

MH.

By classifying and encrypting customer Personally Identifiable Information (PHI), you are specifically guarding against the risk of
Sensitive Data Exposure. This OWASP security risk involves the accidental or unlawful exposure of protected data to unauthorized
individuals. Encryption serves as a critical defense mechanism by ensuring that, even if data is accessed without authorization, it
remains unintelligible and useless to the attacker without the decryption keys. Data classification further supports this by identifying
which data is sensitive and requires such protections, ensuring that appropriate security controls are applied to prevent
exposure.References: OWASP Top 10, a widely respected document that outlines the most critical web application security risks,
identifies Sensitive Data Exposure as a key risk area. Incident Handler (ECTH v3) courses and study guides often refer to the
OWASP Top 10 to explain common web security risks and appropriate countermeasures, including the importance of encrypting
sensitive data.

A2 #133
Which of the following GPG18 and Forensic readiness planning (SPF) principles states that "organizations should adopt a scenario
based Forensic Readiness Planning approach that learns from experience gained within the business'?

A. Principle 7
B. Principle 2
C. Principle 5
D. Principle 3

He: C

Y.

The GPG18 and Forensic readiness planning (SPF) principles outline various guidelines to enhance an organization's readiness for
forensic mvestigation and response. Principle 5, which suggests that organizations should adopt a scenario-based Forensic Readiness
Planning approach that learns fiom experience gained within the business, emphasizes the importance of being prepared for a wide
range of potential incidents by leveraging lessons learned from past experiences. This approach helps in continuously improving
forensic readiness and response capabilities by adapting to the evolving threat landscape and organizational changes.
References:While specific documentation from GPG18 and SPF might detail these principles, the ECIH v3 program by EC-Council
covers the concept of forensic readiness planning, including adopting scenario-based approaches and learning from past incidents as
a fundamental aspect of enhancing an organization's incident response and forensic capabilities.



AE #134

Matt is an incident handler working for one of the largest social network companies, which was affected by malware. According to
the company's reporting timeframe guidelines, a malware incident should be reported within 1 h of discovery/detection after its
spread across the company. Which category does this incident belong to?

A CAT1
B.CAT3
C.CAT4
D. CAT2

02
M

: A

HE #135
An incident recovery plan is a statement of actions that should be taken before, during or after an incident.
Identify which of the following is NOT an objective of the incident recovery plan?

A. Providing assurance that systens are reliable

B. Creating new business processes to maintain profitability after incident
C. Providing a standard for testing the recovery plan

D. Avoiding the legal liabilities arising due to incident

HE: B

3.
Explanation/Reference:
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