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Facts proved that if you do not have the certification, you will be washed out by the society. So it is very necessary for you to try
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and more popular for a lot of people in different area, including students, teachers, and housewife and so on. Everyone is desired to
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An organization discovered a data breach that resulted in Pll being released to the public. During the lessons learned review, the
panel identified discrepancies regarding who was responsible for external reporting, as well as the timing requirements. Which of the
following actions would best address the reporting issue?

A. Creating a playbook denoting specific SLAs and containment actions per incident type
B. Designating specific roles and responsibilities within the security team and stakeholders to streamline tasks
C. Researching federal laws, regulatory compliance requirements, and organizational policies to document specific reporting
SLAs
D. Defining which security incidents require external notifications and incident reporting in addition to internal stakeholders

Answer: C

Explanation:
Researching federal laws, regulatory compliance requirements, and organizational policies to document specific reporting SLAs is the
best action to address the reporting issue. Reporting SLAs are service level agreements that specify the time frame and the format
for notifying the relevant authorities and the affected individuals of a data breach. Reporting SLAs may vary depending on the type
and severity of the breach, the type and location of the data, the industry and jurisdiction of the organization, and the internal policies
of the organization. By researching and documenting the reporting SLAs for different scenarios, the organization can ensure that it
complies with the legal and ethical obligations of data breach notification, and avoid any penalties, fines, or lawsuits that may result
from failing to report a breach in a timely and appropriate manner12. References: When and how to report a breach: Data breach
reporting best practices, Incident and Breach Management

NEW QUESTION # 395 
A new prototype for a company's flagship product was leaked on the internet As a result, the management team has locked out all
USB drives Optical drive writers are not present on company computers The sales team has been granted an exception to share
sales presentation files with third parties Which of the following would allow the IT team to determine which devices are USB
enabled?

A. SIEMIogs
B. Asset tagging
C. Data loss prevention
D. Device encryption

Answer: A

Explanation:
A security information and event management (SIEM) system is a tool that collects and analyzes log data from various sources and
provides alerts and reports on security incidents and events. A SIEM system can help the IT team to determine which devices are
USB enabled by querying the log data for events related to USB device insertion, removal, or usage. The other options are not
relevant or effective for this purpose. Reference: CompTIA Cybersecurity Analyst (CySA+) Certification Exam Objectives (CS0-
002), page 15; https://www.sans.org/reading-room/whitepapers/analyst/security-information-event-management-siem-
implementation-33969

NEW QUESTION # 396 
An analyst notices that logs contain multiple events for computer account changes during monthly patch maintenance windows,
resulting in a flood of tickets. The events generated are from the same system and time frame. The analyst determines that these
tickets could be closed without human interaction. Which of the following is the best tool for automatically closing tickets containing
the same information?

A. EDR
B. SOAR
C. SIEM
D. CASB

Answer: B

Explanation:
Security Orchestration, Automation, and Response (SOAR) platforms are designed to automate repetitive security tasks, such as
closing tickets with known benign patterns. In this case, SOAR can automatically analyze and close tickets generated from



predictable events like monthly patch maintenance.

NEW QUESTION # 397 
A security analyst reviews the following results of a Nikto scan:

Which of the following should the security administrator investigate next?

A. phpList
B. tiki
C. shtml.exe
D. sshome

Answer: C

Explanation:
The security administrator should investigate shtml.exe next, as it is a potential vulnerability that allows remote code execution on the
web server. Nikto scan results indicate that the web server is running Apache on Windows, and that the shtml.exe file is accessible in
the /scripts/ directory. This file is part of the Server Side Includes (SSI) feature, which allows dynamic content generation on web
pages. However, if the SSI feature is not configured properly, it can allow attackers to execute arbitrary commands on the web
server by injecting malicious code into the URL or the web page12. Therefore, the security administrator should check the SSI
configuration and permissions, and remove or disable the shtml.exe file if it is not needed. References: Nikto- Penetration testing.
Introduction, Web application scanning with Nikto

NEW QUESTION # 398 
An organization is planning to adopt a zero-trust architecture. Which of the following is most aligned with this approach?

A. Network segmentation to separate sensitive systems from the rest of the network.
B. Trusting users who successfully authenticate once with multifactor authentication.
C. Whitelisting specific IP addresses that are allowed to access the network.
D. Automatically trusting internal network communications over external traffic.

Answer: A

Explanation:
Comprehensive and Detailed Step-by-Step Explanation:Network segmentation supports zero-trust principles by ensuring sensitive
systems are isolated and access is restricted based on identity, role, and context. Unlike traditional models, zero-trust architecture
does not automatically trust authenticated users or internal network traffic. It enforces strict access controls to minimize risk.
References:



* CompTIA CySA+ Study Guide (Chapter 2: Zero Trust and Network Segmentation, Page 52)
* CompTIA CySA+ Objectives (Domain 1.1 - Zero Trust Architecture)
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