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CheckPoint 156-536 Exam Syllabus Topics:

Topic Details

Topic 1
Troubleshooting: In this final section, CheckPoint Security Administrators will demonstrate their
troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may
arise during deployment or operation of the endpoint security solution.
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Topic 2
Introduction to Harmony Endpoint: This section measures the skills of CheckPoint Security Administrators
about the fundamental concepts of Harmony Endpoint. It introduces candidates to the capabilities of the
Harmony Endpoint solution, which is designed to protect endpoint devices from various cyber threats.

Topic 3
Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.

Topic 4
Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.

Topic 5

Large-Scale Harmony Endpoint Deployment: This domain is aimed at Harmony Endpoint Security
Professionals and addresses the challenges associated with deploying Harmony Endpoint at scale.
Candidates will learn about strategies for efficient large-scale implementation while maintaining security
standards across numerous devices.

Topic 6
Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.
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CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q89-Q94):
NEW QUESTION # 89 
Where are quarantined files stored?

A. On client computer, under C:\Program Files\CheckPoint\Endpoint Security\Remediation\quarantine
B. On client computer, under C:\ProgramData\CheckPoint\Endpoint Security\Remediation\quarantine
C. On client computer, under C:\ProgramData\CheckPoint\Harmony Endpoint Security\quarantine
D. On Management server, under $FWDIR\sba\Remediation\quarantine

Answer: B

NEW QUESTION # 90 
The Endpoint administrator prepared deployment rules for remote deployment in a mixed desktop environment. Some of the non-
Windows machines could not install Harmony Endpoint clients. What is the reason for this?

A. Deployment rules were assigned to users not to machines
B. Administrator doesn't run chmod command, to allow execution permission to the deployment script
C. macOS clients are not supported by Harmony Endpoint
D. Deployment rules are not supported on macOS clients

Answer: D

Explanation:
The official Check Point Harmony Endpoint documentation clearly states that deployment rules (automatic deployment) are not
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supported for macOS clients. macOS client deployments must instead be performed manually using exported packages or third-
party deployment methods.
Exact Extract from Official Document:
"Deploy New Endpoints... macOS: No" (indicating that deployment rules cannot automatically deploy endpoints for macOS)
Reference:Check Point Harmony Endpoint Specialist R81.20 Administration Guide.

NEW QUESTION # 91 
In a Standalone installation, the EMS is installed on the same computer or a different one than the NMS?

A. Half on one and half on another computer
B. Different
C. Both
D. Same

Answer: D

NEW QUESTION # 92 
Harmony Endpoint's Full Disk Encryption (FDE) only allows access to authorized users using what?

A. Username verification
B. Multifaceted pre-boot capabilities
C. Single login
D. Strong Passwords

Answer: B

NEW QUESTION # 93 
Which of the following is TRUE about the functions of Harmony Endpoint components?

A. Web Management Console for Endpoint connects to the Check Point Security Management Server (SMS)
B. SmartEndpoint connects to the Check Point Security Management Server (SMS)
C. SmartConsole connects to and manages the Endpoint Management Server (EMS)
D. SmartEndpoint Console connects to and manages the Endpoint Management Server (EMS)

Answer: D

Explanation:
The SmartEndpoint Console is a key component in the Harmony Endpoint architecture, specifically designed to connect to and
manage the Endpoint Management Server (EMS). It is a Check Point SmartConsole application used to deploy, monitor, and
configure endpoint security clients and policies, communicating directly with the EMS. In contrast, SmartEndpoint does not connect
to the Security Management Server (SMS) as stated in option A. SmartConsole (C) is a broader management tool for Check Point
gateways, not specifically for the EMS. Option D, regarding the Web Management Console, is not supported by the documentation
as connecting to the SMS. Therefore, "SmartEndpoint Console connects to and manages the Endpoint Management Server (EMS)"
(B) is the true statement.

NEW QUESTION # 94
......
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