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CompTIA SecAl+ Certification Exam Sample Questions (Q85-Q90):

NEW QUESTION # 85
Which tool prevents unauthorized system file modifications?

A. File Integrity Monitoring (FIM)
B. Containerization

C. NIDS

D. WAF

Answer: A

Explanation:
FIM detects changes to critical system files.
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A line of business wants to onboard an application that uses a custom Al model for employee assessments. The Chief Information
Officer (CIO) agrees to allow the engagement to proceed but first wants a threat model. Which of the following is the most
appropriate to use for an Al threat model?

A. Adversarial Threat Landscape for Al Systems (ATLAS)

B. Responsible Al

C. International Organization for Standardization (ISO)

D. Organization for Economic Co-operation and Development (OECD)

Answer: A

Explanation:
ATLAS is specifically designed for creating Al threat models. It catalogs adversarial techniques, tactics, and use cases that target Al
systerms, making it the most appropriate framework for assessing risks to a custom Al model in employee assessments.

NEW QUESTION # 87
A web server shows signs of SQL injection. Which control BEST prevents this?

A. Input validation

B. Runtime application self-protection (RASP)
C. Account lockout

D. SSL encryption

Answer: A

Explanation:
Validating and sanitizing user input is the core SQLi defense.

NEW QUESTION # 88
An administrator, who works for a financial institution, is required to implement data security controls for data at rest within Al
systems that involve data disclosure. Which of'the following is the most suitable control?

A. Masking

B. Data lincage
C. Rate limits
D. Encryption

Answer: D

Explanation:
For financial institutions handling Al systems, protecting data at rest against disclosure requires encryption. Encryption ensures that
even if the storage medium is accessed or compromised, the data remains unreadable without the proper decryption keys.

NEW QUESTION # 89
Which of the following helps in managing potential security issues related to model training?

A. General Data Protection Regulation (GDPR)

B. International Organization for Standardization (ISO) 27001

C. Organization for Economic Co-operation and Development (OECD)

D. National Institute of Standards and Technology (NIST) Al Risk Management Framework (RMF)

Answer: D

Explanation:

The NIST AI RMF provides structured guidance for identifying, assessing, and managing risks specific to Al systems, including
those arising during model training. It addresses issues like bias, security, and data integrity, making it the best framework for
managing training-related security concerns.
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