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Microsoft Cybersecurity Architect 58 5 SC-100 X B B &E (Q327-Q332):

H #327

You have a hybrid Azure AD tenant that has pass-through authentication enabled.

You are designing an identity security strategy.

You need to minimize the impact of brute force password attacks and leaked credentials of hybrid identities.

‘What should you include in the design? To answer, drag the appropriate features to the correct requirements. Each feature may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Ef#:
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HH #328

You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for Cloud are
enabled.

The Azure subscription contains a Microsoft Sentinel workspace. Microsoft Sentinel data connectors are configured for Microsoft
365, Microsoft 365 Defender, Defender for Cloud, and Azure.

You plan to deploy Azure virtual machines that will run Windows Server.

You need to enable extended detection and response (EDR) and security orchestration, automation, and response (SOAR)
capabilities for Microsoft Sentinel.

How should you recommend enabling each capability? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ef#:

R -

Explanation:

For SOAR read this httpsz//docs.microsoft.conven-us/azure/sentinel/automate-responses-with-playbooks Endpoint detection and
response (EDR) and eXtended detection and response (XDR) are both part of Microsoft Defender.
https:/docs.microsoft.com/en-us/microsoft-365/security/defender/eval-overview?view=0365-worldwide

E #329

Youneed to recommend a multi-tenant and hybrid security solution that meets to the business requirements and the hybrid
requirements. What should you recommend? To answer, select the appropriate options in the answer are a. NOTE: Each correct
selection is worth one point.

IEf#:
R 2

B #330
What should you create in Azure AD to meet the Contoso developer requirements?

Ef#:
R -

E R #331

You have an Azure subscription that contains a Microsoft Sentinel workspace.

Your on-premises network contains firewalls that support forwarding event logs in the Common Event Format (CEF). There is no
built-in Microsoft Sentinel connector for the firewalls.

Youneed to recommend a solution to ingest events from the firewalls into Microsoft Sentinel.

What should you include in the recommendation?

A. an on-premises data gateway
B. an on-premises Syslog server
C. Azure Data Factory

D. an Azure logic app

IEf#: B

A -

Many networking and security devices and appliances send their system logs over the Syslog protocol in a specialized format known
as Common Event Format (CEF). This format includes more information than the standard Syslog format, and it presents the
information in a parsed key-value arrangement. The Log Analytics Agent accepts CEF logs and formats them especially for use with



Microsoft Sentinel, before forwarding them on to your Microsoft Sentinel workspace.
Reference:
https//learn.microsoft.com/en-us/azure/sentinel/connect-common-event- format

H R #332
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