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HM #10
What do you need to successfully generate a support bundle on a GitHub Enterprise Server?

¢ A. A GitHub App with read:org permissions
¢ B. A custom GitHub Action in the root repo

e C. Admmistrator SSH access to the appliance
¢ D. Approval from GitHub Support

Ef#: C

fEEL:
You must have admmistrator-level SSH access to the GitHub Enterprise Server appliance so you can run the ghe-support-bundle
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command over SSH and capture the bundle locally.

HE#11
Which of'the following is a key benefit of setting default read permissions across organizations?

¢ A Improves collaboration by allowing users to modify content directly.
e B. Suits environments where all users need write access.

e (. Enhances security by minimizing unintended modifications.

¢ D. Increases efficiency in content creation and updates.

Ef#: C

TR
Enforcing a default of Read for organization members ensures they can view content without the ability to push changes, reducing the
risk of accidental or unauthorized modifications.

H #12
Which factor affects GitHub Actions pricing for GitHub-hosted runners on GitHub Enterprise Cloud?

A. Total number of repositories using Actions

B. Operating system used in the runner environment

C. Number of contributors to the repository ExplanationIncorrect. Contributor count does not impact billing for Actions
D. Number of workflows defined in .github/workflows/

EM: B
W

GitHub Actions billing for GitHub-hosted runners is based on the number of minutes consumed and the operating system of the
runner - Linux, Windows, and macOS each have different per-minute rates.

B #13
Which GitHub feature is responsible for tracking dependencies and known vulnerabilities in those dependencies from an advisory
database?

e A CodeQL

e B. Dependency Graph
¢ C. Security Policy

¢ D. Repository Insights

IEf#: B
R e«

The Dependency Graph continuously analyzes your repository’s manifest and lock files to build an inventory of direct and transitive
dependencies and flags any that match entries in the GitHub Advisory Database, surfacing known vulnerabilities.

HH #14
Which of the following accurately contrasts a GitHub App and a GitHub Action?

A. GitHub Apps can only be used mnside .github/workflows

B. GitHub Apps run only on GitHub-provided virtual machines, while GitHub Actions run only on customer-hosted machines
C. GitHub Actions can only be used to respond to events within a single repository while GitHub Apps can respond to events
from multiple repositories

e D. GitHub Actions are limited to reading repository content only

IEf: C



GitHub Actions workflows are defined and triggered within a single repository's context, whereas GitHub Apps are installed at the
organization or user level and can subscribe to events across multiple repositories.
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