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FIRE #63
Which cryptographic weakness can be targeted in poorly implemented AES (Advanced Encryption Standard) encryption?
Response:

A. Heap spraying

B. Padding oracle attack

C. Return-oriented programming (ROP)
D. Ret2libc

£%: B

PR #64

You are developing an exploit for a stack-based buffer overflow vulnerability in a Linux application. How would you calculate the
offet to control the return address?

Response:

e A Brute-force the return address until the correct value is found
e B. Use a fuzzing tool to inject large payloads
e (. Generate a unique pattern with a tool like Metasploit's pattern create.rb and determine the offSet using pattern_offset.rb
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¢ D. Performa dictionary attack on the application
ER: C

il /8 #65
What is a common vulnerability in networked systerns that allows for unauthorized remote code execution?
Response:

A. Physical security controls
B. Unpatched software

C. Strong encryption

D. Secure wireless networks

EX: B

i RE #66
What is the primary benefit of protocol flizzing in security testing?
Response:

A. Tt validates data integrity checks.

B. It confirms the strength of cryptographic protocols.

C. It measures the performance of network protocols.

D. It identifies handling errors of unexpected or random data.

e
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g
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8 #67

In Scapy, how is a simple ARP request constructed?
(Choose Two)

Response:

A. ARP(pdst='192.168.1.1")
B. ARP()

C. arping()
D. send(ARP(pdst="192.168.1.1"))

EXR: AD

PR #68
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