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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q102-Q107):

NEW QUESTION # 102
Which two statements are correct about JSA data collection? (Choose two.)

¢ A The Flow Collector can use statistical sampling
¢ B. The Flow Collector parses logs.
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e C. The Event Collector parses logs
¢ D. The Event Collector collects information using BGP FlowSpec.

Answer: A,C

Explanation:

The Flow Collector can use statistical sampling to collect and store network flow data in the JSA database. The Event Collector
collects information from various sources including syslog, SNMP, NetFlow, and BGP FlowSpec. Both the Flow Collector and the
Event Collector parse logs to extract useful information from the logs.

NEW QUESTION # 103
You are asked to create an [PS-exempt rule base to eliminate false positives from happening.
Which two configuration parameters are available to exclude traffic from being examined? (Choose two.)

A. destination IP address
B. source port

C. destnation port

D. source IP address

Answer: A,D

Explanation:

You can specify the source IP address or a range of IP addresses to exclude certain traffic originating from specific network
segments or devices. This is useful for whitelisting traffic from known, secure sources that are otherwise triggering false positives in
the IPS system.

Similarly, you can specify the destination IP address or a range of addresses to exclude traffic destined for particular network hosts
or segments. This helps in reducing false positives for traffic directed towards trusted internal resources or specific external services
that are known to be safe.

NEW QUESTION # 104
Which two statements are correct about security policy changes when using the policy rematch feature? (Choose two.)

e A. When a policy change includes changing the policy's source or destination address match condition, all existing sessions are
reevaluated.

¢ B. When a policy change includes changing the policy's source or destination address match condition, all existing sessions are
dropped.

¢ C. When a policy change includes changing the policy's action from permit to deny, all existing sessions are maintained

e D. When a policy change includes changing the policy's action from permit to deny, all existing sessions are dropped.

Answer: A,D

Explanation:

policy rematch is a feature that enables the device to reevaluate an active session when its associated security policy is modified. The
session remains open if it still matches the policy that allowed the session initially. The session is closed if its associated policy is
renamed, deactivated, or deleted1.

NEW QUESTION # 105
When a security policy is modified, which statement is correct about the default behavior for active sessions allowed by that policy?

e A. Only policy changes that involve modification of the action field will cause the active sessions affected by the change to be
dropped.

e B. The active sessions allowed by the policy will be dropped.

e (. The active sessions allowed by the policy will continue unchanged.

e D. Only policy changes that involve modification of the application will cause the active sessions affected by the change to be
dropped.

Answer: C



Explanation:

‘When you modify a security policy on the SRX Series device, the default behavior is that the existing sessions that match the policy
will continue unchanged. This means that the policy modification will only affect new sessions that are initiated after the change.
However, you can change this behavior by using the clear-policy-session command, which will clear all the sessions that match the
modified policy and force them to re-evaluate the new policy. Reference: = INCIS-SEC Certification, Open Learning - Security,
Specialist (JINCIS-SEC), Security Policies (Advanced)

NEW QUESTION # 106
What are three capabilities of AppQoS? (Choose three.)

A. assign a forwarding class
B. re-write DSCP values
C. rate-limit traffic

D. re-write the TTL

E. reserve bandwidth

Answer: A,B,C

Explanation:

AppQoS can modify the DSCP (Differentiated Services Code Point) values in IP packet headers. This is crucial for defining the
level of service for each packet, influencing how network devices prioritize traffic.

It can assign traffic to specific forwarding classes. This feature allows network administrators to group different types of traffic (e.g.,
VolP, streaming, bulk data) nto categories that are treated differently based on predefined network policies, ensuring that critical
applications receive the necessary bandwidth and priority.

AppQoS is capable of rate-limiting traffic, which nvolves setting a maxinmum bandwidth limit for certain types of traffic. This ensures
that no single application or service consumes more bandwidth than allocated, thus preventing network congestion and ensuring fair
bandwidth distribution among all applications.

These features are essential for managing network performance and ensuring that critical applications receive the necessary
resources to finction effectively. AppQoS does not inherently include capabilities to re-write TTL (Time To Live) values or reserve
bandwidth as primary finctions, but it manages bandwidth usage through rate limiting and priority settings.
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