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¢ Analytics and Monitoring; This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

Topic 1 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.

¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the findamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.

Topic 2

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of

Topic 3 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions

improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks

and cloud systemns.

¢ SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
Topic 4 compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.

Fortinet FCSS - FortiSASE 25 Administrator Sample Questions (Q43-Q48):

NEW QUESTION # 43

Your organization is currently using FortiSASE for its cybersecurity.

They have recently hired a contractor who will work from the HQ office and who needs temporary internet access in order to set up
a web-based point of sale (POS) system

What is the recommended way to provide internet access to the contractor?

A. Use the self-registration portal on FortiSASE to grant internet access.

B. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

C. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.

D. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.

Answer: A

NEW QUESTION # 44
A customer wants to upgrade their legacy on-premises proxy to a could-based proxy for a hybrid network. Which FortiSASE
features would help the customer to achieve this outcome?

A. secure web gateway (SWG) and inline-CASB

B. SD-WAN and NGFW

C. SD-WAN and inline-CASB

D. zero trust network access (ZTNA) and next generation firewall (NGFW)

Answer: A

Explanation:

For a customer looking to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network, the combination of
Secure Web Gateway (SWG) and Inline Cloud Access Security Broker (CASB) features in FortiSASE will provide the necessary
capabilities.

Secure Web Gateway (SWG):



SWG provides comprehensive web security by inspecting and filtering web traffic to protect against web-based threats.

It ensures that all web traffic, whether originating from on-premises or remote locations, is inspected and secured by the cloud-based
Pproxy.

Inline Cloud Access Security Broker (CASB):

CASB enhances security by providing visibility and control over cloud applications and services.

Inline CASB integrates with SWG to enforce security policies for cloud application usage, preventing unauthorized access and data
leakage.

FortiOS 7.2 Administration Guide: Details on SWG and CASB features.

FortiSASE 23.2 Docurmentation: Explains how SWG and inline-CASB are used in cloud-based proxy solutions.

NEW QUESTION # 45
Refer to the exhibits.

A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGate hub.
However, the remote FortiClient is not able to access the web server hosted behind the FortiGate hub.
Based on the exhibits, what is the reason for the access failure?

A. A private access policy has denied the traffic because of failed compliance
B. The hub firewall policy does not include the FortiClient address range.

C. The server subnet BGP route was not received on FortiSASE.

D. The hub is not advertising the required routes.

Answer: B

NEW QUESTION # 46

An organization must block user attempts to log in to non-company resources while using Microsoft Office 365 to prevent users
from accessing unapproved cloud resources.

Which FortiSASE feature can you implement to achieve this requirement?

A. Web Filter with Inline-CASB

B. Application Control with Inline-CASB
C. Data loss prevention (DLP)

D. SSL deep mspection

Answer: A

Explanation:

To block user attempts to log in to non-company resources while using Microsoft Office 365, the Web Filter with Inline-CASB
feature in FortiSASE is the most appropriate solution. Inline-CASB (Cloud Access Security Broker) provides real-time visibility and
control over cloud application usage. When combined with Web Filtering, it can enforce policies to restrict access to unauthorized or
non-company resources within sanctioned applications like Microsoft Office 365. This ensures that users cannot access unapproved
cloud resources while still allowing legitimate use of Office 365.

Here's why the other options are incorrect:

B. SSL deep mspection: While SSL deep inspection is useful for decrypting and inspecting encrypted traffic, it does not specifically
address the need to block access to non-company resources within Office 365. It focuses on securing traffic rather than enforcing
application-specific policies.

C . Data loss prevention (DLP): DLP is designed to prevent sensitive data from being leaked or exfiltrated. While it is a valuable
security feature, it does not directly block access to non-company resources within Office 365.

D . Application Control with Inline-CASB: Application Control focuses on managing access to specific applications rather than
enforcing granular policies within an application like Office 365. Web Filter with Inline-CASB is better suited for this use case.
Fortinet FCSS FortiSASE Documentation - Inline-CASB and Web Filtering

FortiSASE Administration Guide - Securing Cloud Applications

NEW QUESTION # 47
How can digital experience monitoring (DEM) on an endpoint assist in diagnosing connectivity and network issues?

e A FortiSASE runs a trace job on the endpoint using the DEM agent to the Software-as-a-Service (SaaS) application.



¢ B. FortiSASE runs a netstat from the endpoint to the SaaS application to see if ports are open.
¢ C. FortiSASE runs a ping from the endpoint to calculate the TTL to the SaaS application.
¢ D. FortiSASE runs SNMP traps to the endpoint using the DEM agent to verify the SaaS application health status.

Answer: A

Explanation:
The Digital Experience Monitoring (DEM) agent on the endpoint performs a trace route to the SaaS application to measure latency,
packet loss, and hop-by-hop performance. This helps diagnose where in the path connectivity or performance issues are occurring,

NEW QUESTION # 48
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