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e Admmistrative Users and High Availability: This section of the exam measures the skills of a System
1 Engineer and covers the management of administrative user accounts and the implementation of high

availability configurations to ensure system reliability and redundancy.

¢ Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
1D Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

o This section of the exam measures the skills of a Network Security Engineer and covers the configuration
F&E3 of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

T4 e 802.1X Authentication
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¢ OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
LS (TAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

. ¢ Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
&6 the administration of digital certificates, including issuance, renewal, and revocation processes.

¢ Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
EN Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including
mitial deployment steps and system preparation for identity management services.

¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and

TS covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKI).
¢ FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
9 covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

B H1 ) FCP in Network Security FCP_FAC_AD-6.5 4 & %3 B & (Q81-
Q86):

F 8 #81
Which two data iters are not synchronized in an active-active HA deployment? (Choose two.)

A. Seeds
B. User certificates
C. FSSO events

D. Group mappings
ER: AC

fE AR A«
In an active-active HA deployment, FSSO events and seeds are not synchronized between FortiAuthenticator units, as these are
nstance-specific and typically handled locally on each node.

R R #82

You are an administrator for a large enterprise and you want to delegate the creation and management of guest users to a group of
sponsors.

How would you associate the guest accounts with individual sponsors?

A. Guest accounts are associated with the sponsor that creates the guest account.

B. As an admmnistrator, you can assign guest groups to individual sponsors.

C. You can automatically add guest accounts to groups associated with specific sponsors.
D. Select the sponsor on the guest portal, during registration.

BER: A

FIRE #83
Which two statements about the self-service portal are true? (Choose two)

A. Reals can be used to configure which seld-registered users or groups can authenticate on the network
B. Authenticating users must specify domain name along with username

C. Self-registration information can be sent to the user through email or SMS

D. Administrator approval is required for all self-registration
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il RE #84
Which statement about captive portal policies is true, assuming a single policy has been defined?

A. All conditions in the policy must match before a user is presented with the captive portal.
B. Portal policies apply only to authentication requests coming from unknown RADIUS clients
C. Portal policies can be used only for BYODs.

D. Conditions in the policy apply only to wireless users.
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i /8 #85
What is the role of the FortiAuthenticator certificate management service?

A. Managing user passwords

B. Managing network load balancing

C. Handling firewall configurations

D. Generating local certificates for various purposes

ZX: D
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