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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q170-Q175):
NEW QUESTION # 170 
You are a cybersecurity analyst tasked with interpreting scan data from Company As servers You must verify the requirements are
being met for all of the servers and recommend changes if you find they are not The company's hardening guidelines indicate the
following
* TLS 1 2 is the only version of TLS
running.
* Apache 2.4.18 or greater should be used.
* Only default ports should be used.
INSTRUCTIONS
using the supplied data. record the status of compliance With the company's guidelines for each server.
The question contains two parts: make sure you complete Part 1 and Part 2. Make recommendations for Issues based ONLY on
the hardening guidelines provided.
Part 1:
AppServ1:
AppServ2:
AppServ3:
AppServ4:
Part 2:

Answer:

Explanation:
check the explanation part below for the solution:
Explanation:
Part 1:
Part 2:
Based on the compliance report, I recommend the following changes for each server:
AppServ1: No changes are needed for this server.
AppServ2: Disable or upgrade TLS 1.0 and TLS 1.1 to TLS 1.2 on this server to ensure secure encryption and communication
between clients and the server. Update Apache from version 2.4.17 to version 2.4.18 or greater on this server to fix any potential
vulnerabilities or bugs.
AppServ3: Downgrade Apache from version 2.4.19 to version 2.4.18 or lower on this server to ensure compatibility and stability
with the company's applications and policies. Change the port number from 8080 to either port 80 (for HTTP) or port 443 (for
HTTPS) on this server to follow the default port convention and avoid any confusion or conflicts with other services.
AppServ4: Update Apache from version 2.4.16 to version 2.4.18 or greater on this server to fix any potential vulnerabilities or bugs.
Change the port number from 8443 to either port 80 (for HTTP) or port 443 (for HTTPS) on this server to follow the default port
convention and avoid any confusion or conflicts with other services.

NEW QUESTION # 171 
Which of the following security operations tasks are ideal for automation?

A. Firewall IoC block actions:
Examine the firewall logs for IoCs from the most recently published zero-day exploit Take mitigating actions in the firewall to
block the behavior found in the logs Follow up on any false positives that were caused by the block rules
B. Email header analysis:
Check the email header for a phishing confidence metric greater than or equal to five Add the domain of sender to the block
list Move the email to quarantine
C. Security application user errors:
Search the error logs for signs of users having trouble with the security application Look up the user's phone number Call the
user to help with any questions about using the application
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D. Suspicious file analysis:

Answer: B

Explanation:
Email header analysis is one of the security operations tasks that are ideal for automation. Email header analysis involves checking
the email header for various indicators of phishing or spamming attempts, such as sender address spoofing, mismatched domains,
suspicious subject lines, or phishing confidence metrics. Email header analysis can be automated using tools or scripts that can parse
and analyze email headers and take appropriate actions based on predefined rules or thresholds

NEW QUESTION # 172 
The analyst reviews the following endpoint log entry:
Which of the following has occurred?

A. Rename computer
B. Registry change
C. Privilege escalation
D. New account introduced

Answer: D

Explanation:
The endpoint log entry shows that a new account named "admin" has been created on a Windows system with a local group
membership of "Administrators". This indicates that a new account has been introduced on the system with administrative privileges.
This could be a sign of malicious activity, such as privilege escalation or backdoor creation, by an attacker who has compromised
the system.

NEW QUESTION # 173 
An analyst wants to detect outdated software packages on a server. Which of the following methodologies will achieve this
objective?

A. Configuration management
B. Credentialed scanning
C. Data loss prevention
D. Common vulnerabilities and exposures

Answer: B

Explanation:
Credentialed scanning uses valid system credentials to access and inspect software versions installed on a server, allowing accurate
detection of outdated or vulnerable packages.

NEW QUESTION # 174 
The vulnerability analyst reviews threat intelligence regarding emerging vulnerabilities affecting workstations that are used within the
company:
Which of the following vulnerabilities should the analyst be most concerned about, knowing that end users frequently click on
malicious links sent via email?

A. Vulnerability B
B. Vulnerability A
C. Vulnerability C
D. Vulnerability D

Answer: A

Explanation:
Vulnerability B is the vulnerability that the analyst should be most concerned about, knowing that end users frequently click on
malicious links sent via email. Vulnerability B is a remote code execution vulnerability in Microsoft Outlook that allows an attacker to



run arbitrary code on the target system by sending a specially crafted email message. This vulnerability is very dangerous, as it does
not require any user interaction or attachment opening to trigger the exploit. The attacker only needs to send an email to the victim's
Outlook account, and the code will execute automatically when Outlook connects to the Exchange server. This vulnerability has a
high severity rating of 9.8 out of 10, and it affects all supported versions of Outlook.
Therefore, the analyst should prioritize patching this vulnerability as soon as possible to prevent potential compromise of the
workstations.

NEW QUESTION # 175
......
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