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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q29-Q34):
NEW QUESTION # 29 
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. BCD
B. Winload.exe
C. BOOTMGR
D. NTLDR

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NTLDR (NT Loader) is the boot loader for Windows NT-based systems including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.
* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.
* Understanding boot components assists forensic investigators in boot process analysis.
Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systems.

NEW QUESTION # 30 
Which Windows 7 operating system log stores events collected from remote computers?

A. ForwardedEvents
B. Application
C. Security
D. System

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
TheForwardedEventslog in Windows 7 is specifically designed to store events collected from remote computers via event
forwarding. This log is part of the Windows Event Forwarding feature used in enterprise environments to centralize event monitoring.
* TheSystemandApplicationlogs store local system and application events.
* TheSecuritylog stores local security-related events.
* ForwardedEventscollects and stores events forwarded from other machines.
Microsoft documentation and NIST SP 800-86 mention the use of ForwardedEvents for centralized event log collection in
investigations.

NEW QUESTION # 31 
Which universal principle must be observed when handling digital evidence?

A. Keep the evidence in a plastic bag
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B. Make a copy and analyze the original
C. Avoid making changes to the evidence
D. Get the signatures of two witnesses

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The foremost principle in digital forensics isnever altering the original evidence. This ensures integrity, authenticity, and admissibility in
court.
* Investigators analyze forensic copies, not originals.
* Write-blockers and hashing are used to prevent changes.
* Any alteration-intentional or accidental-can invalidate evidence.
Reference:NIST SP 800-86 and SP 800-101 define the unaltered preservation of evidence as the first and most essential forensic
rule.

NEW QUESTION # 32 
Which law or guideline lists the four states a mobile device can be in when data is extracted from it?

A. Communications Assistance to Law Enforcement Act (CALEA)
B. NIST SP 800-72 Guidelines
C. Health Insurance Portability and Accountability Act (HIPAA)
D. Electronic Communications Privacy Act (ECPA)

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NIST Special Publication 800-72 provides guidelines for mobile device forensics and identifies four device states during data
extraction: active, idle, powered off, and locked. These states influence how data can be accessed and preserved.
* Understanding these states helps forensic investigators select appropriate acquisition techniques.
* NIST SP 800-72 is a key reference for mobile device forensic methodologies.
Reference:NIST SP 800-72 offers authoritative guidelines on handling mobile device data in forensic investigations.

NEW QUESTION # 33 
A user at a company attempts to hide the combination to a safe that stores confidential information in a data file called
vacationdetails.doc.
What is vacationdetails.doc called, in steganographic terms?

A. Payload
B. Channel
C. Carrier
D. Snow

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In steganography, the file that hides secret information is called thecarrier. The carrier file appears normal and contains embedded
hidden data (the payload).
* Payload refers to the actual secret data hidden inside the carrier.
* Snow refers to random noise or artifacts, often in images or files.
* Channel refers to the medium or communication path used to transmit data.
Thus,vacationdetails.docis the carrier file containing the hidden information.
Reference:Standard steganography literature and forensic documentation define the carrier as the file used to conceal payload data.

NEW QUESTION # 34
......
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