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strategies for optimizing instance performance across availability domains.

¢ Compute: This section measures skills of cloud architects responsible for designing scalable and resilient
mfrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
evaluates understanding of OCI compute image options, infrastructure mantenance processes, and
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¢ Storage: Designed for storage admmnistrators managing enterprise data solutions, this section tests
proficiency in deploying Block

e Fie

FH 2 ¢ Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It

includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage

performance metrics and cost optimization techniques.

¢ Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN

FH3 ¢ FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path

Analyzer for troubleshooting latency or connectivity issues.

e Identity and Access Management (IAM): This domain validates skills of security architects implementing

granular access controls, emphasizing IAM policy creation, compartment organization, and dynamic group
=M 4 configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisirs to enforce least-privilege principles across OCI resources
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HAE #29
‘Which image option allows you to create identical instances with minimal effort?

A. Use Oracle-provided images

B. Bring your own image

C. Select an image from the OCI Marketplace
D. Create a custom image

HE: D

MY

‘When you need to create identical instances with minimal effort, creating a custom image is the best option.

Custom Images: A custom image captures the exact configuration of an instance, including the OS, software, configurations, and
data. By using a custom image, you can easily replicate the same setup across muiltiple instances, ensuring consistency and reducing
the need for manual configuration each time.

Other Options:

Bring Your Own Image: This allows you to import your custom OS image into OCI, but it's more suited for cases where you are
migrating from another environment.

Select an Image from the OCI Marketplace: This provides pre-configured images from Oracle or third parties, but they may require
additional setup to match your specific requirements.

Use Oracle-Provided Images: These are basic images provided by Oracle, which may not include the specific customizations you
need.

Relevant OCI Documentation:

Custom Images Overview

This resource explains how to create and use custom images for quickly deploying identical instances.
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EE #30
‘Which TWO statements about the Oracle Cloud Infrastructure (OCI) File Storage Service are accurate?

A. Customers can encrypt data in their file system using their own Vault encryption key.
B. File systens use Oracle-managed keys by default.

C. Communication with file systems in a mount target is encrypted via HTTPS.

D. Customers can encrypt the communication to a mount target via export options.

HH: AB

MY

Oracle Cloud Infrastructure (OCI) File Storage Service offers robust encryption capabilities to ensure data security.

B . Customer-Managed Encryption: Customers can choose to encrypt their data using their own keys stored in the OCI Vault
service. This gives customers control over their encryption keys and enhances data security.

D . Oracle-Managed Encryption: By default, all data stored in OCI File Storage is encrypted using Oracle-managed keys. This
ensures that data is encrypted at rest without requiring any action from the custorer.

Incorrect Statements:

A . Communication is not encrypted via HTTPS when accessing file systems; instead, encryption in transit is typically managed via
NFS over TLS.

C . Encryption of communication to a mount target is handled via network configurations, not through export options.
Reference:

Oracle Cloud Infrastructure Documentation: File Storage Encryption

EE #31
Which is NOT a valid action within the Oracle Cloud Infrastructure (OCI) Block Volure service?

A. Cloning an existing volurme to a new, larger volue.

B. Attaching a block volume to an instance in a different availability domain.
C. Restoring froma volume backup to a larger volume.

D. Expanding an existing volume in place with offline resizing,

od
m

: B

M
2

=X
In Oracle Cloud Infrastructure (OCI), block volumes are designed to be highly flexible and can be used in various ways:
A . Restoring froma volume backup to a larger volume: This is supported and allows for resizing during the restoration process.
B . Cloning an existing volume to a new, larger volume: You can clone a block volume and specify a larger size for the new volume.
C . Expanding an existing volume in place with offline resizing: OCI allows you to increase the size of an existing block volume
without needing to take it offline.
Option D is NOT valid because block volumes can only be attached to compute instances within the same availability domain.
Cross-availability domain attachment of block volumes is not supported directly.
Reference:
Oracle Cloud Infrastructure Documentation: Block Volume Overview

EE #32
You want to protect your VM instance from low-level threats, such as rootkits and bootkits. What should you do?

A. Create a shielded instance.

B. Create a burstable instance.

C. Use in-transit encryption.

D. Use Vulnerability Scanning Service.

HE:. A

Y.

To protect your VM instance from low-level threats, such as rootkits and bootkits, you should create a shielded instance in Oracle
Cloud Infrastructure (OCI). Shielded instances are designed to provide enhanced security features, including:

Secure Boot: Ensures that the instance boots only with trusted software.

Measured Boot: Records boot metrics, allowing verification that the instance has not been tampered with.



Trusted Platform Module (TPM): Provides additional security through cryptographic functions.

These features help protect against low-level threats that could compromise the integrity of the instance at boot time.
Reference:

Oracle Cloud Infrastructure Documentation: Shielded Instances

HEE #33
Which statement is TRUE about delegating an existing domain to the Oracle Cloud Infrastructure (OCI) DNS service?

A. Domains can be self-delegated to OCI DNS from its own service portal.

B. Domains can be delegated to OCI DNS via FastConnect partners.

C. Domains can be delegated to OCI DNS from the Domain Registrar's self-service portal.
D. All domains can be retrieved to OCI DNS via DYN.

HE: C

Y.

To delegate a domain to the Oracle Cloud Infrastructure (OCI) DNS service, the domain needs to be pointed to OCI's DNS
servers. This can be done through the Domain Registrar's self-service portal, where you update the name servers for your domain to
OCT's DNS servers.

Process: You typically log into the domain registrar where your domain is registered and replace the existing name servers with the
name servers provided by OCI DNS. Once this is done, DNS queries for your domain will be directed to OCI DNS.

Reference:

Oracle Cloud Infrastructure Documentation: Managing DNS Zones
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