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McAfee Certified Cyber Intelligence Investigator (CCII) CCII
Prüfungsfragen mit Lösungen (Q83-Q88):
83. Frage 
Which of the following is a commonOSINT toolused for gathering domain information?

A. Google Translate
B. WHOIS Lookup
C. Virtual Private Networks (VPNs)
D. Dark web marketplaces

Antwort: B

Begründung:
Comprehensive and Detailed In-Depth Explanation:WHOIS Lookupprovidespublic registration details about a domain, including:
* Owner details (if not protected by privacy services).
* Hosting provider and IP addresses.
* Historical domain records for tracking ownership changes.
Investigators use WHOIS data forwebsite attribution, fraud detection, and cyber threat intelligence.
References:McAfee Institute CCII OSINT Techniques, Exploring the Real-World Value of OSINT.

84. Frage 
Intelligence is the beginning product of an analytical process that evaluates information collected from diverse sources.

A. False
B. True

Antwort: B

Begründung:
Intelligence is not raw databut aprocessed and analyzed productderived fromvarious information sources.
Intelligence analysts:
Gather data from multiple sources(OSINT, HUMINT, SIGINT, etc.).
Analyze patterns and connectionsto detect security threats or criminal activity.
Develop actionable insightsfor law enforcement and national security agencies.
This process ensures that intelligence isaccurate, reliable, and usefulfor decision-making.
References:McAfee Institute CCII Intelligence Cycle Guide, Cyber Crime Investigator's Field Guide.

85. Frage 
A legal factor of computer-generated evidence is that it is considered hearsay.

A. False
B. True

Antwort: B

Begründung:
Computer-generated evidence, such aslog files, metadata, and automated reports, is often classified ashearsaybecause it lacks a
human declarant. However, exceptions exist under:
Business records exception- If logs are kept in the regular course of business.
Public records exception- If data is collected by government agencies.
Forensic investigators usehash verification and timestamp validationto ensure evidence reliability.
References:
U.S. Federal Rules of Evidence (Rule 803)
McAfee Institute Digital Forensics Guide
Legal Standards for Cyber Evidence Admissibility



86. Frage 
A forensic examiner should always turn off a mobile device at the time of seizure and before starting an acquisition.

A. True
B. False

Antwort: B

Begründung:
Forensic best practices recommendkeeping the device powered onbecause:
Turning off the device may trigger encryption locks, making data inaccessible.
Live data acquisitionallows retrieval of RAM contents, running apps, and network logs.
Airplane mode should be enabled instead of shutting downto prevent remote wiping.
References:McAfee Institute CCII Digital Forensics Guide, Cyber Forensics Up and Running.

87. Frage 
GSM stands for Global System for Mobile Communications.

A. False
B. True

Antwort: B

Begründung:
GSM (Global System for Mobile Communications)is awidely used mobile network standardthat enablesglobal roaming, encryption,
and secure communications. Cyber investigatorsanalyze GSM networks inSIM card forensics and call tracking cases.
References:McAfee Institute CCII Mobile Forensics, Cybercrime Encyclopedia.

88. Frage
......
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