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IAPP AIGP Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Understanding How Laws, Standards, and Frameworks Apply to Al: This section of the exam measures

skills of compliance officers and covers the application of existing and emerging legal requirements to Al
systemns. It explores how data privacy laws, intellectual property, non-discrimination, consumer protection,
and product liability laws impact Al. The domain also examines the main elements of the EU Al Act, such
as risk classification and requirements for different Al risk levels, as well as enforcement mechanisis.
Furthermore, it addresses the key industry standards and frameworks, including OECD principles, NIST
Al Risk Management Framework, and ISO Al standards, guiding organizations in trustworthy and
compliant Al implementation.

Topic 2

Understanding How to Govern Al Development: This section of the exam measures the skills of Al project
managers and covers the governance responsibilities involved in designing, building, training, testing, and
maintaining Al models. It emphasizes defining the business context, performing impact assessments,
applying relevant laws and best practices, and managing risks during model development. The domain also
includes establishing data governance for training and testing, ensuring data quality and provenance, and
documenting processes for compliance. Additionally, it focuses on preparing models for release,
continuous monitoring, maintenance, incident management, and transparent disclosures to stakeholders.

Topic 3

Understanding How to Govern Al Deployment and Use: This section of the exam measures skills of
technology deployment leads and covers the responsibilities associated with selecting, deploying, and using
Al models in a responsible manner. It includes evaluating key factors and risks before deployment,
understanding different model types and deployment options, and ensuring ongoing monitoring and
maintenance. The domain applies to both proprietary and third-party Al models, emphasizing the
importance of transparency, ethical considerations, and continuous oversight throughout the model’s
operational life.
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¢ Understanding the Foundations of Al Governance: This section of the exam measures skills of Al
governance professionals and covers the core concepts of Al governance, including what Al is, why
governance is needed, and the risks and unique characteristics associated with Al It also addresses the
establishment and commumnication of organizational expectations for Al governance, such as defining roles,
fostering cross-functional collaboration, and delivering training on Al strategies. Additionally, it focuses on
developing policies and procedures that ensure oversight and accountability throughout the Al lifecycle,
including managing third-party risks and updating privacy and security practices.

Topic 4
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IAPP Certified Artificial Intelligence Governance Professional Sample
Questions (Q129-Q134):

NEW QUESTION # 129

Scenario:

An organization wants to leverage its existing compliance structures to identify Al-specific risks as part of an ongoing data
governance audit.

‘Which of the following compliance-related controls within an organization is most easily adapted to identify Al risks?

A. Privacy training

B. Privacy impact assessments
C. Penetration testing

D. Transfer risk assessments

Answer: B

Explanation:

The correct answer is D - Privacy impact assessments (PIAs). These are directly adaptable for identifying risks in Al systemns,
particularly around data usage, bias, and individual impacts.

Fromthe AIGP ILT Guide - Risk Management Module:

"PIAs and DPIAs are existing tools used in privacy compliance that can be extended to evaluate the risks of Al, including fairness,
explainability, and legality." Al Governance in Practice Report 2024 further explains:

"Organizations can adapt privacy impact assessiments to evaluate the ethical, legal, and technical risks posed by Al systems. They
provide a structured and recognized method." PIAs are preferable over general security practices (like pen testing) which do not
address algorithmic bias or legal compliance directly.

NEW QUESTION # 130
According to the GDPR's transparency principle, when an Al system processes personal data in automated decision-making,
controllers are required to provide data subjects specific information on?

A. The personal data used during processing, including inferences drawn by the Al system about the data.
B. The existence of automated decision-making and meaningful information on its logic and consequences.
C. The data protection inpact assessments carried out on the Al system and legal bases for processing.
D. The contact details of the data protection officer and the data protection national authority.

Answer: B

Explanation:
The GDPR's transparency principle requires that when personal data is processed for automated decision-making, including
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profiling, data subjects must be informed about the existence of such automated decision-making. Additionally, they must be
provided with meaningful information about the logic involved, as well as the significance and the envisaged consequences of such
processing for them. This requirement ensures that data subjects are fully aware of how their personal data is being used and the
potential impacts, thereby promoting transparency and trust in the processing activities.

NEW QUESTION # 131
All of the following are potential benefits of using private over public LLMs EXCEPT?

A. Confirmation of security and confidentiality.

B. Reduction in possibility of hallucinated information.

C. Reduction in time taken for data validation and verification.
D. Application for specific use cases within the enterprise.

Answer: C

Explanation:

Private LLMs offer advantages likecustomizability,reduced hallucination,confidentiality, andalignment with enterprise-specific tasks,
but theydo not inherently reduce the time or effortneeded fordata validation or verification- which remains an essential step
regardless of model privacy.

Fromthe Al risk and quality sections:

"Ensuring the quality of the data... is highly contextual and must be validated regardless of the model's deployment environment." (p.
17)

* B, C, Dare legitimate benefits of private LLMs.

* Ais incorrect - validation still requires time and resources.

NEW QUESTION # 132
The best practice to manage third-party risk associated with Al systens is to create and implement policies that?

¢ A Focus on the technical aspects of Al systens, such as data security, while ethical risks are addressed through suitable
contracts.

¢ B. Require third-party Al systems to undergo a comprehensive audit by an external cybersecurity firm every six months.

¢ C. Provide for an appropriate level of due diligence and ongoing monitoring based on the defined risk.

¢ D. Focus on the financial stability of third-party vendors as the primary criterion for risk assessment.

Answer: C

Explanation:

Third-party risk management for Al systems should beproportional and risk-based, involvingnitial due diligenceandongoing
monitoringthat reflects thelevel of risk posedby the third party's Al system.

From the Al Governance in Practice Report2025:

"Third-party due diligence assessments to identify possible external risk and inform selection." (p. 11)

"Legal due diligence may include verification of the personal data's lawful collection by the data broker, review of contractual
obligations..." (p. 19)

* Afocuses too narrowly on financial stability.

* Cis excessive and not scalable or aligned with best practices.

* Diappropriately separates ethical and technical risks; both must be evaluated holistically.

NEW QUESTION # 133

CASE STUDY

A global marketing agency is adapting a large language model ("LLM") to generate content for an upcoming marketing campaign for
a client's new product: a hard hat designed for construction workers of any gender to better protect them from head mjuries.

The marketing agency is accessing the LLM through an application programming interface ("API") developed by a third-party
technology company. They want to generate text to be used for targeted advertising communications that highlight the benefits of the
hard hat to potential purchasers. Both the marketing agency and the technology company have taken reasonable steps to address Al
governance.

The marketing company has:

* Entered into a contract with the technology company with suitable representations and warranties.



* Completed an impact assessment on the LLM for this intended use.

* Built technical guidance on how to measure and mitigate bias in the LLM.

* Enabled technical aspects of transparency, explainability, robustness and privacy.

* Followed applicable regulatory requirements.

* Created specific legal statements and disclosures regarding the use of the Al on its client's advertising.
The technology company has:

* Provided guidance and resources to developers to address environmental concerns.

* Build technical guidance on how to measure and mitigate bias in the LLM.

* Provided tools and resources to measure bias specific to the LLM.

* Enabled technical aspects of transparency, explainability, robustness and privacy.

* Mapped and mitigated potential societal harns and large-scale impacts.

* Followed applicable regulatory requirements and industry standards.

* Created specific legal statements and disclosures regarding the LLM. including with respect to IP and rights to data.
Which stakeholder is responsible for the lawful collection of data used to train the foundational Al model?

A. The marketing agency's client
B. The marketing agency

C. The data aggregator

D. The tech company

Answer: D

Explanation:

The correct answer is B - The tech company. The party that develops and trains the foundational model is responsible for ensuring
the lawful collection of training data.

Fromthe AIGP ILT Guide - Foundational Models & Data Governance:

"Responsibility for the lawfulness of data collection typically lies with the party that trains the model- usually the provider or
developer of the foundational model." Al Governance in Practice Report 2024 confirns:

"General Purpose Al providers are required to ensure that training data is lawfully acquired, including compliance with intellectual
property and privacy requirements." The marketing agency is only a user or downstream integrator, not responsible for original data
collection.

NEW QUESTION # 134

Our company, with a history of ten years, has been committed to making efforts on developing AIGP exam guides in this field. Since
the establishment, we have won wonderful feedback from customers and ceaseless business and continuously worked on developing
our AIGP exam prepare to make it more received by the public. Moreover, our understanding of the importance of information
technology has reached a new level. Efforts have been made i our experts to help our candidates successfully Pass AIGP Exam.
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