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Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q858-Q863):
NEW QUESTION # 858 
A company wants to use a data lake that is hosted on Amazon S3 to provide analytics services for historical data. The data lake
consists of 800 tables but is expected to grow to thousands of tables. More than 50 departments use the tables, and each
department has hundreds of users.
Different departments need access to specific tables and columns. Which solution will meet these requirements with the LEAST
operational overhead?

A. Create an IAM role for each department. Use AWS Lake Formation based access control to grant each IAM role access
to specific tables and columns. Use Amazon Athena to analyze the data.
B. Create an Amazon Redshift cluster for each department. Use AWS Glue to ingest into the Redshift cluster only the tables
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and columns that are relevant to that department. Create Redshift database users. Grant the users access to the relevant
department's Redshift cluster. Use Amazon Redshift to analyze the data.
C. Create an IAM role for each department. Use AWS Lake Formation tag-based access control to grant each IAM role
access to only the relevant resources. Create LF-tags that are attached to tables and columns. Use Amazon Athena to
analyze the data.
D. Create an Amazon EMR cluster for each department. Configure an IAM service role for each EMR cluster to access
relevant S3 files. For each department's users, create an IAM role that provides access to the relevant EMR cluster. Use
Amazon EMR to analyze the data.

Answer: C

Explanation:
The requirement is to provide granular, scalable access to thousands of tables and columns in a data lake across many users and
departments, with the least operational overhead.
AWS Lake Formation supports tag-based access control (TBAC) using LF-tags (Lake Formation tags), which allows you to assign
tags to tables, columns, and databases. You can then define permissions on resources by specifying tags rather than managing
permissions for individual resources. This approach is highly scalable and efficient when dealing with a growing number of tables and
columns. By associating IAM roles to departments and granting access based on LF- tags, you dramatically reduce the operational
burden as new tables or columns are added; you only need to assign the appropriate tags.
Amazon Athena can directly query data in S3 with Lake Formation providing fine-grained access control.

NEW QUESTION # 859 
A company needs to use its on-premises LDAP directory service to authenticate its users to the AWS Management Console. The
directory service is not compatible with Security Assertion Markup Language (SAML).
Which solution meets these requirements?

A. Set up a process that rotates the I AM credentials whenever LDAP credentials are updated.
B. Develop an on-premises custom identity broker application or process that uses AWS Security Token Service (AWS
STS) to get short-lived credentials.
C. Enable AWS 1AM Identity Center (AWS Single Sign-On) between AWS and the on-premises LDAP.
D. Create an 1AM policy that uses AWS credentials, and integrate the policy into LDAP.

Answer: B

Explanation:
The solution that meets the requirements is to develop an on-premises custom identity broker application or process that uses AWS
Security Token Service (AWS STS) to get short-lived credentials. This solution allows the company to use its existing LDAP
directory service to authenticate its users to the AWS Management Console, without requiring SAML compatibility. The custom
identity broker application or process can act as a proxy between the LDAP directory service and AWS STS, and can request
temporary security credentials for the users based on their LDAP attributes and roles. The users can then use these credentials to
access the AWS Management Console via a sign-in URL generated by the identity broker. This solution also enhances security by
using short-lived credentials that expire after a specified duration.
The other solutions do not meet the requirements because they either require SAML compatibility or do not provide access to the
AWS Management Console. Enabling AWS IAM Identity Center (AWS Single Sign-On) between AWS and the on-premises
LDAP would require the LDAP directory service to support SAML 2.0, which is not the case for this scenario. Creating an IAM
policy that uses AWS credentials and integrating the policy into LDAP would not provide access to the AWS Management
Console, but only to the AWS APIs. Setting up a process that rotates the IAM credentials whenever LDAP credentials are updated
would also not provide access to the AWS Management Console, but only to the AWS CLI. Therefore, these solutions are not
suitable for the given requirements.

NEW QUESTION # 860 
A company needs to transfer 600 TB of data from its on-premises network-attached storage (NAS) system to the AWS Cloud.
The data transfer must be complete within 2 weeks. The data is sensitive and must be encrypted in transit. The company's internet
connection can support an upload speed of 100 Mbps.
Which solution meets these requirements MOST cost-effectively?

A. Use the AWS Snow Family console to order several AWS Snowball Edge Storage Optimized devices Use the devices to
transfer the data to Amazon S3.
B. Create a VPN connection between the on-premises NAS system and the nearest AWS Region Transfer the data over the



VPN connection
C. Use Amazon S3 multi-part upload functionality to transfer the fees over HTTPS
D. Set up a 10 Gbps AWS Direct Connect connection between the company location and (he nearest AWS Region Transfer
the data over a VPN connection into the Region to store the data in Amazon S3

Answer: A

Explanation:
The best option is to use the AWS Snow Family console to order several AWS Snowball Edge Storage Optimized devices and use
the devices to transfer the data to Amazon S3. Snowball Edge is a petabyte-scale data transfer device that can help transfer large
amounts of data securely and quickly. Using Snowball Edge can be the most cost-effective solution for transferring large amounts of
data over long distances and can help meet the requirement of transferring 600 TB of data within two weeks.

NEW QUESTION # 861 
A company runs multiple web applications on Amazon EC2 instances behind a single Application Load Balancer (ALB). The
application experiences unpredictable traffic spikes throughout each day. The traffic spikes cause high latency. The unpredictable
spikes last less than 3 hours. The company needs a solution to resolve the latency issue caused by traffic spikes.

A. Use EC2 Reserved Instances in an Auto Scaling group. Replace the ALB with a Network Load Balancer (NLB).
B. Use EC2 Reserved Instances in an Auto Scaling group. Configure the Auto Scaling group to use a scheduled scaling policy
based on peak traffic hours.
C. Use EC2 Spot Instances in an Auto Scaling group. Configure the Auto Scaling group to use a scheduled scaling policy
based on peak traffic hours.
D. Use EC2 instances in an Auto Scaling group. Configure the ALB and Auto Scaling group to use a target tracking scaling
policy.

Answer: D

Explanation:
AWS recommends Auto Scaling with dynamic scaling policies to handle unpredictable workload spikes.
Target tracking scaling policies automatically adjust capacity based on defined metrics such as average CPU utilization or request
count per target. This approach ensures applications maintain responsiveness without overprovisioning. Scheduled scaling (options B
and C) is only effective when traffic patterns are predictable, which is not the case here. Reserved Instances or Spot Instances also
do not address sudden demand changes effectively. Replacing the ALB with an NLB (D) does not solve latency caused by EC2
instance capacity.
Therefore, using EC2 instances in an Auto Scaling group with a target tracking scaling policy is the most effective and cost-efficient
solution for unpredictable, short-lived traffic spikes.
References:* Amazon EC2 Auto Scaling User Guide - Target tracking scaling policies* AWS Well- Architected Framework -
Performance Efficiency Pillar: Elasticity and scaling

NEW QUESTION # 862 
A company is designing an application to collect and store data from several social media sources. The company must store the data
in a highly available and scalable storage solution.
The company uses the data frequently during the first day. The company rarely uses the data after 30 days. Which solution will meet
these requirements in the MOST cost-effective way?

A. Configure Amazon Data Firehose to ingest the social media data and to store the data in Amazon Redshift. Use Amazon
Redshift system tables to identify data that has not been used for 30 days.
Copy the results to Amazon S3 Standard.
B. Configure Amazon Data Firehose to ingest the social media data and to send the data to an Amazon S3 bucket. Configure
an S3 Lifecycle configuration rule to move the data to S3 Glacier Deep Archive after 30 days.
C. Configure Amazon Kinesis Data streams to ingest the social media data and to store the data in an Amazon S3 bucket.
Configure an AWS Lambda function to identify data that has not been used for 30 days and to copy unused data to AWS
Snowball.
D. Configure Amazon Kinesis Data streams to ingest the social media data and to store the data in an Amazon EC2 instance
store volume. Configure the instance to move the data to the Amazon S3 Standard storage class after 30 days.

Answer: B



Explanation:
Amazon Data Firehose can directly deliver streaming data to Amazon S3 with minimal operational effort, and Amazon S3 provides
highly available and scalable storage. Because the data is accessed frequently only during the first 30 days and is rarely needed
afterward, an S3 Lifecycle rule can automatically transition the objects to S3 Glacier Deep Archive for the lowest long-term storage
cost.

NEW QUESTION # 863
......

These Amazon SAA-C03 questions can be customized by the user according to their needs. This customization feature so that
customers can adjust the time as they want. They can change the settings of the time and questions as per need while giving the
Amazon SAA-C03 tests. These Amazon SAA-C03 exam questions train candidates to maintain discipline so that they can solve the
real Amazon SAA-C03 questions on time while giving their final SAA-C03 exam.
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