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‘When investigating security events, which feature in Cortex XDR is useful for reverting the changes on the endpoint?

® A. Remediation Automation
¢ B. Remediation Suggestions
e C. Automatic Remediation
e D. Machine Remediation

IEf#: B

fiR e«

When investigating security events, the feature in Cortex XDR that is useful for reverting the changes on the endpoint is Remediation
Suggestions. Remediation Suggestions are a feature of Cortex XDR that provide you with recommended actions to undo the effects
of malicious activity on your endpoints. You can view the remediation suggestions for each alert or incident in the Cortex XDR
console, and decide whether to apply them or not. Remediation Suggestions can help you restore the endpoint to its original state,
remove malicious files or processes, or fix registry or system settings. Remediation Suggestions are based on the forensic data
collected by the Cortex XDR agent and the analysis performed by Cortex XDR. Reference:

Remediation Suggestions

Apply Remediation Suggestions
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What is the purpose of the Unit 42 team?

A. Unit 42 is responsible for threat research, malware analysis and threat hunting

B. Unit 42 is responsible for automation and orchestration of products

C. Unit 42 is responsible for the rapid deployment of Cortex XDR agents

D. Unit 42 is responsible for the configuration optimization of the Cortex XDR server

ER: A

R :

Unit 42 is the threat mtelligence and response team of Palo Alto Networks. The purpose of Unit 42 is to collect and analyze the
most up-to-date threat intelligence and apply it to respond to cyberattacks. Unit 42 is composed of world-renowned threat
researchers, incident responders and security consultants who help organizations proactively manage cyber risk. Unit 42 is
responsible for threat research, malware analysis and threat hunting, among other activities12.

Let's briefly discuss the other options to provide a comprehensive explanation:

A . Unit 42 is not responsible for automation and orchestration of products. Automation and orchestration are capabilities that are
provided by Palo Alto Networks products such as Cortex XSOAR, which is a security orchestration, automation and response
platform that helps security teans automate tasks, coordinate actions and manage incidents3.

B . Unit 42 is not responsible for the configuration optimization of the Cortex XDR server. The Cortex XDR server is the cloud-
based platform that provides detection and response capabilities across network, endpoint and cloud data sources. The
configuration optimization of the Cortex XDR server is the responsibility of the Cortex XDR administrators, who can use the Cortex
XDR app to manage the settings and policies of the Cortex XDR server4.

C . Unit 42 is not responsible for the rapid deployment of Cortex XDR agents. The Cortex XDR agents are the software
components that are installed on endpoints to provide protection and visibility. The rapid deployment of Cortex XDR agents is the
responsibility of the Cortex XDR administrators, who can use various methods such as group policy objects, scripts, or third-party
tools to deploy the Cortex XDR agents to multiple endpoints5.

In conclusion, Unit 42 is the threat intelligence and response team of Palo Alto Networks that is responsible for threat research,
malware analysis and threat hunting, By leveraging the expertise and insights of Unit 42, organizations can enhance their security
posture and protect against the latest cyberthreats.

Reference:

About Unit 42: Our Mission and Team

Unit 42: Threat Intelligence & Response

Cortex XSOAR

Cortex XDR Pro Admin Guide: Manage Cortex XDR Settings and Policies

Cortex XDR Pro Admin Guide: Deploy Cortex XDR Agents
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Which statement regarding scripts in Cortex XDR is true?



A. The level of risk is assigned to the script upon import.

B. The script is run on the machine uploading the script to ensure that it is operational.
C. Any version of Python script can be run.

D. Any script can be imported including Visual Basic (VB) scripts.

EfE: A

fEE N -

The correct answer is B, the level of risk is assigned to the script upon import. When you import a script to the Agent Script Library
in Cortex XDR, you need to specify the level of risk associated with the script. The level of risk determines the permissions and
restrictions for running the script on endpoints. The levels of risk are:

Low: The script can be run on any endpoint without requiring approval from the Cortex XDR administrator. The script can also be
used in remediation suggestions or automation actions.

Medum: The script can be run on any endpoint, but requires approval from the Cortex XDR administrator. The script can also be
used in remediation suggestions or automation actions.

High: The script can only be run on isolated endpoints, and requires approval from the Cortex XDR administrator. The script cannot
be used in remediation suggestions or autormation actions.

The other options are incorrect for the following reasons:

A is incorrect because not any version of Python script can be run in Cortex XDR. The scripts must be written in Python 2.7, and
nust follow the guidelines and limitations described in the Cortex XDR documentation. For example, the scripts must not exceed 64
KB in size, must not use external libraries or modules, and must not contain malicious or harmful code.

C is incorrect because not any script can be imported to Cortex XDR, including Visual Basic (VB) scripts. The scripts must be
written in Python 2.7, and must follow the guidelines and limitations described in the Cortex XDR documentation. VB scripts are not
supported by Cortex XDR, and will not run on the endpoints.

D is incorrect because the script is not run on the machine uploading the script to ensure that it is operational. The script is only
validated for syntax errors and size limitations when it is imported to the Agent Script Library. The script is not executed or tested on
the machine uploading the script, and the script may still fail or cause errors when it is run on the endpoints.

Reference:

Agent Script Library

Import a Script

Run Scripts on an Endpoint
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Which of'the following best defines the Windows Registry as used by the Cortex XDR agent?

e A acentral system, available via the internet, for registering officially licensed versions of software to prove ownership

¢ B. a hierarchical database that stores settings for the operating system and for applications

e C. aledger for maintaining accurate and up-to-date information on total disk usage and disk space remaining available to the
operating system

¢ D. a system of files used by the operating system to commit memory that exceeds the available hardware resources. Also
known as the "swap"

IEf#: B

R

The Windows Registry is a hierarchical database that stores settings for the operating system and for applications that run on
Windows. The registry contains information, settings, options, and other values for programs and hardware installed on all versions
of Microsoft Windows operating systens. The registry is organized into five main sections, called hives, each of which contains keys,
subkeys, and values. The Cortex XDR agent uses the registry to store its configuration, status, and logs, as well as to monitor and
control the endpoint's security features. The Cortex XDR agent also allows you to run scripts that can read, write, or delete registry
keys and values on the endpoint. Reference:

Windows Registry - Wikipedia

Registry Operations
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An attacker tries to load dynamic libraries on macOS from an unsecure location. Which Cortex XDR module can prevent this

attack?

e A. Hot Patch Protection



¢ B. DDL Security
¢ C. Dylb Hijacking
¢ D. Kermel Integrity Monitor (KIM)

IEf: C

fEERA -

The correct answer is D. Dylib Hijacking. Dylib Hijacking, also known as Dynamic Library Hijacking, is a technique used by
attackers to load malicious dynamic libraries on macOS from an unsecure location. This technique takes advantage of the way
macOS searches for dynamic libraries to load when an application is executed. To prevent such attacks, Palo Alto Networks offers
the Dylib Hijacking prevention capability as part of their Cortex XDR platform This capability is designed to detect and block
attempts to load dynamic libraries from unauthorized or unsecure locations1.

Let's briefly discuss the other options to provide a comprehensive explanation:

A . DDL Security: This is not the correct answer. DDL Security is not specifically designed to prevent dynamic library loading
attacks on macOS. DDL Security is focused on protecting against DLL (Dynamic Link Library) hijacking on Windows systems2.

B . Hot Patch Protection: Hot Patch Protection is not directly related to preventing dynamic library loading attacks. It is a security
feature that protects against runtime patching or modification of code in memory, often used by advanced attackers to bypass
security measures3. While Hot Patch Protection is a valuable security feature, it is not directly relevant to the scenario described.

C . Kemel Integrity Monitor (KIM): Kernel Integrity Monitor is also not the correct answer. KIM is a module in Cortex XDR that
focuses on monitoring and protecting the integrity of the macOS kernel. It detects and prevents unauthorized modifications to critical
kernel components4. While KIM plays an essential role in overall macOS security, it does not specifically address the prevention of
dynamic library loading attacks.

In conclusion, Dylib Hijacking is the Cortex XDR module that specifically addresses the prevention of attackers loading dynamic
libraries from unsecure locations on macOS. By leveraging this module, organizations can enhance their security posture and protect
against this specific attack vector.

Reference:

Endpoint Protection Modules

DDL Security

Hot Patch Protection

Kernel Integrity Monitor
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