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Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q160-Q165):
NEW QUESTION # 160 
When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.)

A. abandon
B. drop
C. return
D. redirect
E. delay

Answer: D,E
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NEW QUESTION # 161 
Drag and drop the Cisco ESA reactions to a possible DLP from the left onto the correct action types on the right.

Answer:

Explanation:

NEW QUESTION # 162 
When the Spam Quarantine is configured on the Cisco ESA, what validates end-users via LDAP during login to the End-User
Quarantine?

A. Spam Quarantine External Authentication Query
B. Spam Quarantine End-User Authentication Query
C. Enabling the End-User Safelist/Blocklist feature
D. Spam Quarantine Alias Consolidation Query

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118692-configure- esa-00.html

NEW QUESTION # 163 
An engineer must modify the altsrchost table on a Cisco Secure Email Gateway Messages destined for a domain named
@cisco.com must be mapped to Newlnterface with an IP address of 10.10.10.1. What must be added to the table?

A. @cisco.com Newlnterface
B. cisco.com Newlnterface
C. Newlnterface @cisco.com
D. Cisco com 10.10.10.1

Answer: A

NEW QUESTION # 164 
A Cisco ESA administrator has several mail policies configured. While testing policy match using a specific sender, the email was not
matching the expected policy.
What is the reason of this?

A. The To" header is checked against all policies in a top-down fashion.
B. The message header with the highest priority is checked against the Default policy in a top-down fashion.
C. The message header with the highest priority is checked against each policy in a top-down fashion.
D. The Tram* header is checked against all policies in a top-down fashion.

Answer: C

Explanation:
The envelope sender and the envelope recipeint have a higher priority over the sender header when you match a message to a mail
policy. If you configure a mail policy to match a specific user, the messages are automatically classified into the mail policy based on
the envelope sender and the envelope recipient. https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-
1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_chapter_01001.html

NEW QUESTION # 165
......
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