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criteria to pass it. You should know the type of ISO/IEC 27001 (2022) Foundation Exam questions, the pattern of the ISO/IEC
27001 (2022) Foundation Exam exam, and the time limit to complete the ISO-IEC-27001-Foundation Exam. All these factors help
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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

Topic 1
Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
involves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

Topic 2
Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
to applicable laws, policies, and regulations to operate within established legal and ethical standards.

Topic 3
Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
integrity.

Topic 4
Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.
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Topic 5
Framework Design: Framework design is the process of developing a reusable structural foundation that
supports and guides the creation and organization of software systems.

Topic 6
Information Management (IM): Information management (IM) encompasses the entire lifecycle of
information within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.
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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q25-Q30):
NEW QUESTION # 25 
Which is a control title within Annex A of ISO/IEC 27001?

A. Change control
B. Responsibilities and procedures
C. Protection of documents
D. Information security in supplier relationships

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
In ISO/IEC 27002:2022, which provides control guidance for Annex A of ISO/IEC 27001, Clause 5.19 is titled:"Information
security in supplier relationships." This control requires organizations to ensure that information security is addressed in supplier
agreements and relationships. It is part of theOrganizational Controls theme. The other options are not control titles in Annex A:
* "Responsibilities and procedures" (B) was used in older standards like ISO/IEC 27001:2005 but no longer exists.
* "Protection of documents" (C) relates to document control but is not a specific Annex A control.
* "Change control" (D) is relevant to ITIL/ITSM but not listed as a control title in Annex A.
Therefore, the correct Annex A control title isA: Information security in supplier relationships.

NEW QUESTION # 26 
Which statement describes a requirement of an internal audit programme?

A. All processes must be audited within a 3-year cycle
B. Previous audit results are disregarded to ensure objectivity
C. The programme must use third party auditors to ensure impartiality
D. The programme must consider the importance of the target processes

Answer: D

Explanation:
Clause 9.2.2 of ISO/IEC 27001:2022 specifies requirements for the internal audit programme. It requires organizations to:
"Plan, establish, implement and maintain an audit programme(s) including the frequency, methods, responsibilities, planning
requirements and reporting, which shall take into consideration the importance of the processes concerned, changes affecting the
organization, and the results of previous audits." This makes optionCcorrect, since importance of the processes is a required factor.
Option A is incorrect because audits do not need third-party auditors; objectivity can be maintained internally if independence is
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respected. Option B is wrong because previous audit results must be considered, not disregarded. Option D is also incorrect - the
standard does not specify a 3-year cycle; frequency depends on risks and needs.
Thus, the correct verified answer isC.

NEW QUESTION # 27 
What is required to be reported by the Information security event reporting control?

A. Information disclosure
B. Observed or suspected events
C. Unauthorized access
D. Asset disposal

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A, control 6.8 (Information security event reporting) specifies:
"Information security events should be reported through appropriate management channels as quickly as possible. The organization
should require all employees and contractors to note and report any observed or suspected information security events." This
wording confirms that the required reporting covers"observed or suspected events."Specific event types like information disclosure
(A) or unauthorized access (B) are examples but not the broad requirement.
Asset disposal (C) is addressed separately under equipment lifecycle controls (Annex A.7.14).
Therefore, the verified correct answer isD: Observed or suspected events.

NEW QUESTION # 28 
Which trend in information security performance is required to be considered during a management review of the ISMS?

A. Decisions related to continual improvement opportunities
B. Relevant external and internal requirements changes
C. Achievement of information security objectives
D. Validity of information continuity controls

Answer: C

Explanation:
Clause 9.3.2 (Management Review Inputs) states that management reviews shall include:
"c) information on the information security performance, including trends in: (1) nonconformities and corrective actions; (2)
monitoring and measurement results; (3) audit results; and (4) fulfilment of information security objectives." This makesachievement
of information security objectives(option A) a required trend to be considered.
While external/internal requirements (C) and continual improvement opportunities (D) are also part of management review inputs,
they are not specifically listed under "trends in performance." Option B is outside the direct requirement.
Thus, the verified answer isA.

NEW QUESTION # 29 
Which of the following statements about the relationship between ISO/IEC 27001 and ISO/IEC 27002 is true?
* ISO/IEC 27002 provides implementation advice on the controls selected during the ISO/IEC 27001 information security risk
management process
* ISO/IEC 27002 provides a process for information security risk management which implements the requirements of ISO/IEC
27001

A. Neither 1 or 2 is true
B. Only 2 is true
C. Both 1 and 2 are true
D. Only 1 is true

Answer: D

Explanation:



Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001 & 27002:2022 standards:
ISO/IEC 27001 Annex A lists reference controls. ISO/IEC 27002 providesdetailed guidance on the implementation of those
controls, including purpose, guidance, and examples. Clause 6.1.3 of ISO/IEC
27001 makes the link explicit: controls from Annex A are referenced, but ISO/IEC 27002 explains how to implement them.
However, ISO/IEC 27002 doesnotprovide a process for risk management-that is covered by ISO/IEC
27005. Risk management requirements are in ISO/IEC 27001 (Clauses 6.1.2 and 6.1.3).
Therefore, statement 1 is true, but statement 2 is false. Correct answer:A.

NEW QUESTION # 30
......
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