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ISACA Advanced in AI Security Management (AAISM) Exam Sample
Questions (Q75-Q80):
NEW QUESTION # 75 
Which of the following information is MOST important to include in a centralized AI inventory?

A. AI model use cases
B. Ownership and accountability of AI systems
C. Training data sets
D. Foundation model and package registry

Answer: B

Explanation:
AAISM governance practices identify ownership and accountability as the most critical element in any centralized AI inventory. An
AI inventory provides oversight by cataloging all AI assets within an organization, and assigning responsibility ensures that each
system has clear governance, monitoring, and compliance coverage. While use cases, training data, and registries are valuable
metadata, they do not guarantee accountability. Without defined ownership, no party is responsible for addressing risk, bias, or
incidents. Therefore, the most important information to include is ownership and accountability details for each AI system.
References:
AAISM Exam Content Outline - AI Governance and Program Management (AI Inventories and Oversight) AI Security
Management Study Guide - Ownership and Accountability Structures

NEW QUESTION # 76 
Which AI data management technique involves creating validation and test data?

A. Training
B. Learning
C. Splitting
D. Annotating

Answer: C

Explanation:
AAISM describes data splitting as the process of dividing datasets into:
* training
* validation
* test sets
This is essential for reducing overfitting and ensuring robust evaluation.
Learning (A) refers to model training. Annotating (D) labels data. Training (C) does not create validation/test data.
References: AAISM Study Guide - AI Data Preparation & Dataset Splitting.

NEW QUESTION # 77 
Which of the following is the MOST important consideration when deciding how to compose an AI red team?

A. Resource availability
B. AI use cases
C. Compliance requirements
D. Time-to-market constraints

Answer: B

Explanation:
AAISM materials specify that the composition of an AI red team must be tailored to the organization's AI use cases. The purpose of
red-teaming is to simulate realistic adversarial conditions aligned with the actual applications of AI. For example, testing a generative
model requires different expertise than testing a fraud detection system. While resource availability, compliance requirements, and
time-to-market pressures are practical considerations, they are secondary to aligning team expertise with use case scenarios. The
most important factor is therefore the AI use cases themselves.
References:



AAISM Exam Content Outline - AI Risk Management (Red Teaming Considerations) AI Security Management Study Guide -
Tailoring Adversarial Testing to Use Cases

NEW QUESTION # 78 
Which defense is MOST effective against cyberattacks that alter input data to avoid detection?

A. Conducting periodic monitoring of decisions
B. Enhancing model robustness through adversarial training
C. Restricting access to internal model parameters
D. Applying differential privacy to training data

Answer: B

Explanation:
AAISM lists adversarial training as the strongest method to harden models against input manipulation attacks.
By exposing models to adversarial examples during training, the system learns to resist evasion techniques.
Access restriction (B) protects confidentiality, not detection evasion. Monitoring (C) is reactive, not preventive. Differential privacy
(D) protects individual data, not adversarial inputs.
References: AAISM Study Guide - AI Evasion Attacks; Adversarial Training Mitigation.

NEW QUESTION # 79 
When evaluating a new AI tool for intrusion prevention, which of the following is the MOST important consideration to ensure the
tool fits within the existing program architecture?

A. Confirm tool capabilities align with the control objectives.
B. Prioritize a tool that offers real-time anomaly detection.
C. Select a tool that integrates with the existing SIEM.
D. Ensure automated response orchestration.

Answer: A

Explanation:
The highest-priority fit criterion for introducing a new AI security capability is alignment to the organization' s established control
objectives and program architectures. Control objectives encode what must be achieved (e.g., detection coverage, response
timeliness, accountability, auditability) and are the basis for requirements traceability across governance, risk, and technical controls.
Ensuring the tool's capabilities directly satisfy those objectives provides architectural fit, policy conformance, and measurable
assurance. While integration (e.g., SIEM), detection features (e.g., real-time anomaly detection), and orchestration are important,
they are secondary to proving the tool maps to-and can be verified against-the control objectives that define the program's intended
outcomes.
References:* AI Security Management™ (AAISM) Body of Knowledge: AI Governance and Program Management - Security
program alignment, control objectives, and requirements traceability* AI Security Management™ Study Guide: Control objective
mapping, architecture fit criteria, and solution selection governance
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