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¢ Domnain 4: Prompt Crafting and Prompt Engineering This section measures skills of Software Developers
and Al Interaction Designers in effectively crafting prompts to optimize Copilot’s output. It reviews
=x 1 foundational concepts such as prompt components, the role of language in prompting, zero-shot vs. few-
shot prompting, and how chat history influences responses. Best practices and engineering principles for
prompt design and training methods are also covered.
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¢ Domain 6: Testing with GitHub Copilot: This section measures abilities of QA Engineers and Test

Automation Specialists to use Copilot for test generation, including unit and integration tests. It explains
=x2 how Copilot can identify edge cases and assist in writing assertions. The domain also covers different
Copilot subscription SKUs, privacy considerations, organizational code suggestion settings, and
configuration files related to Copilot.

¢ Privacy Fundamentals and Context Exclusions: This domain focuses on Security Engineers and Compliance
Officers and addresses improving code quality with Copilot’s test suggestions and security optimizations. It
covers identification of security vulnerabilities, performance enhancements, and privacy features like

=X 3 content exclusions at repository and organization levels with explanation of their limitations. Candidates

learn about safeguarding mechanisims such as duplication detection, contractual protections, security

checks, and troubleshooting guide for common Copilot issues including context exclusions and suggestion

gaps.

¢ Responsible :This section of the exam measures skills of Al Ethics Officers and Risk Managers and covers

the responsible and ethical usage of Al technologies. It explains the risks and limitations associated with
=X 4 generative Al tools, including biases in training data and the need to validate Al outputs. Candidates learn
how to operate Al responsibly by identifying potential harms such as bias, fairness, privacy concerns, and
mitigating these harms by applying ethical Al principles.

¢ How GitHub Copilot Works and Handles Data: Designed for Machine Learning Engineers and Data

Privacy Specialists, this section covers the data lifecycle and processing behind Copilot’s code suggestions.
=55 It explains how context is gathered, prompts constructed, responses generated, and post-processed
through proxy services. Candidates understand Copilot’s data policies, handling of inputs, and limitations
such as context window size and data age influencing suggestion relevance.
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A2 #113
Why is it important to ensure the security of the code used in Generative Al (Gen Al) tools?

A. Ensuring code security maintains the integrity of the Al system.

B. Ensuring code security supports the development of more advanced Al features.
C. Ensuring code security enables the Al systemto handle larger datasets effectively.
D. Ensuring code security prevents unauthorized access and potential data breaches.

He:. D

MY

"Securing the code used with generative Al prevents unauthorized access, helps safeguard sensitive data, and protects against
potential breaches." This confirms option A is correct because the primary importance lies in avoiding unauthorized access and
breaches.

References: GitHub Copilot responsible use and Al security documentation.

AE #114
‘Which REST API endpoint is used to modify details about a GitHub Copilot Business subscription? (Each correct answer presents
part of the solution. Choose two.)
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A. Remove teans from the Copilot subscription for an organization
B. Upgrade or downgrade the subscription tier

C. Reassign Copilot seats based on GitHub repository size

D. Add teams to the Copilot subscription for an organization

E. Migrate Copilot seat assignments between GitHub organizations

He: AD

Y.
The REST API endpoints are used to add and remove teams from the Copilot Business subscription within an organization.

HAE #115
Why might a Generative Al (Gen Al) tool create inaccurate outputs?

A. The Gen Al tool is experiencing downtime and is not fully recovered.

B. The Gen Al tool is programmed with a focus on creativity over factual accuracy.
C. The training data might contain biases or inconsistencies.

D. The Gen Al tool is overloaded with too many requests at once.

Y. C

3.

Gen Al tools can produce mnaccurate outputs if the traning data contains biases or inconsistencies, which can lead to flawed or
misleading results.

Reference: Generative Al limitations docurmentation.

EEZ #1106
What are the effects of content exclusions? (Each correct answer presents part of the solution. Choose two.)

A. The excluded content is no longer used while debugging the code.

B. GitHub Copilot suggestions are no longer available in the excluded files.

C. The IDE will not count coding suggestions in the excluded content.

D. The excluded content is not directly available to GitHub Copilot to use as context.

HE. BD

M.

Content exclusions prevent GitHub Copilot from using the excluded content as context and stop suggestions from being generated in
those files.

Reference: GitHub Copilot content exclusion documentation.

AR #117
Which of the following steps correctly demonstrates how to establish an organization-wide policy for GitHub Copilot Business to
restrict its use to certain repositories?

A. Configure the policies in the organization settings

B. Apply policies through the GitHub Actions configuration
C. Create a copilot.policy in the .github repository

D. Create a copilot.policy file in each repository

HE: A

Y.

"Organization administrators can configure GitHub Copilot Business policies within the organization settings, including restricting
usage to certain repositories.” This proves that the correct way is through organization settings, not repository-level files or GitHub
Actions.

References: GitHub Copilot Business policy management documentation.
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