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The foundation
of IT security

When building IT and network security systems,
enterprises should build a sturdy foundation

with these seven steps. 1
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HEE #35
A company is specifically worried about rogue access points.
Which strategy should be used as a mitigation against this type of attack?

A. Configure switch port tracing
B. Decrease the wireless range
C. Monitor normal traffic patterns
D. Disable unnecessary services

HE: A

MY

Configuring switch port tracinghelps detect unauthorized devices, such as rogue access points, that are connected to the network.
Network administrators can useport securityandintrusion detection systens (IDS) to monitor and block unauthorized access points.
* Decreasing wireless rangemay limit exposure but does not actively detect rogue APs.

* Disabling unnecessary servicesimproves security but does not prevent rogue APs.

* Monitoring traffic patternshelps detect anomalies but does not directly stop rogue APs.

EAE #36
When setting up a network, a technician needs a router that creates an access point.
Which router should be used?

A. Wireless router

B. Broadband router

C. Inter-provider border router
D. Core router

e A

dE:

Awireless routeris designed to create an access point that allows wireless devices to connect to a network. It combines the finctions
of a traditional router with a wireless access point, enabling commumnication between wired and wireless devices. These routers use
Wi-Fi standards (e.g,, 802.11ac, 802.11ax) to transmit data wirelessly.

* Broadband routersprimarily provide internet connectivity but do not necessarily include Wi-Fi functionality unless specified.

* Core routershandle large-scale data routing in the backbone of networks but are not designed for access point creation.

* Inter-provider border routersfunction at an ISP level for routing traffic between different networks, not for providing user access.

HEE #37
An organization has experienced a series of data breaches and needs to ensure that data remains protected even if intercepted.
Which security measure should be implemented?

A. Patch management

B. Role-based access control (RBAC)
C. Data encryption

D. Two-factor authentication (2FA)

He: C

Y.
Data encryptionprotects sensitive information by encoding it into an unreadable format, ensuring that even if attackers intercept the
data, they cannot decipher it without the proper decryption key. This is crucial for protecting stored and transmitted data.
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* RBACcontrols user access but does not secure data in transit.
* 2F Astrengthens authentication but does not secure stored or transmitted data.
* Patch managementfixes software vulnerabilities but does not directly protect intercepted data.

EAE #38

A company wants to implement a cloud service to obtain access to virtual machines. The company wants to be able to choose the
operating systems and configure each of the machines.

What is the type of cloud service model that fits the needs of this company?

A. Software as a Service (SaaS)
B. Function as a Service (FaaS)
C. Infrastructure as a Service (IaaS)
D. Platform as a Service (PaaS)

HE: C

MY

Infrastructure as a Service (IaaS)provides virtualized computing resources over the cloud, including virtual machines where users can
install and configure their own operating systems and applications. It offers flexibility and scalability without requiring hardware
mvestment. Exanples include AWS EC2 and Microsoft Azure Virtual Machines.

* FaaSexecutes small code functions without infrastructure management.

* PaaSprovides a managed platform but not full OS control.

* SaaSoffers ready-to-use applications without nfrastructure control.

EE #39
A lbrary has a network that allows patrons to use their mobile devices to connect to the internet.
Which type of network is described?

A. SAN
B. MAN
C. PAN
D. WLAN

HEe. D

ME:

AWireless Local Area Network (WLAN)enables wireless connectivity within a defined geographic area, such as a library, office, or
coffee shop. WLANS use Wi-Fi technology to allow users to access the internet without physical cables.

* Storage Area Networks (SANs)are used for data storage and do not provide internet connectivity to users.

* Metropolitan Area Networks (MANs)cover larger areas, such as cities, and are not used within a single building,

* Personal Area Networks (PANs)connect personal devices like smartphones and laptops over short distances, such as via
Bluetooth, but do not support public internet access.

AR #40
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