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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q11-Q16):

NEW QUESTION # 11

An MSSP uses FortiManager to manage the FortiGate devices of its customers. The administrator grouped the devices for each
customer in different ADOMs. For customer A, you configured one SD-WAN overlay template that applies to all devices in the
ADOM. For customer B, you configured SD-WAN for DIA at the device level, with a different configuration for each FortiGate.
You onboard customer C, a car manufacturer, who requests to have a single-hub SD- WAN topology for its retail points, and a
dual-hub topology for the FortiGate devices installed in its factories. Which statement best describes how you should handle this
request?

® A Youcan place all the devices in the same ADOM, but you nust use the SD-WAN overlay template to define only one
topology.

¢ B. You can place all the devices in the same ADOM and you can create multiple SD-WAN tenplates, but you cannot use
the SD-WAN overlay template.

e C. Youmust assign the devices to different ADOMs to avoid conflicts between the single-hub and dual-hub SD-WAN
topologies.

¢ D. Youcan place all the devices in the same ADOM and define two topologies with the SD-WAN overlay template.

Answer: A

Explanation:

FortiManager uses SD-WAN overlay templates per ADOM to define the SD-WAN topology.

Within a single ADOM, you can only define one SD-WAN overlay template topology that applies to all devices in that ADOM.
If different topologies are needed (e.g., single-hub for retail, dual-hub for factories), the devices cannot share multiple overlay
topologies within the same ADOM.

Therefore, to handle mutltiple topologies, devices must be separated into different ADOMs or use separate device-level
configurations outside the overlay template.

NEW QUESTION # 12

Refer to the exhibit. The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate
device that supports hardware offloading.

Based on the information shown in the exhibits, which two conclusions can you draw? (Choose two.)
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Session details

# diagnose sys session list

session info: proto=6 proto_state=01 duration=39 expire=3593 timeout=3600
flags=00000000

socktype=0 sockport=0 av_idxe=0 use=4

state=may dirty npu

orgin->sink: org pre->post, reply pre—->post dev=7->5/5->7 gwy=
10.10.10.1/10.9.31.160

hook=pre dir=org act=ncop 10.9.31.160:7932->10.0.1.7:22(0.0.0.0:0)
hook=post dir=reply act=noop 10.0.1.7:22->10.9.31.160:7932(0.0.0.0:0)
pos/ (before, after) 0/(0,0), 0/ (0,0)

misc=0 policy id=1 auth info=0 chk _client info=0 wd=0

serial=00045e02 tos=ff/ff app list=0 app=0 url cat=0

sdwan_mbr_ seg=1 sdwan_servic_id=1

rpdb_link_id=800000000 rpdb_svc_id=0 ngfwid=n/a

npu_state= x4000c00

npu info: flag=0x81/0x81, offload=8/8sx dbs_offload=0/0, epid=64/76, ipid=
76/64,

vian=0x0000/0x0000

vlifid=76/64, vtag in=0x0000/0x0000 in npu=1/1, out_npu=l/l, fwd_en=0/0,
gid=2/2

reflect info 0:

dev=7->6/6->7

npu_state=0x4000800

npu info: flag=0x00/0x81, offload=0/8, ips_offload-0/0, epid-0/76, ipid=
0/€65, vlan=0x0000/0x0000

v1ifid=0/65, wvtag_in=0x0000/0x0000 in npu=0/1, out_npu=0/1, fwd en=0/0,
gid=0/2

total reflect session num: 1

total session 1

# diagnose netlink interface list

if=portl family=00 type=1 index=5 mtu=1500 link=0 master=0
if=port2 family=00 type=1 index=6 mtu=1500 link=0 master=0

if=port3 family=00 type=1 index=7 F:ES'D:DBE_BET
e

A. By default, FortiGate offloads symmetric and asymmetric flows.

B. The reply direction of the asymmetric traffic flows from port2 to port3.
C. The auxiliary session can be offloaded to hardware.

D. The original direction of the symmetric traffic flows from port3 to port2.

Answer: B,C

Explanation:

The session output shows reflect info: dev=7->6/6->7. From the netlink fist, ndex 6 = port2 and 7

= port3, so the reply direction of the asymmetric (auxiliary) session is port2 — port3.

The auxiliary session has npu info ... offload=8/8 (non-zero), indicating it can be offloaded to hardware.

NEW QUESTION # 13

Refer to the exhibit. You want to configure SD-WAN on a network as shown in the exhibit. The network contains many FortiGate
devices. Some are used as NGFW, and some are installed with extensions such as FortiSwitch, FortiAP or FortiExtender. What
should you consider when planning your deployment?
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A. Younust build multiple SD-WAN topologies. Each topology must contain only one type of extension.

B. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with FortiExtender.
C. You nust use FortiManager to manage your SD-WAN topology.

D. You can build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.

Answer: D

Explanation:

You can include FortiGates with extensions (FortiSwitch/FortiAP/FortiExtender) as spokes in one SD-WAN topology, but the hubs
should be clean FortiGate devices without extensions enabled.

Extensions like FortiLink or FortiExtender add roles/services that can conflict with hub duties (overlay termination, route distribution,
scale/HA) and aren't supported/recommended on hubs.

No need to split into muiltiple topologies or require FortiManager just for that.

NEW QUESTION # 14
You are tasked with configuring ADVPN 2.0 on an SD-WAN topology already configured for ADVPN. What should you do to
mmplement ADVPN 2.0 in this scenario?

A. Update the IPsec tunnel configuration on the branches.

B. Update the IPsec tunnel configurations on the hub.

C. Update the SD-WAN configuration on the branches.

D. Delete the existing ADVPN configuration and configure ADVPN 2.0.

Answer: C

Explanation:

ADVPN-2.0 is implemented by changing how SD-WAN selects/creates dynamic VPN's between sites (it uses the SD-
WAN/ADVPN settings so spokes can form direct child tunnels). If your topology already has ADVPN (legacy) IPsec tunnels in
place, you normally do not need to rip- and-replace existing [Psec tunnel definitions on hub or spokes - instead you enable and
adjust the ADVPN-2.0-related settings in the SD-WAN configuration on the branch devices so they will negotiate and use the
ADVPN-2.0 behavior.

NEW QUESTION # 15

Refer to the exhibits. You use FortiManager to manage the branch devices and configure the SD- WAN tenplate. You have
configured direct internet access (DIA) for the IT department users.

Now. you must configure secure internet access (SIA) for all local LAN users and have set the firewall policies as shown in the
second exhibit.

Then, when you use the install wizard to install the configuration and the policy package on the branch devices, FortiManager reports
an error as shown in the third exhibit. Which statement describes why FortiManager could not install the configuration on the
branches?
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branches 4 branch:fgt [root]

4 beanch2_fgt [root]

Firewall policies

@ FTP

OLAN QO portl = LAN-net =@l ©always @HTIP

@ HTTPS

=all ®malways WALL

Interface =
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@ port2
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L default

Ex3default
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FortiManager error message
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A Task finished with errors. -&\,*
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vInterface Validation
+ Policy and Object Validation

v Ready to Install
0  Device Name & Statun = Action $
O + branchi_fgt ® Copy Failed Log
O +branch2_fgt ® Copy Failed Log
¢ A. You cannot install firewall policies that reference an SD-WAN member.
¢ B. You cannot install SIA and DIA rules on the same device.
¢ C. Younust direct SIA traffic to a VPN tunnel
¢ D. You cannot install firewall policies that reference an SD-WAN zone.
Answer: A
Explanation:

In FortiManager, firewall policies must reference SD-WAN zones, not individual SD-WAN menbers (interfaces like portl or
port2). The SIA rule incorrectly references portl, which is a member - not a zone - causing the installation failure during validation.

NEW QUESTION # 16
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