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HEE #29
Which of'the following is a valid use case that a search head cluster addresses?

A. Provide redundancy in the event a search peer fails.
B. Knowledge Object replication.

C. Search affinity.

D. Increased Search Factor (SF).

He: B

MY

The correct answer is C. Knowledge Object replication. This is a valid use case that a search head cluster addresses, as it ensures
that all the search heads in the cluster have the same set of knowledge objects, such as saved searches, dashboards, reports, and
alerts1. The search head cluster replicates the knowledge objects across the cluster members, and synchronizes any changes or
updates]. This provides a consistent user experience and avoids data inconsistency or duplicationl. The other options are not valid
use cases that a search head cluster addresses. Option A, providing redundancy in the event a search peer fails, is not a use case for
a search head cluster, but for an indexer cluster, which maintains multiple copies of the indexed data and can recover from indexer
failures2. Option B, search afinity, is not a use case for a search head cluster, but for a muiltisite indexer cluster, which allows the
search heads to preferentially search the data on the local site, rather than on a remote site3. Option D, increased Search Factor
(SF), is not a use case for a search head cluster, but for an indexer cluster, which determines how many searchable copies of each
bucket are maintained across the indexers4. Therefore, option C is the correct answer, and options A, B, and D are incorrect.

1: About search head clusters 2: About indexer clusters and index replication 3: Configure search affinity 4

Configure the search factor

EE#30
Which of the following security options must be explicitly configured (i.e. which options are not enabled by default)?

A. Data encryption for distributed search between search heads and indexers.
B. Certificate authentication between forwarders and indexers.

C. Data encryption between Splunk Web and sphunkd.

D. Certificate authentication between Splunk Web and search head.

He:. B

Y.

The following security option must be explicitly configured, as it is not enabled by default:

* Certificate authentication between forwarders and indexers. This option allows the forwarders and indexers to verify each other's
identity using SSL certificates, which prevents unauthorized data transmission or spoofing attacks. This option is not enabled by
default, as it requires the administrator to generate and distribute the certificates for the forwarders and indexers. For more
mformation, see

[Secure the communication between forwarders and indexers] in the Splunk documentation. The following security options are
enabled by default:

* Data encryption between Splunk Web and splunkd. This option encrypts the communication between the Splunk Web interface
and the splunkd daemon using SSL, which prevents data interception or tampering. This option is enabled by default, as Splunk
provides a self-signed certificate for this purpose. For more information, see [About securing Splunk Enterprise with SSL] in the
Splunk documentation.
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* Certificate authentication between Splunk Web and search head. This option allows the Splunk Web interface and the search head
to verify each other's identity using SSL certificates, which prevents unauthorized access or spoofing attacks. This option is enabled
by default, as Splunk provides a self-signed certificate for this purpose. For more information, see [About securing Splunk
Enterprise with SSL] in the Splunk documentation.

* Data encryption for distributed search between search heads and indexers. This option encrypts the communication between the
search heads and the indexers using SSL, which prevents data interception or tampering. This option is enabled by defauilt, as
Splunk provides a self-signed certificate for this purpose. For more information, see [Secure your distributed search environment] in
the Splunk documentation.

HEE #31
What is needed to ensure that high-velocity sources will not have forwarding delays to the indexers?

A. Increase the default limit for maxKBps in limits.conf.

B. Decrease the value of forceTimebased AutoLB in outputs. conf.

C. Increase the default value of sessionTimeout in server, conf.

D. Decrease the default value of phoneHomelntervalinSecs in deploymentclient .conf.

HE: A

dE:

To ensure that high-velocity sources will not have forwarding delays to the indexers, the default limit for maxKBps in limits.conf
should be increased. This parameter controls the maximum bandwidth that a forwarder can use to send data to the indexers. By
default, it is set to 256 KBps, which may not be sufficient for high-volume data sources. Increasing this limit can reduce the
forwarding latency and inmprove the performance of the forwarders. However, this should be done with caution, as it may affect the
network bandwidth and the indexer load. Option B is the correct answer. Option A is incorrect because the sessionTimeout
parameter in server.conf controls the duration ofa TCP connection between a forwarder and an indexer, not the bandwidth limit.
Option C is incorrect because the forceTimebased Autol.B parameter in outputs.conf controls the frequency of load balancing
among the indexers, not the bandwidth limit. Option D is incorrect because the phoneHomelntervallnSecs parameter in
deploymentclient.conf controls the iterval at which a forwarder contacts the deployment server, not the bandwidth limit12

1: https://docs.splunk.conyDocumentation/Splunk/9. 1.2/ Admin/Limitsconf#limits.conf.spec 2: https://docs.
splunk.conyDocumentation/Sphunk/9.1.2/Forwarding
/Routeandfilterdatad#Set the maximum bandwidth usage for a forwarder

A2 #32
Which of the following should be done when installing Enterprise Security on a Search Head Cluster? (Select all that apply.)

A. Copy the Enterprise Security configurations to the deployer.

B. Install Enterprise Security on the deployer.

C. Use the deployer to deploy Enterprise Security to the cluster members.
D. Install Enterprise Security on a staging instance.

HE. B,C

dE:

When installing Enterprise Security on a Search Head Cluster (SHC), the following steps should be done:

Install Enterprise Security on the deployer, and use the deployer to deploy Enterprise Security to the cluster members. Enterprise
Security is a premium app that provides security analytics and monitoring capabilities for Splunk. Enterprise Security can be installed
ona SHC by using the deployer, which is a standalone instance that distributes apps and other configurations to the SHC members.
Enterprise Security should be mstalled on the deployer first, and then deployed to the cluster members using the splunk apply
sheluster-bundle command. Enterprise Security should not be installed on a staging instance, because a staging instance is not part of
the SHC deployment process. Enterprise Security configurations should not be copied to the deployer, because they are already
included in the Enterprise Security app package.

EE #33
When Splunk indexes data in a non clustered environment, what kind of files does it create by default?

e A. Compressed and meta data files.



e B. Rawdata and index files.
e C. Index and .tsidx files.
¢ D. Compressed and .tsidx files.

He: B
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