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exercises and answers.

Amazon SOA-C03 Exam Syllabus Topics:

Topic Details

¢ Deployment, Provisioning, and Automation: This section measures the skills of Cloud Engineers and covers

provisioning and maintaining cloud resources using AWS CloudFormation, CDK, and third-party tools. It
Topic 1 evaluates automation of deployments, remediation of resource issues, and managing infrastructure using
Systems Manager and event-driven processes like Lambda or S3 notifications.

¢ Monitoring, Logging, Analysis, Remediation, and Performance Optimization: This section of the exam
measures skills of CloudOps Engineers and covers implementing AWS monitoring tools such as
CloudWatch, CloudTrail, and Prometheus. It evaluates configuring alarms, dashboards, and notifications,
analyzing performance metrics, troubleshooting issues using EventBridge and Systens Manager, and
applying strategies to optimize compute, storage, and database performance.

Topic 2

¢ Security and Compliance: This section measures skills of Security Engineers and includes implementing

IAM policies, roles, MFA, and access controls. It focuses on troubleshooting access issues, enforcing
Topic 3 conmpliance, securing data at rest and in transit using AWS KMS and ACM, protecting secrets, and
applying findings from Security Hub, GuardDuty, and Inspector.

¢ Reliability and Business Continuity: This section measures the skills of System Administrators and focuses

on maintaining scalability, elasticity, and fault tolerance. It includes configuring load balancing, auto scaling,
Topic 4 Multi- AZ deployments, implementing backup and restore strategies with AWS Backup and versioning,
and ensuring disaster recovery to meet RTO and RPO goals.

¢ Networking and Content Delivery: This section measures skills of Cloud Network Engineers and focuses

on VPC configuration, subnets, routing, network ACLs, and gateways. It includes optimizing network cost
Topic 5 and performance, configuring DN'S with Route 53, using CloudFront and Global Accelerator for content
delivery, and troubleshooting network and hybrid connectivity using logs and monitoring tools.

Amazon AWS Certified CloudOps Engineer - Associate Sample Questions
(Q115-Q120):

NEW QUESTION # 115

A company has an application that collects notifications from thousands of alarm systems. Notifications include alarm notifications
and information notifications. All notifications are stored in an Amazon Simple Queue Service (Amazon SQS) queue. Amazon EC2
instances in an Auto Scaling group process the messages.

A CloudOps engineer needs to prioritize alarm notifications over information notifications.

Which solution will meet these requirements?

A. Use Amazon SNS fanout to send messages to all EC2 instances.

B. Scale the Auto Scaling group faster when message volume increases.

C. Create separate SQS queues for alarm notifications and information notifications and process alarm messages first.
D. Add an Amazon DynamoDB stream to accelerate processing,

Answer: C

Explanation:

Comprehensive Explanation (250-350 words):

Amazon SQS does not support message prioritization within a single queue. To prioritize certain messages, AWS recommends using
multiple queues and processing them in priority order.

By separating alarm notifications into one queue and mnformation notifications into another, the application can poll and process the
alarm queue first. This ensures that critical alarm messages are handled immediately, even during high load.

Scaling faster or using SNS fanout does not guarantee priority. DynamoDB streams are unrelated to SQS message ordering,
Therefore, separate queues provide a simple, scalable, and effective prioritization mechanism
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NEW QUESTION # 116

A company's application servers in AWS account 111122223333 use a security group sg-

1234abcd. They need to access a database hosted in account 444455556666. The VPCs are connected using a VPC peering
connection (pcx-b04deed9).

A CloudOps engineer must configure the database's security group to allow new connections only from the application servers.
‘What should the engineer do?

A. Add an inbound rule to the database's security group. Reference pcx-b04deed9/sg-1234abed as the source.
B. Add an inbound rule to the database's security group. Reference 444455556666/sg-1234abcd as the source.
C. Add an inbound rule to the database's security group. Reference sg-1234abcd as the source.

D. Add an inbound rule to the database's security group. Reference 111122223333/sg-1234abced as the source.

Answer: C

Explanation:

According to AWS Cloud Operations and VPC Networking documentation, when VPCs are peered, security groups can reference
peer account security groups directly to restrict traffic between them.

This feature allows specifying the security group ID (sg-1234abed) from the source account (111122223333) in the target
database's security group inbound rule. AWS automatically validates that the VPCs are connected through an existing VPC peering
connection and that mutual permissions are properly configured.

You do not prefix the security group ID with the account or peering connection (Options A and B), and using the destination
account ID (Option D) is incorrect because it represents the database side, not the source.

Hence, the correct configuration is Option C, which references the application servers' security group directly for precise, least-
privilege access control.

NEW QUESTION # 117

A CloudOps engineer creates an AWS CloudFormation template to define an application stack that can be deployed in muiltiple
AWS Regions. The CloudOps engineer also creates an Amazon CloudWatch dashboard by using the AWS Management Console.
Each deployment of the application requires its own CloudWatch dashboard.

How can the CloudOps engineer automate the creation of the CloudWatch dashboard each time the application is deployed?

e A. Update the CloudFormation template to define an AWS::CloudWatch::Dashboard resource. Use the intrinsic Ref finction
to reference the ID of'the existing CloudWatch dashboard.

¢ B. Create a script by using the AWS CLI to run the aws cloudformation put-dashboard command with the name of the
dashboard. Run the command each time a new CloudFormation stack is created.

e C. Update the CloudFormation template to define an AWS::CloudWatch::Dashboard resource.Specify the name of the
existing dashboard in the DashboardName property.

e D. Export the existing CloudWatch dashboard as JSON. Update the CloudFormation template to define an
AWS::CloudWatch::Dashboard resource. Include the exported JSON in the resource's DashboardBody property.

Answer: D

Explanation:

According to CloudOps automation and monitoring best practices, CloudWatch dashboards should be provisioned as
infrastructure-as-code (IaC) resources using AWS CloudFormation to ensure consistency, repeatability, and version control. AWS
CloudFormation supports the AWS::CloudWatch::Dashboard resource, where the DashboardBody property accepts a JSON
object describing widgets, metrics, and layout.

By exporting the existing dashboard configuration as JSON and embedding it into the CloudFormation template, every deployment
of the application automatically creates its corresponding dashboard. This method aligns with the CloudOps requirement for
automated deployment and operational visibility within the same stack lifecycle.

"Use the AWS::CloudWatch::Dashboard resource to create a dashboard from your template. You can include the same JSON you
use to define a dashboard in the console." Option A requires manual execution. Options C and D incorrectly reference or reuse
existing dashboards, failing to produce unique, deployment-specific dashboards.

NEW QUESTION # 118

An application runs on Amazon EC2 instances that are in an Auto Scaling group. A CloudOps engineer needs to implement a
solution that provides a central storage location for errors that the application logs to disk. The solution must also provide an alert
when the application logs an error.

‘What should the CloudOps engineer do to meet these requirements?



A. Deploy an AWS Lambda function that pushes the errors directly to Amazon CloudWatch Logs. Configure the Lambda

function to run every time the log file is updated on disk.

¢ B. Create an Auto Scaling lifecycle hook that invokes an EC2-based script to identify errors. Configure the script to push the
error messages to an Amazon CloudWatch log group when the EC2 instances scale in. Create a CloudWatch alarm that
publishes to an Amazon Simple Notification Service (Amazon SNS) topic that has an email subscription when the number of
error messages exceeds a threshold.

e C. Create a cron job on the EC2 instances to identify errors and push the errors to an Amazon CloudWatch metric filter.
Configure the filter to publish to an Amazon Simple Notification Service (Amazon SNS) topic that has an SMS subscription.

¢ D. Deploy and configure the Amazon CloudWatch agent on the EC2 instances to log to a CloudWatch log group. Create a

metric filter on the target CloudWatch log group. Create a CloudWatch alarm that publishes to an Amazon Simple

Notification Service (Amazon SNS) topic that has an email subscription.

Answer: D

Explanation:

The AWS Cloud Operations and Monitoring documentation specifies that the Amazon CloudWatch Agent is the recommended tool
for collecting system and application logs from EC2 instances. The agent pushes these logs into a centralized CloudWatch Logs
group, providing durable storage and real-time monitoring,

Once the logs are centralized, a CloudWatch Metric Filter can be configured to search for specific error keywords (for exanple,
"ERROR" or "FAILURE"). This filter transforms matching log entries into custom metrics. Fromthere, a CloudWatch Alarm can
monitor the metric threshold and publish notifications to an Amazon SNS topic, which can send email or SMS alerts to subscribed
recipients.

This combination provides a fully automated, managed, and serverless solution for log aggregation and error alerting, It eliminates the
need for manual cron jobs (Option B), custom scripts (Option D), or Lambda-based log streammng (Option C).

NEW QUESTION # 119

A CloudOps engineer needs to set up alerting and remediation for a web application. The application consists of Amazon EC2
instances that have AWS Systems Manager Agent (SSM Agent) installed. Each EC2 nstance runs a custom web server. The EC2
instances run behind a load balancer and write logs locally.

The CloudOps engineer must implement a solution that restarts the web server software automatically if specific web errors are
detected in the logs.

‘Which combination of steps will meet these requirements? (Select THREE.)

e A Create an AWS CloudTrail metric filter for the web logs. Configure an alarm for the specific errors.

e B. Install the Amazon CloudWatch agent on the EC2 instances.

e C. Create an Amazon EventBridge rule that responds to the alarm. Configure the rule to invoke an AWS Systerms Manager
Automation runbook to restart the web server software.

¢ D. Create an Amazon CloudWatch metric filter for the web logs. Configure an alarm for the specific errors.

e E. Publish alarm findings to Amazon Simple Email Service (Amazon SES). Invoke an AWS Lambda finction to restart the
web server software.

¢ F. Create an Amazon Simple Notification Service (Amazon SNS) notification that responds to the alarm. Configure the
notification to invoke an AWS Systems Manager Automation runbook to restart the web server software.

Answer: B,C,D

Explanation:

Per the AWS Cloud Operations, Monitoring, and Automation documentation, the correct workflow for automated operational
remediation is:

Amazon CloudWatch Agent is installed on each EC2 instance (Option A) to collect local log data and push it to Amazon
CloudWatch Logs.

A CloudWatch Metric Filter (Option C) is then defined to identify specific error strings or patterns within those logs (e.g., "HTTP
5xx" or "Service Unavailable"). When such an event occurs, CloudWatch Alarms are triggered.

Upon alarm activation, Amazon EventBridge rules (Option E) are configured to respond automatically by invoking an AWS Systens
Manager Automation runbook, which executes an action to restart the web server process on the affected instance via SSM Agent.
This approach aligns directly with AWS's recommended CloudOps remediation pattern, known as event-driven automation, which
ensures minimal downtime and eliminates manual intervention.

Options involving CloudTrail (B) or SES notifications (D) are incorrect because they are unrelated to log-based application
monitoring and automated remediation workflows.



NEW QUESTION # 120
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