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Archer Certified Administrator-Expert Sample Questions (Q38-Q43):

NEW QUESTION # 38
Which statement best describes the advantages of using SSO in Archer?

A. Improved Security
B. Increased Productivity

C. All these answers are correct
D. Reduced Password Fatigue and Help Desk Costs

Answer: C

Explanation:

According to the Archer Administration and Security documentation, Single Sign-On (SSO) integration provides a multi-faceted
advantage for both the end-user and the system admmistrator. Reduced Password Fatigue occurs because users no longer need to
remember unique credentials for Archer, which directly leads to a decrease in Help Desk Costs associated with password reset
requests. Increased Productivity is achieved through seamless access; users can move from their workstation or corporate portal
directly into Archer without the interruption of a manual login prompt.
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Furthermore, Improved Security is a primary driver for SSO. By leveraging centralized authentication providers (like Active
Directory via SAML 2.0 or Windows Integrated Authentication), Archer administrators ensure that corporate password policies
(complexity, rotation, and MFA) are strictly enforced. When an employee leaves the organization and their account is disabled in the
central directory, their access to Archer is revoked instantaneously. This elimmnates the risk of "orphan accounts" existing within the
Archer user database. Therefore, because SSO addresses administrative overhead, user experience, and enterprise-grade security
protocols simultaneously, "All these answers are correct" is the verified professional standard.

NEW QUESTION # 39
Details such as installation history, applications, solutions, jobs, Top 10 field histories are viewed in:

A. Installation Report

B. Instance Report

C. Access Control Report

D. Application builder Report

Answer: B

Explanation:

The Instance Report is a comprehensive diagnostic document that provides a "snapshot” of an entire Archer instance. According to
the Archer Administration II curriculum, this report is found within the Archer Control Panel (ACP) or can be generated fiom the
Administration workspace.

It is specifically designed to aid in troubleshooting and system auditing. It contains metadata about the installation history , a list of all
applications and solutions , and the status of background jobs . Most importantly, it includes performance-related data such as the
Top 10 field histories (identifymg which fields are growing the fastest in the database) and record counts. This report is often
requested by Archer Support when investigating system-wide performance issues, as it aggregates critical architectural data into a
single, readable view that is more holistic than an Access Control or Application Builder report.

NEW QUESTION # 40
Select the service which must always run for Archer to properly function.

A. Queuing service

B. LDAP Synchronization service
C. Configuration service

D. Job Engine service

Answer: C

Explanation:

As detailed in the Archer Installation and Troubleshooting guide, the Archer Configuration Service is the foundational "heartbeat" of
the platform. While the Job Engine (Option D) and Queuing Service (Option B) are essential for processing background tasks, the
system cannot initialize or connect to the instance database without the Configuration Service.

The Configuration Service is responsible for retrieving settings from the Archer Control Panel (ACP) and providing them to the web
server and other services. Ifthis service is stopped, the Archer web interface will fail to load, and administrators will be unable to
make any changes to the instance through the ACP. LDAP Synchronization (Option C) is a scheduled task and does not need to be
running constantly for the platform to remain operational. Therefore, from an architectural standpoint, the Configuration Service is the
mandatory prerequisite for all other platform functions.

NEW QUESTION # 41
The main goal of using SSO in an Archer environment is to:

A. Have end users insert their username and password each time they log into Archer

B. Facilitate the login experience to end users by using only one set of credentials across all their applications
C. Facilitate the login experience to Admin users only

D. Bypass the default Archer Security Parameters for the user

Answer: B

Explanation:



The primary driver for Single Sign-On (SSO) in an Archer environment is user convenience and centralized identity management. As
taught in Archer Administration II , the "goal" of SSO is to reduce the friction of accessing the platform. By allowing users to
leverage their existing corporate credentials (via SAML, Windows Integrated, or LDAP), they can access Archer without needing to
maintain a separate, "native" Archer password.

This strategy improves security by centralizing credential management in a single Identity Provider (IdP), where Multi-Factor
Authentication (MFA) and account revocation policies can be strictly enforced. Option A is incorrect because SSO actually helps
enforce enterprise security parameters rather than bypassing them

Option B is false because SSO is intended for all users, not just admins. Option C describes the opposite of SSO. Ultimately, the
successful implementation of SSO ensures that users have a seamless transition into Archer while the organization maintains a high
standard of access control.

NEW QUESTION # 42
The default authentication mechanism in Archer is SSO.

e A TRUE
e B FALSE

Answer: B

Explanation:

This statement is FALSE . The default authentication mechanism for a fresh installation of Archer is Archer Native Authentication .
As detailed in the Archer Installation and Troubleshooting guide, when an instance is first created, it relies on the internal Archer
database to store usernames and encrypted passwords.

Single Sign-On (SSO), whether it be Windows Integrated, SAML, or LDAP-based, is an opt-in configuration that must be manually
enabled and configured by a System Administrator within the Archer Control Panel (ACP) . Native authentication remains the
fallback method and is used for the initial "System Administrator" account setup. While most enterprise organizations quickly
transition to SSO for security and convenience, the platform itself defaults to its own internal authentication engine to ensure the
system is accessible immediately after installation without requiring a pre-existing connection to an Identity Provider (IdP).
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