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1. What is the final step of & quantitative nisk analysis?

A Determine asset value,

B. Assess the annualized rate of occurrence.

C. Denve the annualized loss expectancy.

. Conduct a cost. benefit analysis. Correet Answer-D.

The final step of a quantitative risk analys:s is conducting 2 cost/bencfil analysis to

determune whether the organisation should implement proposed countermeasure(s).

2 Anevil twin attack that broadeasts a legiimate S510 for an unauthonsed
network s an example of what category of threa?

A Spoofing

B. Information disclosure

C. Repudiation

D. Tampering Correct Answer-A.

Spoofing attacks use falsificd wdentities. Spoofing attacks may usc false P
addresses, email addresses, names, or, in the case of an evil twin attack, 510

3. Under the Digital Millenmium Copyright Act (DMCA), what type of offenses do
ool require prompl action by an Internet service provider after it receives a
notification of

mfnngement ¢laim from a copynight holder?

A, Storage of information by a customer on & provider's server
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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1662-Q1667):

NEW QUESTION # 1662
For the purpose of classification, which of the following is used to divide trust domain and trust boundaries?

A. Integrity

B. Network architecture

C. Confidentiality management
D. Identity Management (IdM)

Answer: B

Explanation:

Network architecture is the factor that is used to divide trust domain and trust boundaries for the purpose of classification.

A trust domain is a logical grouping of systems or networks that share a common security policy and trust level.

A trust boundary is the border or the interface between two trust domains that have different security policies or trust levels.

For the purpose of classification, trust domains and trust boundaries are used to define the scope and the level of protection for the
mformation that is transmitted or stored within or across the domains.

Network architecture is the factor that determines how the trust domains and trust boundaries are established and maintained, as it
defines the physical and logical layout, the connectivity, the topology, the devices, and the protocols of the network.

Network architecture can affect the security and the performance of the network, and influence the design and the implementation of
the security controls and the encryption mechanisms for the information that flows through the network.

References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 4: Commumication and Network Security, page 143.

NEW QUESTION # 1663
Which one of the following is NOT one of the maturity levels of the
Software Capability Maturity Model (CMM)?

A. Managed

B. Fundamental
C. Defined

D. Repeatable

Answer: B

Explanation:

The correct answer is Fundamental, a distracter. The first level of the Software
CMM is the Initiating level. At this level, processes are performed on
an ad hoc basis.

Answer the Repeatable level is the second maturity

level in the model. In the third level, Defined, management

practices are institutionalized and technical procedures are

mtegrated into the organizational structurE. The Managed level

has both product and processes quantitatively controlled.

The fifth level of the Software CMM is the Optimized level, where
continuous process improvement is institutionalized.

NEW QUESTION # 1664
ICMP and IGMP belong to which layer of the OSI model?

A. Data Link Layer.
B. Network Layer.

C. Transport Layer.
D. Datagram Layer.



Answer: B

Explanation:

Explanation/Reference:

Explanation:

ICMP and IGMP work at the network layer of the OSI model.

Incorrect Answers:

A: There is no Datagram Layer in the OST model.

C: ICMP and IGMP do not belong to the Transport layer of the OSI model. TCP and UDP are examples of protocols working at
the transport layer.

D: ICMP and IGMP do not belong to the Transport layer of the OSI model. ARP, OSOF, and MAC are examples of protocols
workings at the data link layer.

References:

https:/en.wikipedia.org/wiki/Network layer

NEW QUESTION # 1665
‘Who has the final responsibility for the preservation of the organization's information?

A. Application owners
B. Users

C. Senior management
D. Technology providers

Answer: C

Explanation:

Various officials and organizational offices are typically involved with computer security. They include the following groups: Senior
management Prograny/functional managers/application owners Computer security management Technology providers Supporting
organizations Users Senior management has the final responsibility through due care and due diligence to preserve the capital of the
organization and further its business model through the implementation of a security program. While senior management does not
have the functional role of managing security procedures, it has the ultimate responsibility to see that business continuity is preserved.

NEW QUESTION # 1666
A host-based IDS is resident on which of the following?

A. decentralized hosts

B. central hosts

C. On each of the critical hosts
D. bastion hosts

Answer: C

Explanation:

A host-based IDS is resident on a host and reviews the systemand event logs in order to detect an attack on the host and to
determine if the attack was successful.

All critical serves should have a Host Based Intrusion Detection System (HIDS) installed.

As you are well aware, network based IDS cannot make sense or detect pattern of attacks within encrypted traffic. A HIDS might
be able to detect such attack affer the traffic has been decrypted on the host. This is why critical servers should have both NIDS and
HIDS.

FROM WIKIPEDIA:

A HIDS will monitor all or part of the dynamic behavior and of the state of a computer system. Much as a NIDS will dynamically
mspect network packets, a HIDS might detect which program accesses what resources and assure that (say) a word-processor
hasn\'t suddenly and inexplicably started modifying the system password-database. Similarly a

HIDS might look at the state of a system, its stored information, whether in RAM, in the file- system, or elsewhere; and check that
the contents of these appear as expected.

One can think of'a HIDS as an agent that monitors whether anything/anyone - internal or external - has circumvented the security
policy that the operating system tries to enforce.

httpz//en.wikipedia.org/wikiHost-based intrusion_detection_system



NEW QUESTION # 1667
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