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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q150-Q155):
NEW QUESTION # 150 
A network administrator uses Panorama to push security polices to managed firewalls at branch offices. Which policy type should be
configured on Panorama if the administrators at the branch office sites to override these products?

A. Explicit Rules
B. Pre Rules
C. Implicit Rules
D. Post Rules

Answer: D

NEW QUESTION # 151 
For which two reasons would a firewall discard a packet as part of the packet flow sequence? (Choose two )

A. ingress processing errors
B. equal-cost multipath
C. rule match with action "allow"
D. rule match with action "deny"

Answer: A,D

Explanation:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClVHCA0
Denying traffic will discard the packet. Packets can also be discarded due to malformed or incorrect frames, datagrams or packets.

NEW QUESTION # 152 
A network administrator wants to deploy SSL Forward Proxy decryption. What two attributes should a forward trust certificate
have? (Choose two.)

A. A private key
B. A server certificate
C. A subject alternative name
D. A certificate authority (CA) certificate

Answer: A,D

Explanation:
The two attributes that a forward trust certificate should have for SSL Forward Proxy decryption are:
* B: A private key. This is the key that the firewall uses to sign the certificates that it generates for the
* decrypted sessions. The private key must be securely stored on the firewall and not shared with anyone1.
* D: A certificate authority (CA) certificate. This is the certificate that the firewall uses to issue the certificates for the decrypted
sessions. The CA certificate must be trusted by the client browsers and devices that receive the certificates from the firewall1.

NEW QUESTION # 153 
When using the predefined default profile, the policy will inspect for viruses on the decoders. Match each decoder with its default
action.
Answer options may be used more than once or not at all.

Answer:

https://www.examdiscuss.com/Palo-Alto-Networks/exam/PCNSE/questions/


Explanation:

NEW QUESTION # 154 
Which User-ID method maps IP addresses to usernames for users connecting through an
802.1x-enabled wireless network device that has no native integration with PAN-OS software?

A. XML API
B. Server Monitoring
C. Port Mapping
D. Client Probing

Answer: A

Explanation:
Captive Portal and the other standard user mapping methods might not work for certain types of user access. For example, the
standard methods cannot add mappings of users connecting from a third-party VPN solution or users connecting to a 802.1x-
enabled wireless network. For such cases, you can use the PAN-OS XML API to capture login events and send them to the PAN-
OS integrated User-ID agent

NEW QUESTION # 155
......
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