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Questions (Q571-Q576):

NEW QUESTION # 571
An organization needs to bring in data collection and aggregation from various endpoints. Which of the following is the best tool to
deploy to help analysts gather this data?

A. EDR
B. DLP
C.NAC
D. NIDS

Answer: A

NEW QUESTION # 572
A software developer has been deploying web applications with common security risks to include insufficient logging capabilities.
‘Which of the following actions would be most effective to reduce risks associated with the application development?

A. Deploy compensating controls into the environment.

B. Implement server-side logging and automatic updates.

C. Conduct regular code reviews using OWASP best practices.

D. Perform static analyses using an integrated development environment.

Answer: C

Explanation:

Conducting regular code reviews using OWASP best practices is the most effective action to reduce risks associated with the
application development. Code reviews are a systematic examination of the source code of an application to detect and fix errors,
vulnerabilities, and weaknesses that may compromise the security, functionality, or performance of the application. Code reviews can
help to improve the quality and security of the code, as well as to identify and remediate common security risks, such as insufficient
logging capabilities. OWASP (Open Web Application Security Project) is a global nonprofit organization that provides free and
open resources, tools, standards, and best practices for web application security. OWASP best practices for logging include
following a common logging format and approach, logging relevant security events and data, protecting log data from unauthorized
access or modification, and using log analysis and monitoring tools to detect and respond to security incidents. By following
OWASP best practices for logging, developers can ensure that their web applications have sufficient and effective logging
capabilities that can help to prevent, detect, and mitigate security threats.

NEW QUESTION # 573

While performing a dynamic analysis of a malicious file, a security analyst notices the memory address changes every time the
process runs. Which of the following controls is most likely preventing the analyst from finding the proper memory address of the
piece of malicious code?

A. Address space layout randomization
B. Stack canary

C. Data execution prevention

D. Code obfuscation

Answer: A

Explanation:

Explanation

The correct answer is A. Address space layout randomization.

Address space layout randomization (ASLR) is a security control that randomizes the memory address space of a process, making it
harder for an attacker to exploit memory-based vulnerabilities, such as buffer overflows1. ASLR can also prevent a security analyst
from finding the proper memory address of a piece of malicious code, as the memory address changes every time the process runs2.
The other options are not the best explanations for why the memory address changes every time the process runs. Data execution
prevention (B) is a security control that prevents code from being executed in certain memory regjons, such as the stack or the
heap3. Stack canary is a security technique that places a random value on the stack before a function's return address, to detect and
prevent stack buffer overflows. Code obfuscation (D) is a technique that modifies the source code or binary of a program to make it
more difficult to understand or reverse engineer. These techniques do not affect the memory address space of a process, but rather



the execution or analysis of the code.

NEW QUESTION # 574
Which of'the following stakeholders are most likely to receive a vulnerability scan report?
(Choose two.)

A. Marketing

B. Law enforcement

C. Executive management
D. Legal

E. Product owner

F. Systems administration

Answer: E,F

NEW QUESTION # 575

A security analyst received an alert regarding multiple successful MFA log-ins for a particular user When reviewing the authentication
logs the analyst sees the following:

Which of the following are most likely occurring, based on the MFA logs? (Select two).

A. Rogue access point

B. Push phishing

C. impossible geo-velocity

D. Password spray

E. Subscriber identity module swapping
F. Dictionary attack

Answer: B,C

Explanation:

C: Impossible geo-velocity: This is an event where a single user's account is accessed from different geographical locations within a
timeframe that is impossible for normal human travel. In the log, we can see that the user "jdoe" is accessing from the United States
and then within a few minutes from Russia, which is practically impossible to achieve without the use of some form of automated
systemor if the account credentials are being used by different individuals in different locations.

B: Push phishing: This could also be an indication of push phishing, where the user is tricked into approving a multi-factor
authentication request that they did not initiate. This is less clear from the logs directly, but it could be inferred if the user is receiving
MFA requests that they are not initiating and are being approved without their genuine desire to access the resources.
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