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The internet is transforming society, and distance is no longer an obstacle. You can download our Managing-Cloud-Security exam
simulation from our official website, which is a professional platform providing the most professional Managing-Cloud-Security
practice materials. You can get them within 15 minutes without waiting. What is more, you may think these high quality Managing-
Cloud-Security Preparation materials require a huge investment on them. Yes, we do invest a lot to ensure that you can receive the
best quality and service.

WGU Managing Cloud Security (JY02) Sample Questions (Q56-Q61):

NEW QUESTION # 56
‘Which component allows customers to transfer data into and out of a cloud computing vendor's environment?

A. Firewall

B. Load balancer
C. Network

D. Virtual display

Answer: C

Explanation:

Thenetworkis the component that enables custommers to transfer data into and out of a cloud environment. It provides the
connectivity through which data is uploaded, downloaded, and exchanged between customer systems and cloud infrastructure.
Firewalls protect the network by filtering traffic, load balancers distribute requests across resources, and virtual displays present
mterfaces, but none directly facilitate the transfer of data.

In cloud models, secure networking is critical. Protocols like TLS encrypt traffic, while VPN and private links provide additional
isolation. Reliable networking ensures availability, while strong controls safeguard confidentiality and integrity. Customers must
ensure that the cloud provider offers secure, high-performance network services to support business needs.

NEW QUESTION # 57

An organization is reviewing a contract froma cloud service provider and wants to ensure that all aspects of the contract are
adhered to by the cloud service provider. Which control will allow the organization to verify that the cloud provider is meeting its
obligations?

A. Continuous monitoring

B. Regulatory oversight
C. Incident management

D. Confidential computing

Answer: A

Explanation:

Continuous monitoring is the control that allows organizations to actively verify that a cloud provider is fulfilling contractual and
compliance obligations. This involves automated collection and analysis of operational, security, and performance data. It enables
organizations to ensure that service-level agreements (SLAs) are being honored and that compliance requirements are being met in
real time.

While regulatory oversight is provided by external authorities and incident management is reactive in nature, continuous monitoring is
a proactive approach. It allows customers to maintain visibility into provider operations. Confidential computing focuses on data
protection but does not verify contract adherence.

By employing continuous monitoring, organizations establish transparency and accountability. It also supports audit processes by
providing evidence that controls remain effective over time. This reduces risk associated with outsourcing critical finctions to a cloud
provider and ensures resilience against potential provider-side failures.

NEW QUESTION # 58
Which group should be notified for approval when a planned modification to an environment is scheduled?

A. Executive management board
B. Event management team

C. Change management board
D. Problem management team
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Answer: C

Explanation:

TheChange Management Board (CMB), also called the Change Advisory Board (CAB), is the formal authority responsible for
reviewing, assessing, and approving planned modifications to IT environments. This group ensures that proposed changes align with
business objectives, do not introduce unnecessary risks, and comply with security and regulatory requirements.

Event management teans focus on monitoring events, problem management teams handle root-cause analysis, and executive boards
provide strategic direction but are not operational approval authorities. Only the CMB has the explicit role of validating technical and
security implications before implementation.

By involving the CMB, organizations enforce structured governance, minimize disruptions, and establish accountability. This practice
is central in ITIL and ISO/IEC 20000 standards, ensuring that operational integrity and security are preserved during change cycles.

NEW QUESTION # 59
A user creates new financial documents that will be stored in the cloud. Which action should the user take before uploading the
documents to protect them against threats such as packet capture and on-path attacks?

A. Change tracking
B. Encryption

C. Hashing
D. Metadata labeling

Answer: B

Explanation:

Before transmitting sensitive financial data to the cloud, the best defense against interception threats like packet capture and man-in-
the-middle attacks isencryption. Encryption protects data i transit by converting plain text into cipher text, which can only be
deciphered with the correct keys.

Hashing provides integrity verification but does not secure confidentiality. Change tracking monitors modifications but does not
prevent interception. Metadata labeling adds context but does not protect against on-path attackers.

Using strong encryption protocols (e.g., TLS) ensures that even if traffic is intercepted, the attacker cannot read the data. Encryption
also aligns with compliance requirements such as PCI DSS, which mandates encryption for financial data during transmission. By
encrypting before upload, the user ensures end-to-end confidentiality across potentially insecure networks.

NEW QUESTION # 60
Which activity is within the scope of the cloud provider's role in the chain of custody?

A. Classifying and analyzing data

B. Collecting and preserving digital evidence
C. Setting data backup and recovery policies
D. Initiating and executing incident response

Answer: B

Explanation:

In cloud environments, the provider's role in thechain of custodyprimarily mvolvescollecting and preserving digital evidencewhen
mcidents or nvestigations occur. Because providers manage the infrastructure, they have direct access to logs, storage systens, and
virtual machines necessary for evidence collection.

Backup policies and incident response may involve collaboration, but they remain customer responsibilities in many service models.
Data classification and analysis are business-driven tasks, which customers must handle.

Providers must ensure that evidence collection is forensically sound and documented properly to maintain legal admissibility. This
responsibility is critical in maintaining trust and ensuring compliance with laws and contractual obligations. It reinforces the shared
responsibility model by clearly defining which aspects of digital forensics belong to the provider.

NEW QUESTION # 61
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