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EE #114

You are concerned with management overhead in your WLAN. When evaluating the network, you note that each dual-band AP
provides for 4 SSIDs in each band with three secure SSIDs and one Open System SSID.

The network runs only 802.11ac APs and uses 20 MHz channels in 2.4 GHz and 400 MHz channels in 5 GHz

What can you do to reduce the impact of beacon frames on CCI and channel utilization?
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A. Use only 40 MHz channels

B. Increase the beacon interval

C. Disable SSID broadcasting

D. Use the same security across all SSIDs
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HEE #115

‘When performing protocol analysis, you notice a high number of RTS/CTS frames being transmitted on an HT network. You
suspect this may be due to HT protection mechanisims. Where in the Beacon frame would you look to determine which one of the
four HT protection modes the AP is operating in?

A. Non-HT Present Element
B. HT Information Element
C. HT Protection Element
D. HT Operation Element

He: B

HE:

‘When performing protocol analysis, you would look at the HT Information Element in the Beacon frame to determine which one of
the four HT protection modes the AP is operating in. The HT Information Element contains various subfields that provide information
about the HT network configuration and operation. One of these subfields is the HT Protection field, which indicates whether any
protection mechanisns are required for mixed-mode operation with non-HT STAs. The four possible values for this field are:

* No Protection: No protection mechanisns are required.

* Non-member Protection: RTS/CTS or CTS-to-self protection is required for all HT transmissions.

* 20 MHz Protection: RTS/CTS or CTS-to-self protection is required for all HT transmissions using a 40 MHz channel.

* Non-HT Mixed Mode: All HT transmissions must use a non-HT preamble and header . References:

CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11: 802.11n

/ac/ax PHYsical Layer Frame Exchanges, page 378; CWAP-405Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 11: 802.11n/ac/ax PHYsical Layer Frame Exchanges, page 379.

EE #1106

You are using a laptop-based protocol analyzer to scan all channels and determine the basic configuration of the WLAN Basic
Service Set in your facility. You are scanning all channels. All configured with default settings.

‘What can you change to cause the scan to run faster while still APs are capturing beacon frames on all the channels?

A. Configure the fragmentation threshold to 1500 bytes
B. Configure the RBW to more than 120 kHz

C. Configure the scan time for channels to 300-500 ms
D. Configure the scan time for channels to <100 s
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AR #117

Youare troubleshooting VoIP WLAN issues. When performing a PING to a remote device that would be involved in a call link,
you see that the time value averages 220 milliseconds.

How much extra delay beyond that recommend for VoIP links is in this link?

A. There is 70 milliseconds more delay than recommended

B. There is 80 milliseconds more delay than recommended

C. There is not enough information because the PING command give round-trip-times

D. There is no extra delay beyond that recommended, instead there is 80 milliseconds less
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AE #118
In the 2.4 GHZ band, what data rate are Probe Requests usually sent at from an unassociated STA?

A. 6 Mbps
B.MCS 0
C. 1 Mbps
D. The minimum basic rate

HE: D

Y.

In the 2.4 GHz band, probe requests are usually sent at the minimum basic rate from an unassociated STA. A probe request is a
type of management frame that is transmitted by a STA to discover available BSSs in its vicinity. A probe request can be sent on
one or more channels in either passive or active scanning mode. In passive scanning mode, a STA listens for beacon frames from
APs on each channel. In active scanning mode, a STA sends probe requests on each channel and waits for probe responses from
APs. A probe request is usually sent at the minimum basic rate, which is the lowest data rate among the supported rates that is
required for all STAs to join and communicate with a BSS. The minimum basic rate can vary depending on the configuration of each
BSS, but it is typically one of these values: 1 Mbps, 2 Mbps, 5.5 Mbps, or 11 Mbps in the 2.4 GHz band. The other options are
not correct, as they do not reflect how probe requests are usually sent in the 2.4 GHz band. MCS 0 is a modulation and coding
scheme used by 802.11n/ac devices in either band, but it is not a data rate per se. 6 Mbps is a data rate used by OFDM devices in
either band, but it is not usually configured as a minimum basic rate in the 2.4 GHz band. References: [Wireless Analysis Professional
Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 123-124
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